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Documentation Notice

Information in this document is subject to change without notice. The software described in this document
is furnished only under a separate license agreement and may only be used or copied according to the
terms of such agreement. It is against the law to copy the software except as specifically allowed in the
license agreement. This document or accompanying materials may contain certain information which is
confidential information of Hyland Software, Inc. and its affiliates, and which may be subject to the
confidentiality provisions agreed to by you.

Complying with all applicable copyright laws is the responsibility of the user. Without limiting the rights
under copyright law, no part of this document may be reproduced, stored in or introduced into a retrieval
system, or transmitted in any form or by any means (electronic, mechanical, photocopying, recording, or
otherwise), or for any purpose, without the express written permission of Hyland Software, Inc. or one of
its affiliates.

Hyland, HXP, OnBase, Alfresco, Nuxeo, and product names are registered and/or unregistered
trademarks of Hyland Software, Inc. and its affiliates in the United States and other countries. All other
trademarks, service marks, trade names and products of other companies are the property of their
respective owners.

©2023 HylandSoftware, Inc. and its affiliates.

The information in this document may contain technology as defined by the Export Administration
Regulations (EAR) and could be subject to the Export Control Laws of the U.S. Government including for
the EARandtradeandeconomicsanctions maintained by the Office of Foreign Assets Control as well as
the export controls laws of your entity’s local jurisdiction. Transfer of such technology by any means to a
foreign person, whether in the United States or abroad, could require export licensing or other approval
from the U.S. Government andtheexport authority of your entity’s jurisdiction. You are responsible for
ensuring that you have any required approvals prior to export.



Table of Contents

Documentation NOtiCe........cccciiiiiiiiiiir 2
Hyland Preferences Service Update GUide ...........cccovmmimmiiiiniisiiins s sssss s snnnes 4
=TT IR (o g (T IRE ] o T L= | £ S 4
Update Hyland Preferences ServiCe .........cccciiiiiiiiiiiiesiiini s ssssssss s sssss e snnnes 4
Update Hyland Preferences Service on WINAOWS ..........cooiiiuiiiiiiiiiaai i a e 4
Perform a backup Of YOUr Aat@D@SE .............coouuueieeeiee e 4
Verify your Hyland Preferences ServiCe VEISION ...............couuiuuueeeeaa e 4
Stop HYIand PreferenCes SEIVICE ...........ooo ettt aaa e ean 5
BacKup YOUr SEHINGS .........coooe e 5
Download UpAated fllES.............ooeeeeeeeeeeeeeeeeeee ettt nnnnnanne 5
Update the SQL Or Oracle dat@base ..................eeeeeeeeeeeeeeee e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e aaaaaaaaaaeens 5
Update the Hyland PreferenCes SEIVICE.............cooo e 6
VEIIfY YOUE UPQIAQE ...ttt ettt e ettt e e e e e e e s aaaeeeeananes 6
Update Hyland Preferences ServiCe 0N LINUX...........cuuiiaiiiiiuuiiiiieiae e aaiiiieceee e e e e ee e e e e s s sneeeeeeeaaens 6
Perform a backup Of YOUr Aat@D@SE .............cooouuueieiieee e 7
Stop the Hyland Preferences SEIVICE.............uuueeii it aaa e 7
BacKup YOour SEHINGS ..........cooo e 7
Download UpAated fllES.............ooeeeeeeeeeeeee ettt nannnanne 7
Update the SQL Or Oracle data@base ..................eeeeeeeeeeeeeeee e e e e e e e e e e e e e e e e e e e e e e e e e e aaaaaaaaaaeens 7
Update the Hyland PreferenCes SEIVICE.............cooo e 7
Start the Hyland PreferenCes SEIVICE................eeiii it 8
VEIIfY YOUE UPQIAQE ...ttt e ettt e e e e e e e e aaaeeeeananes 8
Appendix A: Database Changes by Release.........ccccoiiiiiimiiinicssnn e 8
Appendix B: Configuration Changes by Release.............ccccimiimmiiiiniein s 9
Configuration changes from 2.0.X £0 3.0.Xu...ueeiiiaiiiiiiiieiee et e e e e e e e e ee e e e e e e e s e ennneeees 9

Configuration changes from 1.0.X 10 2.0.Xu...uueiiieriiiiiiieiee e et e e e e e e e e ee e e e e e e e e e enneeeees 9



Hyland Preferences Service Update Guide

Hyland Preferences Service Update Guide

This document provides important information about updating Hyland Preferences from a previous
version to a newer version. We recommend you read the entire document before you update Hyland
Preferences Service or its database.

Prepare for the update

Complete backups of all Hyland Preferences Service data, including configurations, before beginning any
update installation. Neither Hyland Software, nor any of its authorized resellers are responsible for lost
data caused by the update procedure described in this document.

Before updating your Hyland Preferences Service system, verify that your system matches the
requirements listed in the Hyland Preferences Service Technical Specifications.

Update Hyland Preferences Service

This release contains updates to the Hyland Preferences Service on Windows or Linux running an
external SQL database, such as Oracle or Microsoft SQL. Follow the steps in the procedure below that
describes your environment and DBMS.

Note Before beginning an update of your Hyland Preferences Service, perform a backup of your
database.

Update Hyland Preferences Service on Windows

To update Hyland Preferences Service on a Windows operating system, complete the following
procedures.

Perform a backup of your database.

Verify your Hyland Preferences Service version.
Stop the Hyland Preferences Service.

Back-up your settings.

Download updated files.

Update the SQL or Oracle database.

Update the Hyland Preferences Service.
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Verify your upgrade.

Perform a backup of your database

Perform a full backup of your database following the documentation for your database.

Verify your Hyland Preferences Service version

Before you begin your update, verify your current version of Hyland Preferences Service. To find this
information, view the properties for the Hyland.Preferences.Service.Host.exe file.

To determine the current version, complete the following steps.

1. In Windows Explorer, navigate to the Hyland.Preferences.Service.Host.exe file. The default location
for this file is [drive]:\Program Files\Hyland\Hyland Preferences Service.


https://docs.hyland.com/HPS/en_US/2.0/Print/Hyland_Preferences_Service_Technical_Specifications_2.0.x.pdf
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2. Right-click Hyland.Preferences.Service.Host.exe and select Properties.

3. In the Properties dialog box, click the Details tab to view the file version.

Stop Hyland Preferences Service

To update your system, you must stop the Hyland Preferences Service. The installation wizard
automatically stops the service, but you can also complete the following steps to stop the service
manually.

Installed as a Windows Service

If the Hyland Preferences Service is installed as a Windows service, complete the following steps.
1. Open the Windows Start menu.

2. Search for and open Services.msc.

3. Right-click the Hyland Preferences Service and click Stop.

Installed as an IIS Hosted Service
If the Hyland Preferences Service is installed as an IIS website, complete the following steps.
1. Open Internet Information Services (lIS)

2. In the Connections pane, locate the site that contains the Hyland Preferences Service.
Note The name and location of the site are configurable during installation.

3. Right-click the site, click Manage Website and then click Stop.

Backup your settings

When performing an upgrade, the installer migrates your existing appsettings.json and hosting.json
files. However, we recommend backing up these files as a safety precaution to ensure you retain your
unique customizations. To back up your settings, complete the following action.

e Copy your configuration files to a directory other than the installation directory, for example c:\tmp.

Download updated files

To update your Hyland Preferences Service build, you must download the updated version for the service
as well as database incremental files. To obtain Perceptive product installation files, contact the Hyland
Software Technical Support group. For a list of Technical Support phone numbers, go to
hyland.com/pswtscontact.

Note Download the correct installer version based on how Hyland Preferences Service is hosted. If
hosted by 1S download Hyland.Preferences.Service.<version>.msi. If hosted as a Windows service
download Hyland.Preferences.Service.WindowsService.<version>.msi.

Update the SQL or Oracle database

You must run the appropriate incremental files for your database application and the current version of
Hyland Preferences Service. Follow the instructions appropriate for your RDBMS for running an
incremental database upgrade script. A qualified database administrator should perform this action. For
more information on best practices for you database, refer to the Hyland Preferences Service Installation
Guide.


https://docs.hyland.com/HPS/en_US/2.0/Print/Hyland_Preferences_Service_Installation_Guide_2.0.x.pdf
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Note If you are updating an Oracle database you may choose to delete and temporarily disable the
Oracle recycle bin prior to running the upgrade script. This prevents potential errors related to objects that
exist in the recycle bin.

Upgrade to 3.3.0

In version 3.3.0, additional constraints were added to the database. The 3.0.0 incremental script will
cleanup any duplicate user information prior to applying those constraints. If duplicate user information is
found, a backup will be created, and those user entries will be deleted from the database.

The 3.0.0 incremental script can be run from any version of the User Preferences Service database. It is
not necessary to run the 1.0.0 to 2.0.0 incremental prior to the 3.0.0 incremental if updating from version
1.0.0.

Upgrade from 1.0.0 to 2.0.0

In version 2.0.0, the SCHEMA_VERSION table was added to the Hyland Preferences Service database
to track the database schema version.

Run the correct 1.0.0 to 2.0.0 incremental script for your database management system. After this
update, you can reference the SCHEMA_VERSION table to determine your current schema version for
future incremental scripts.

To run the incremental script as the USRPREFSVC user, ensure the user has the create table privilege.
Otherwise, run the script as a different user with the appropriate privileges. For more information, contact
your database administrator.

Update the Hyland Preferences Service

Complete the following steps to update the Hyland Preferences Service. For more detailed information
about installing the Hyland Preferences Service, refer to the Hyland Preferences Service Installation
Guide.

1. Run the installer as administrator.

2. Compare the previous configuration files from your backup copy with the new configuration files. The
Windows installer migrates your previous configuration files. Refer to Appendix B for updates to
configuration files.

Note Configuration files are backed up in the installation directory under _backup > [timestamp].

Verify your upgrade

After completing all steps to upgrade the Hyland Preferences Service, verify that the service is running
and can connect to the database by navigating to http://<server-address>:<port>/healthcheck.

Notes
e Healthy indicates that the service has successfully started.
¢ Unhealthy indicates an issue occurred when starting the service. Refer to the Hyland Preferences
Service logs to identity the issue.
Update Hyland Preferences Service on Linux
To update Hyland Preferences Service on a Linux operating system, complete the following procedures.

1. Perform a backup of your database.


https://docs.hyland.com/HPS/en_US/2.0/Print/Hyland_Preferences_Service_Installation_Guide_2.0.x.pdf
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Stop the Hyland Preferences Service.
Backup your settings.

Download updated files.

Update the SQL or Oracle database.

Update the Hyland Preferences Service.
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Verify your upgrade.

Perform a backup of your database

Perform a full backup of your database following the documentation for your database.

Stop the Hyland Preferences Service

To stop the Hyland Preferences Service on Linux, execute the following command.

systemctl stop hyland-preferences.service

Backup your settings

Back up your configuration files to ensure you retain your unique customizations. To copy configuration
files in /hyland-preferences-service to a backup directory, complete the following action.

e Backup appsettings.json and hosting.json by running the following commands.

cp /hyland-preferences-service/appsettings.json /<path to backup file>
cp /hyland-preferences-service/hosting.json /<path to backup file>

Download updated files

To update your Hyland Preferences Service build, you must download the updated version for the service
as well as database incremental files. To obtain Perceptive product installation files, contact the Hyland
Software Technical Support group. For a list of Technical Support phone numbers, go to
hyland.com/pswtscontact.

Update the SQL or Oracle database

You must run the appropriate incremental files for your database application and the current version of
Hyland Preferences Service. Follow the instructions appropriate for your RDBMS for running an
incremental database upgrade script. A qualified database administrator should perform this action. For
more information on best practices for you database, refer to the Hyland Preferences Service Installation
Guide.

Note If you are updating an Oracle database you may choose to delete and temporarily disable the
Oracle recycle bin prior to running the upgrade script. This prevents potential errors related to objects that
exist in the recycle bin.

Update the Hyland Preferences Service

Complete the following steps to update the Hyland Preferences Service on Linux. For more information
about installing the Hyland Preferences Service, refer to the Hyland Preferences Service Installation
Guide.


https://docs.hyland.com/HPS/en_US/2.0/Print/Hyland_Preferences_Service_Installation_Guide_2.0.x.pdf
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Note The default hyland-preferences-service installation directory is /opt/hyland-preferences-

service.

1. Use the mv command to move the hyland-preferences-service-<version>.tar.gz file to the parent

folder of the hyland-preferences-service directory.

2. From the parent folder of hyland-preferences-service, unzip the tar.

tar —-xzvf hyland-preferences-service-<version>.tar.gz

3. Copy previously backed up configuration files into hyland-preferences-service

cp /<path to backup file>/appsettings.json /hyland-preferences-service
cp /<path to backup file>/hosting.json /hyland-preferences-service

Note Refer to Appendix B for configuration changes by release. After manually restoring your

configuration files, you may still need to make updates for the service to run.

4. Remove or backup the hyland-preferences-service-<version>.tar.gz and the setup.sh files

created while unarchiving the installation files.

Start the Hyland Preferences Service

e Start Hyland Preferences Service by running the following command.

systemctl start hyland-preferences.service

Verify your upgrade

After completing all steps to upgrade the Hyland Preferences Service, verify that the service is running
and can connect to the database by navigating to http://<server-address>:<port>/healthcheck.

Notes

e Healthy indicates that the service has successfully started.

¢ Unhealthy indicates an issue occurred when starting the service. Refer to the Hyland Preferences

Service logs to identity the issue.

Appendix A: Database Changes by Release

Use the following Appendix to understand the database changes required by each release. The
incremental SQL scripts listed in the steps above perform these changes in your database. Carefully

review the incremental database script for to understand the details of the changes.

Database Changes

Description of Changes

Incremental
1.0.0.0_to_2.0.0.0.sql

Added table:

SCHEMA_HISTORY

Added index:

USR_SOURCE_IDX01 ON USRPREFSVC.USR_SOURCE

Incremental
2.0.0.0_to_3.0.0.0.sql
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Incremental Updated the USR_SOURCE primary key constraint and removed the
3.0.0.0.5q] EXTERN_SYSTEM, EXTERN_USR_ID columns from the primary key.
SQL Server

Renamed the USR.PK_USR_ID primary key constraint to PK_USR.

Renamed the USR_SOURCE.PK_SOURCE_USR_ID primary key constraint
to PK_USR_SOURCE.

Renamed the USR_PREF_VAL.PK_USR_PREF_VAL_USR_PREF_ID
primary key constraint to PK_USR_PREF_VAL.

Renamed the
USR_PREF_VAL.CHK_USR_PREF_VAL_PREF_VAL_IS_JSON check
constraint to CHK_USR_PREF_VAL_IS_JSON.

PostgreSQL

Renamed the USRPREFSVC.USR_SOURCE.PK_SOURCE_USR_ID
primary key constraint to PK_USR_SOURCE.

Oracle

Renamed the USRPREFSVC.USR_SOURCE.PK_SOURCE_USR_ID
primary key constraint to PK_USR_SOURCE.

Updated the USRPREFSVC.USR_SOURCE.USR_SOURCE_IDX01 index to
be a unique index.

Updated the USRPREFSVC.USR_PREF_VAL.USR_PREF_VAL_IDX01
index and added the LOWER() around the APP_ID and APP_CONTEXT
columns to better align with queries.

Appendix B: Configuration Changes by Release

Use the following table to understand the configuration changes required by each release. The installation
wizard in Windows migrates your configuration files. In Linux, you must manually backup and restore your
configuration files. Refer to this table for required configuration changes between releases.

Configuration changes from 2.0.x to 3.0.x

File Name Configuration | Description of Change
Path
appsettings.json User.Auth Add setting:
Identity
Identity > ValidTokenTypes

Configuration changes from 1.0.x to 2.0.x

File Name Configuration | Description of Change
Path

appsettings.json User.Auth > Moved setting to User.Auth > SignedToken > Keylds
Keylds
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User.Auth

Add settings:

Identity

Identity > Enabled

Identity > Authority

Identity > Clientld

Identity > ClientSecret

Identity > Scopes

Identity > Provider

Identity > ClaimMapping > User

Identity > ClaimMapping > System

SignedToken

SignedToken > Enabled

SignedToken > Keylds > [kid] > Scopes

SignedToken > Keylds > [kid] > ClaimMapping > User
SignedToken > Keylds > [kid] > ClaimMapping > System

10
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