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OpenID Connect

OpenlD Connect is an authentication protocol that is based on the OAuth 2.0 specification, but focuses
on authentication rather than authorization. Through OpenID Connect, a client application can request
and receive information from an OpenlID Provider about end users that is narrowly scoped to what it
needs. You can configure Perceptive Content and its client applications as OpenlID clients that leverage
OpenID Connect authentication.

You must register Perceptive Content clients with an OpenlD Provider before you configure OpenlD
Connect authentication. Once registered and configured, Perceptive Content clients can leverage OpenID
Providers for authentication. Perceptive Content supports the Authorization Code Flow and the
Authorization Code Flow with Proof Key for Code Exchange (PKCE). OpenlID Providers release claims
about end-users based on scopes that are requested by the Perceptive Content clients. Perceptive
Content uses identity claims to map authenticated end-users to Perceptive Content users.

OpenlD Connect Discovery

If supported by the OpenID Provider, OpenlD Connect Discovery can be used to simplify configuration of
OpenlD clients in Perceptive Content. To leverage OpenID Connect Discovery in Perceptive Content
configure the openid-configuration endpoint for the OpenlD Provider. Perceptive Content then uses the
openid-configuration endpoint to discover OpenID Provider Metadata, such as additional endpoint URLs
and token signing keys. If changes are made to the OpenlD Provider configuration, Perceptive Content
can use OpenlD Connect Discovery to automatically reflect those changes. For example, if token signing
keys are changed when using OpenlD Connect Discovery, Perceptive Content automatically imports
them and no additional client side changes are necessary.

Login profiles

In Perceptive Content, we provide the ability to utilize OpenlID Connect through login profiles. Login
profiles allow for multiple OpenlID Connect configurations to be specified at the same time. Since multiple
different clients can be registered with a given OpenlID Provider, all with different secrets, permissions,
and requirements, these login profiles allow for extremely flexible deployments. Any number of clients
configured in any number of OpenID Providers may be used at any given time with Perceptive Content,
so long as they have an associated login profile. We recommend that each login profile correspond to one
client configured in an OpenlID Provider.

User claim mapping

To make use of the claims returned by the OpenlID Provider, Perceptive Content needs to know which
claim returns values that are a one-to-one mapping to Perceptive Content usernames. Therefore, when
configuring Perceptive Content Server for OpenlD Connect, one of the required settings is the user.claim
setting, from which Perceptive Content Server can map values of a claim to usernames in its database.
The exact claim that should be chosen for this setting depends on which scopes and claims are
supported by the OpenlD Provider.

When integrating with the Hyland Identity Provider, the claim that works best for Perceptive Content is the
username claim which is exposed when the profile.onbase scope is requested. In this configuration, the
profile and profile.onbase scopes must be allowed by the client, and the scope setting in Integration
Server must include both openid and profile.onbase. You can find more information about the Hyland
Identity Provider on Hyland Community.
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Setting up a solution

The high-level steps involved in setting up an OpenID Connect solution are as follows.
1. Set up your OpeniD Provider.

Note Configuration varies depending on the provider you are using. For more information, refer to
the product documentation for the OpenID Provider.

2. Configure clients on your OpenlID Provider. Ensure they support the authorization code flow and allow
any necessary scopes.

Ensure Integration Server is configured for TLS and configure login profiles.

4. On the Perceptive Content Server, configure login profiles and ensure TLS trust is established with
the OpenlID Provider.
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