Perceptive Integration Server
Single Sign-On Plugin
Advanced Design and Setup Guide

Version: Foundation EP2

Written by: Product Knowledge, R&D
Date: June 2020

Hyland



Copyright

Information in this document is subject to change without notice. The software described in this document
is furnished only under a separate license agreement and may be used or copied only according to the
terms of such agreement. It is against the law to copy the software except as specifically allowed in the
license agreement. This document or accompanying materials contains certain information which is
confidential information of Hyland Software, Inc. and its affiliates, and which is subject to the
confidentiality provisions agreed to by you.

All data, names, and formats used in this document’s examples are fictitious unless noted otherwise.
Complying with all applicable copyright laws is the responsibility of the user. Without limiting the rights
under copyright law, no part of this document may be reproduced, stored in or introduced into a retrieval
system, or transmitted in any form or by any means (electronic, mechanical, photocopying, recording, or
otherwise), or for any purpose, without the express written permission of Hyland Software, Inc. or one of
its affiliates.

Hyland® and Hyland Software®, as well as Hyland product names, are registered and/or unregistered
trademarks of Hyland Software, Inc. and its affiliates in the United States and other countries. All other
trademarks, service marks, trade names and products of other companies are the property of their
respective owners.

© 2020 Hyland Software, Inc. and its affiliates. All rights reserved.



Integration Server SSO Plugin Advanced Design and Setup Guide

Table of Contents

L0 ¢} V/ 1 | 11 SRS
(@Y= VAT AT

PIUGIN AUTNOTING SEEPS oottt et e e st bt e e st bt e e aabb e e e e aabe e e e s annneeeeannneeeas
PlIUGIN DEPIOY M ENT S OPS . iiiieiitiie ettt r bt e e ettt e e s bb et e s sabe e e e aabb e e e e anbbeeeeannneeens



Integration Server SSO Plugin Advanced Design and Setup Guide

Overview

This guide supplements the Integration Server Single Sign-On Solutions Guide. While most customers
use the prepackaged plugins, it is possible to author a plugin that further customizes the validation and
identification of the authenticated user.

Plugin Authoring Steps

To author a plugin, complete the following steps.

1. Obtain the authentication-translator-1.0.0.jar file from the web directory of an Integration Server
deployment or extract it from the Integration Server WAR file. This jar file contains the classes and
source required for developing a custom authentication class.

Class Description

com.imagenow.authentication.translator. | Abstract base class that defines the interface for all authentication
AuthenticationTranslator plugins.

com.imagenow.authentication.translator. | A concrete implementation of an authentication plugin provided for
HTTPHeaderTranslator reference.

This plugin can read the username from an HTTP header with a
custom name supplied by the application.

2. Create a java class that derives from
com.imagenow.authentication.translator.AuthenticationTranslator.

e Choose a meaningful class and package name to reflect what your plugin does.

e Your class must implement the following method. If an exception is thrown, the user is denied access
to the application. If the return value is the empty string, the user is denied access to the application.
If a valid user name is returned, the application attempts to authenticate as that user.

public abstract String getUsername(Map<String, List<String>> headers);

e Your class can get access to properties defined in the Integration Server configuration file
(integrationserver.ini) through the getProperty method on the base class.

String headerName = getProperty(''sso.httpheader.name™);

3. Compile your class and bundle it into a JAR file with a name of your choosing.

Plugin Deployment Steps

To deploy a plugin, complete the following steps.

1. Copy the JAR file to the common lib directory of the Tomcat installation where Integration Server is
deployed (%TOMCAT_HOME%/ I ib).

2. Update the sso.authenticator.class setting in the WEB-INF/integrationserver.ini file to reference
the fully qualified class name of your custom authenticator class.

Note If you created customizable properties for your authenticator plugin, you must add the
properties to the integrationserver.ini file.

3. Restart the Tomcat service.
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