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Documentation Notice
Information in this document is subject to change without notice. The software described in this document is
furnished only under a separate license agreement andmay only be used or copied according to the terms of
such agreement. It is against the law to copy the software except as specifically allowed in the license
agreement. This document or accompanyingmaterials may contain certain information which is confidential
information of Hyland Software, Inc. and its affiliates, and whichmay be subject to the confidentiality
provisions agreed to by you.

Complying with all applicable copyright laws is the responsibility of the user. Without limiting the rights under
copyright law, no part of this document may be reproduced, stored in or introduced into a retrieval system, or
transmitted in any form or by any means (electronic, mechanical, photocopying, recording, or otherwise), or
for any purpose, without the express written permission of Hyland Software, Inc. or one of its affiliates.

Hyland, HXP, OnBase, Alfresco, Nuxeo, and product names are registered and/or unregistered trademarks of
Hyland Software, Inc. and its affiliates in the United States and other countries. All other trademarks, service
marks, trade names and products of other companies are the property of their respective owners.

© 2026 Hyland Software, Inc. and its affiliates.

The information in this document may contain technology as defined by the Export Administration Regulations
(EAR) and could be subject to the Export Control Laws of the U.S. Government including for the EAR and
trade and economic sanctions maintained by the Office of Foreign Assets Control as well as the export
controls laws of your entity’s local jurisdiction. Transfer of such technology by any means to a foreign person,
whether in the United States or abroad, could require export licensing or other approval from the U.S.
Government and the export authority of your entity’s jurisdiction. You are responsible for ensuring that you
have any required approvals prior to export.

.
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FirewallWhitelisting
If your company's policy denies access from external IP addresses and websites, you will need to whitelist IP
addresses in order to be able to get access to the products and their licensing.

For more information, seeProxies and Firewall on docs.cryptlex.com.

Why are the activities not listed in the launcher?

Wearemaintaining configuration parameters on an S3 Server. To have the activities listed in the launcher,
please whitelist:

https://s3.eu-west-1.amazonaws.com

Why is the launcher not updated?

To enable the launcher to always configure your products correctly, you always need to have the latest
launcher. We are alsomaintaining launcher auto-updates on an S3 server. Therefore, please whitelist:

https://s3.eu-west-1.amazonaws.com

Writing Permissions
Our Products need several writing permissions to run on your machine:

Hyland RPA Analyst

l Installation folder default:

%HOMEPATH%\AppData\Local\Programs\Another Monday\Muse -changeable within theMSI
installation.

l Application Data (Logs, settings, recent projects) default:

%HOMEPATH%\AppData\Local\AnotherMonday\Muse – changeable within the AM.Muse.exe.config,
line 31, when left empty or invalid, folders will be created in the installation folder.

l Temp folder:

%HOMEPATH%\AppData\Local\Temp\Muse - not changeable.

Hyland RPA Designer

l Installation folder Default:

%HOMEPATH%\AppData\Local\Programs\Another Monday\Composer - changeable within theMSI
installation.

l Application Data Location (Activities, Backup, Libraries, Logs, Microbots, Settings, Custom
Skeletons, Templates, Workflows) default:
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%HOMEPATH%\AppData\Local\AnotherMonday\Composer - changeable within the
AM.Composer.exe.config, line 17, when left empty or invalid, folders will be created in the installation
folder.

l Temp folder:

%HOMEPATH%\AppData\Local\Temp\AM.Composer - not changeable

Hyland WorkflowRobot

l Installation folder Default:

%HOMEPATH%\AppData\Local\Programs\AnotherMonday\Composer\Activities - changeable within
theMSI installation (is included in Activities Installation)

l Base path:

TheWorkflowRobot uses an info value from the database to determine where the protocol files should be
written. The name of the info value is PROTOCOL_FOLDERPATH. If the info value does not exist on
the database it will be created with a default value of C:/AnotherMonday/Protocols.

l In your PROTOCOL_FOLDERPATH theWorflowRobot creates a subfolder for each Processor. Inside
the Processor subfolder it creates a subfolder for each Task and retry (retries do not override the protocol
files anymore). The complete, default path looks like this:
C:/AnotherMonday/Protocols/<ProcessorDescription>/<TaskId>[-RetryNo_<IncreasingNo>]

Hyland RPA Manager

l Installation folder Default:

%HOMEPATH%\AppData\Local\Programs\Another Monday\Console - changeable within theMSI
installation

l Application Data (Assets, Plugins, Shared, Temp, Translation):

Installation folder - not changeable

l Logs: Installation folder

changeable within the AM.Console.exe.config, line 43.

<file type="log4net.Util.PatternString" value="Logs\Info-AM.Console.log" />

l Console Settings

<add key="ApplicationSettingsPath" value="$YourPath"/>
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Hyland RPA Conductor

l Installation folder Default:

%HOMEPATH%\AppData\Local\Programs\Another Monday\Conductor - changeable within theMSI
installation

l Application Logs Default:

%TEMP%\Am.Net.Core.Conductor.log - changeable via CONDUCTOR_LOG_FILE in Hyland RPA
Manager --> System Table Info

l Process Screenshots and Logs Default:

C:\AnotherMonday\Logs\(Screenshots) - changeable via LOGPATH and SCREENDUMPPATH in
Hyland RPA Manager --> System Table Info

l Pre- and PostLaunch:

If scripts are configured for the TaskManager, writing permissions are needed for paths used there.

Hyland RDA Conductor

l Installation folder Default:

%HOMEPATH%\AppData\Local\Programs\Another Monday\ConductorRDA - changeable within the
MSI installation

l Application Logs: Installation folder

not changeable

l Configurations:

C:\%HOMEPATH%\AppData\Roaming\AnotherMonday\Configuration -not changeable

Hyland RPA Launcher

l Installation folder Default:

%HOMEPATH%\AppData\Local\Programs\Another Monday\Conductor - changeable within theMSI
installation

l Application Logs:

Installation folder - not changeable

l Configurations:

%HOMEPATH%\AppData\Roaming\AnotherMonday\Configuration -not changeable
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General Information
While our platform can easily scale and automate high-volume tasks, this capability has an impact on the
security requirements of the platform.

Our bots process orders, transfer files andmove data between different systems and hosts. It is critical for
the data security that the bot does not save any data within the Hyland Heart. A bot transfers all data during
runtime and saves the content temporarily in internal memory.

Our system is actively protected from external and internal threats. Hyland's systems are compliant with
European andGerman security and access standards.

Relying on Hyland's RPA security features significantly reduces the risks and repercussions associated with
human factors. Frankly, RPA is the first step in ensuring data and application security. Implementation of
RPA reduces exposure to risks associated with:

l Training employees on effective passwordmanagement related to various applications
l Detecting phishing
l Protecting sensitive data
l Teaching good security practices (locking devices, applying privacy settings, etc.)

Developer Guidelines

Logging

During workflow development, you should avoid logging personal data, if at all possible.

Examine theWriteLog activity file prior to roll-out and, again, be sure to avoid logging sensitive data.

Credentials

Additionally, you should examine credentials prior to implementation. Passwords should never be inserted as
clear text.

Instead, useSet Secure Text activity to keep your info secure:
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Passwords and usernames should never be stored in the script andmust always be loaded at the time of
the run, along with the database activities:

Encryption

Values written to the database should always be encrypted. For example, the collaboration between DCO and
PRO should be encrypted as it is written to the database. Occasionally, theremay be an instance where it is
not possible to store data in a task. In this case, the data should be encrypted using our encryption process.

About Data Encryption
Hyland’s platform stores each data point collected during a bot’s run by encrypting the data using secure
communication channels. All credentials are asynchronously encrypted; only the assigned robot client can
decrypt the credentials.

All transactions are logged to ensure traceability of each step, even without processed information. This
information is visible only in the customer's target application. The audit table can be exported via Excel or
can be integrated into standard audit tools.
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If you absolutely need to store data, you can encrypt it with our internal activity designated AES256. Hyland
also uses ADO.Net with integrated security based on widely-implemented SSL certification. To authorize the
user in the database, Microsoft integrated security (SSPI) is used.

About Encryption Keys and the Credential Vault
Usernames and passwords are encrypted and stored in our central database. Credentials can be updated
without source code changes, and Hyland RPA Designer processes Get Username andPassword from the
database andSet Secure Text to decode the encrypted data when required.

Further, each robot's instance has its own credentials. Credentials aremapped in the Hyland RPA Manager
with the client and any related applications. Credentials stored in the database are then instantly encrypted
asymmetrically (4096 length) with the public key of the respective robot.

When programming the bot, different systems are opened with the help of application activities, and
credentials are loaded within each activity. Hyland implements a granular approach to distributing credentials,
and each system can be separated into several applications with its own identity. For example, applications
such as SAP FI, SAP MM have unique identities. This approach allows customers to automate processes
where Segregation of Duty is an audit requirement.

For production systems, Hyland recommends that the application's system add the credentials to the system
directly rather than having the user add credentials.

About Data Protection at Runtime
Our bots can easily process orders, transfer files andmove data from one system to another. Most
importantly, the bot does not save any data in the Hyland Heart. The bots transfer data only at the run time,
meaning that data is saved only temporarily in the internal memory. This ensures that your data is safe and
secure throughout the process.

When a user builds a bot, they should avoid logging personal data or storing it in a task as input or output data.
Instead, you should use technical identifiers such as those listed below.

l WithMail => UniqueMailid
l For ticket systems => ticketid
l For customer queries => customernumber
If youmust enter personal data, be sure to use Hyland encryption.

There are other features and configuration options that can be used to prevent unauthorized data access or
tampering, including:

l Time limit - the ability to set a time limit after which an automation will be terminated if it has not finished
executing.

Central control - the ability to centrally control (i.e., pause, resume, stop) the operation of remotely running
automations within the Hyland RPA Manager.
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About Data Protection During Transfer
All network services use TLS 1.2 to ensure optimal data security when transferring data between
components.

Additionally, we use ADO.Net for our connections with integrated security based on the implemented SSL
certification. Microsoft integrated security (SSPI) is also used to authorize the database user.

About Data Storage and Retention

Storage of values in the SQL database

In the database (more precisely: in the database tables Task and Log) data is stored which should also be
available after the task execution. There are typically several reasons for this:

l To transfer information between the data collector (DCO) and the robot itself (PRO) like Input Data
l To present a reporting about the robot runs, for example, on amonthly basis
l Click activities for analysis or traceability of the steps the robot has performed
Hyland RPA does not delete any robot data so as not to risk the smooth operation of the robots. The deletion
of these values, as well as the development of a deletion concept, is fully the responsibility of the customer.
Since each customer has different requirements regarding the storage duration of such robot data, we only
give a recommendation here: Deletion of data from the tables Task and Log, which are older than 3months.
We can - if desired - also provide you with an archiving script.

Variable values stored locally on the client

In the AMPRO file only the default value for a variable is stored, if this value was assigned to the respective
variable by the developer.

All values stored in variables at runtime (for example, e-mail addresses, order numbers or entire tables) are
deleted from the local workingmemory of the client as soon as they are no longer needed - at the latest,
however, when the task is finished. This deletion occurs automatically. This means that all data is only
temporarily stored locally on the respective client, actually during the execution of the task.

If desired, the value of a variable can be displayed in the log by the robot, so that it can also be viewed for
control after the task execution. However, passwords are not displayed in plain text. This information can
then be found in the database table Log.

Sensitive data in Log files

The storage of sensitive data in log files mainly depends on the configuration of your process script. For more
information, seeAbout Log Filesin theHyland RPA Designer documentation.

Please consider the following information regarding the data stored in the log files:
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l The logs are temporarily created on the bot during the development andmoved at the end of the
processing depending on the configuration.

l In any case, they are stored in the database (encrypted like all other data) so that they are accessible via
theManager.

l Depending on the configuration, these logs can also be stored on the network drive (optional).
l The data can contain personal data if personal data is explicitly read out in the process and output in the
log.

l When reading out this data, it can be stored encrypted and would, therefore, be unreadable in the log.
l In addition to logs, protocols can also be created and stored on the network drive (optional).
l These contain the log entries of each step and, in addition, a screenshot.
l Although the log entries may be encrypted - the screenshot is not and will, therefore, contain visible
personal data.

l Protocols are usually used to check the content of a document ... and are only created for a limited period
of time.

About Active Directory Integration
Hyland Heart supports two authenticationmodes; Windows authentication andmixedmode authentication.

l Windows authentication is the default setting and is often referred to as integrated security because this
SQL Server security model is tightly integrated withWindows. Specific Windows user and group
accounts are trusted to log in to the SQL Server. Windows users who have already been authenticated
do not need to present additional credentials.

l Mixedmode supports authentication by bothWindows and SQL Server. Username and password pairs
aremaintained within the SQL Server database.

We recommend usingWindows authentication as the default wherever possible. Windows authentication
uses a series of encryptedmessages to authenticate users in the SQL Server. In contrast, SQL Server login
names and encrypted passwords are transferred across the network, making them less secure.

https://docs.microsoft.com/en-us/dotnet/framework/data/adonet/sql/authentication-in-sql-server

About Monitoring and Logging
You can define various roles and links them to certain privileges, allowing users to access only the processes
required for their position.

The control center also captures audit trails and error alerts, improving security compliance by tracking
activities performed by robotic processes.

Bot Logging

All finished processes have a complete log file of the execution, and each entry inside the log file has a time
stamp. Therefore, the user can see the exact times the robot logged in and out. The detailed log includes all
actions, including decision results. This exceeds the level of detail provided by other available RPA products
and enables the customer to have full transparency on the execution of the process and identify productivity
potentials.

https://helpdesk.anothermonday.com/hc/en-us/articles/360001049917
https://docs.microsoft.com/en-us/dotnet/framework/data/adonet/sql/authentication-in-sql-server
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Protocols can be stored in pdf or html filetypes and the logfile can also be exported. The acceptance protocol
provides screenshots of all target elements, which helps with problem-solving and error correction.

Audit

The Hyland Heart also logs every change to the platform configuration using shadow tables. This log entry
contains the user, the changemade, and a timestamp.

About SQL Server Security
Because Hyland Heart is located in aMicrosoft SQL Server, a considerable amount of information is
transferred to and from the database. We ensure security by encrypting the communication between
untrusted networks and the SQL Server. In addition, corporate IT regulations might require this additional
security anyway.

Preparing the SQL Server is described by Microsoft in the SQL Server Documentation and is listed by SQL
version:

Server Link

SQL Server
2008R2

https://docs.microsoft.com/previous-versions/sql/sql-server-2008-r2/ms191192
(v=sql.105)#ConfigureServerConnections

SQL Server
2012

https://docs.microsoft.com/previous-versions/sql/sql-server-2012/ms191192
(v=sql.110)#ConfigureServerConnections

SQL Server
2014

https://docs.microsoft.com/sql/database-engine/configure-windows/enable-encrypted-
connections-to-the-database-engine?view=sql-server-2014

SQL Server
2016

https://docs.microsoft.com/sql/database-engine/configure-windows/enable-encrypted-
connections-to-the-database-engine?view=sql-server-2016

SQL Server
2017

https://docs.microsoft.com/sql/database-engine/configure-windows/enable-encrypted-
connections-to-the-database-engine?view=sql-server-2017

Configuring the SQL Server Configuration Manager

Additionally, the SQL Server ConfigurationManager can and should be configured to compel all clients to
establish a secure connection the process is enumerated below.

1. Execute the shortcut to the SQL Server ConfigurationManager available on the host of the SQL Server
Database Engine.

2. After the tool is started, the node SQL Server Network Configurationmust be opened. It is available in
the tree on the left side of the window.

3. A right click on the nodeProtocols for <Instance Name> just below theSQL Server Network
Configuration node opens theContextmenu.

https://docs.microsoft.com/previous-versions/sql/sql-server-2008-r2/ms191192(v=sql.105)
https://docs.microsoft.com/previous-versions/sql/sql-server-2008-r2/ms191192(v=sql.105)
https://docs.microsoft.com/previous-versions/sql/sql-server-2012/ms191192(v=sql.110)
https://docs.microsoft.com/previous-versions/sql/sql-server-2012/ms191192(v=sql.110)
https://docs.microsoft.com/sql/database-engine/configure-windows/enable-encrypted-connections-to-the-database-engine?view=sql-server-2014
https://docs.microsoft.com/sql/database-engine/configure-windows/enable-encrypted-connections-to-the-database-engine?view=sql-server-2014
https://docs.microsoft.com/sql/database-engine/configure-windows/enable-encrypted-connections-to-the-database-engine?view=sql-server-2016
https://docs.microsoft.com/sql/database-engine/configure-windows/enable-encrypted-connections-to-the-database-engine?view=sql-server-2016
https://docs.microsoft.com/sql/database-engine/configure-windows/enable-encrypted-connections-to-the-database-engine?view=sql-server-2017
https://docs.microsoft.com/sql/database-engine/configure-windows/enable-encrypted-connections-to-the-database-engine?view=sql-server-2017
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4. Clicking onPropertieswill lead to the Properties window. On the first tab (Flags), set "Force
Encryption" toYes.

5. Confirm by clickingOK or theApply button, and the configurationmanager will alert the user that a
SQL Server restart is required. This can be done by opening theSQL Server Services node at the tree.

6. The corresponding SQL Server services can be restarted at the detail view on the right side.
The encryption status of any open connection can be checked by executing the following statement
using an SQL client such as "Microsoft SQL Server Management Studio" while connected to the
database.
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SELECT encrypt_option, * FROM sys.dm_exec_connections

Activating Windows Authentication

Windows authentication is enabled by default in SQL Server.

For more information, seeChoose an Authentication Mode on docs.microsoft.com.

However, individual authentication is required for all users. Alternatively, authentication can be completed
using Active Directory (AD) groups and processed using the SQL Server Management Studio.

1. In SQL Server Management Studio, go to “Object Explorer > (your server) > Security > Logins” and
right-click New Login.

2. Then, in the dialog box that appears, pick the type of objects you want to see (groups are disabled by
default - check it!) and pick the location where you want to search for your objects (for example, use
Entire Directory) and then find your AD group
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3. You now have a regular SQL Server Login, similar to those created for a single AD.
4. The created login still needs assigned users and their privileges. This is described in the chapter "Role

Based Access to SQL Server."
5. Any member of that AD group can now login to SQL Server and use your database.

About SQL Server Encryption
The Hyland Heart typically handles sensitive data requiring encryption.

Microsoft SQL Server addresses this requirement by offering a solution called Transparent Data Encryption
(TDE). This method performs real-time encryption and decryption and prevents malicious users from
accessing the data without appropriate decryption keys. As with any database operation, this requires
additional resources such as CPU power and access time.

For more information on how to implement encryption are described on the following link, see Transparent
data encryption on docs,microsoft.com.

About Role-Based Access to the SQL Server Database
When possible, authenticate theMicrosoft SQL Server using theWindows integrated authentication utility.

Creating a SQL Server login that maps to a local Windows group or an active directory group will allow any
user assigned to the corresponding group to login into the SQL Server. Utilizing groups will lead to simpler
configurations and oversight.
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TheMicrosoft SQL server manages authentication on two levels. First, logins are granted access to the
server. These logins can be associated with one or multiple users, and each user is granted access to a single
database. To support maintenance, actual privileges are assigned logins and users by roles. TheMicrosoft
SQL Server separates server and database roles. Second, Hyland RPA products have some basic
requirements in the database and its configuration.

Second, Hyland RPA products are having some basic requirements in the database and its configuration. On
the login level those requirements are:

l Default languagemust be set to "us_english"
l Loginmust be amember of the server role "public"
Details on how to create a login can be found at
https://docs.microsoft.com/sql/relational-databases/security/authentication-access/create-a-login
(using theMicrosoft SQL Server Management Studio) or
https://docs.microsoft.com/sql/t-sql/statements/create-login-transact-sql
(using any Microsoft SQL Server client).

User privileges are configured using database roles. By default, Hyland RPA requires every user to be a
member of the db_owner role. The db_owner role is the only one that grants execute rights on stored
procedures. Therefore, every user of the Hyland databasemust meet following requirements:

l Member of the database role "

db_owner

"

l Not amember of any "deny*" database role.

As the "db_owner" role provides all privileges to the corresponding database, including schema changes,
there should be a new role created that allows execution of stored procedures. Granting this role requires
execution of the following script while connected to the Hyland database:

CREATE ROLE db_executor GRANT EXECUTE TO db_executor

Once this custom role is created, applyingmore restrictive requirements to the users is possible:

l Member of the database role "

db_datareader

"

l Member of the database role "

db_datawriter

"

l M

ember of the database role "

https://docs.microsoft.com/sql/relational-databases/security/authentication-access/create-a-login
https://docs.microsoft.com/sql/t-sql/statements/create-login-transact-sql
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db_executor

"

l Not member of any "deny*" database role

To update the database scheme, youmust still have a user that is amember of the db_owner role. All other
users can run with limited privileges.

Creating a user and assigning it to a login is described at https://docs.microsoft.com/sql/relational-
databases/security/authentication-access/create-a-database-user (using theMicrosoft SQL Server
Management Studio) or https://docs.microsoft.com/sql/t-sql/statements/create-user-transact-sql (using any
Microsoft SQL Server client).

Details on how to assign logins or users to roles can be found at https://docs.microsoft.com/sql/relational-
databases/security/authentication-access/join-a-role

https://docs.microsoft.com/sql/relational-databases/security/authentication-access/create-a-database-user
https://docs.microsoft.com/sql/relational-databases/security/authentication-access/create-a-database-user
https://docs.microsoft.com/sql/t-sql/statements/create-user-transact-sql
https://docs.microsoft.com/sql/relational-databases/security/authentication-access/join-a-role
https://docs.microsoft.com/sql/relational-databases/security/authentication-access/join-a-role
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