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About Acuo Audit Manager

Acuo Audit Manager, a central audit server repository, provides secure (TLS) and non-secure (UDP and TCP)
transmission and auditing options for different healthcare application systems.

Audit Record Repository (ARR) is a system unit that receives and collects audit records from multiple
systems and helps to meet the requirements for patient information privacy as prescribed by the Health
Insurance Portability and Accountability Act (HIPAA) regulation. Exchanges and access to this information
that is outside the scope of regular treatment, planning, or healthcare operations should be registered in an
audit trail that can be regularly inspected. Integrating the Healthcare Enterprise (IHE) specifies the exchange
protocol between individual devices that collect the audit trail information using a central audit repository to
replace multiple audit trails for each individual system.

The IHE initiative defines a set of profiles, actors, and transactions that create common scenarios for
particular workflow processes. The Integration Profiles depict security as a fundamental requirement of the
framework. Specifically, the Audit Trail and Node Authentication (ATNA) profile defines standards-based
mechanisms for securely transmitting and storing audit records in a central repository. The data structure
defined by the profile provides a number of record types that capture different audit events.

Acuo Audit Manager, which conforms to the IHE standards, can receive messages in both RFC-3881 and the
new DICOM schema. It provides a secure web application for efficient searching, viewing, and deletion of
ATNA messages, apart from other administrative options. The application provides support for “Filter and
Forward” options and also allows viewing of audit messages through the new RESTful ATNA protocols via
ITI-81 and ITI-82 transactions.

Install and set up Audit Manager

Toinstall and set up Audit Manager, complete the following procedures.

Obtain Audit Manager files.

Install the service components.
Install the database components.
Install the Web application.

Verify the app installation.

Verify the service installation.
Configure Audit Manager.
Uninstall the service components.
Uninstall the database.

© ©W 00 N O O A ON -

-—

Uninstall the Web application.

Obtain Audit Manager files

To obtain and extract Audit Manager files for installation, complete the following steps.

1. Toobtaininstallation files, contact the Hyland Software Technical Support group. For alist of Technical
Support contact numbers, go to hyland.com/pswtscontact.



2. Store the relevant files to a temporary directory on your computer.

Note: The installer package consists of three files, namely, AcuoAuditRepository.Db. Setup.x64
<version>.msi, AcuoAuditRepository. Service.Setup.x64_<version>.msi, and <audit-manager>-
<version>.tar.gz.

Install the service components

You must have administrative privileges to install Audit Manager. In addition, you must use a database
administrator login ID to perform the database operation. To work with the files, navigate to the local directory
where you stored the supporting files.

1.

Navigate to the folder where your local installation files are stored and select the appropriate file, such
as AcuoAuditRepository. Service. Setup.x64_<version>.msi. Ensure that you use the file with the latest
version number.

Run the installer. The user credential used for accessing the database during installation must have
proper privileges to run the installation scripts on the SQL server.

Inthe Welcome to the Acuo Audit Repository Service Setup Wizard page, click Next.

In the End-User License Agreement page, read the License Agreement, scroll down to the bottom of
the agreement, select | accept the terms in the license agreement, and then click Next.

In the Custom Setup page, check the setup option and then click Next.
In the Ready to Install Acuo Audit Repository Service page, click Install.
In the Installation Wizard Completed page, click Finish.

Note: This is a 64-bit application and typically installed at [drive:]\Program Files\Acuo
Technologies\Acuo Audit Repository Service. On successful setup, a windows service with the name
Acuo Audit Record Repository is created on the system.

Install the database components

You must have administrative privileges to install Audit Manager. In addition, you must use a database
administrator login ID to perform the database operation. To work with the files, navigate to the local directory
where you stored the supporting files.

1.

Navigate to the folder where your local installation files are stored and select the appropriate file, such
as AcuoAuditRepository.Db. Setup.x64_<version>.msi. Ensure that you use the file with the latest
version number.

Run the installer. The user credential used for accessing the database during installation must have
proper privileges to run the installation scripts on the SQL server.

Inthe Welcome to the Acuo Audit Repository Database Setup Wizard page, click Next.

In the End-User License Agreement page, read the License Agreement, scroll down to the bottom of
the agreement, select | accept the terms in the license agreement, and then click Next.

In the SQL instance and database information page, in the SQL Database box, provide the SQL
server name where you want to install, and then click Next.



Note: The default value is set to (local). Modify the value to point towards the SQL server instance
name present on your machine.

6. Inthe Custom Setup page, check the setup option and then click Next.
7. Inthe Ready to Install Acuo Audit Repository Database page, click Install.
8. Inthe Installation Wizard Completed page, click Finish.

Note: For successful installation, the Windows user must be able to log in to the SQL server with
Windows Authentication and have sufficient privileges to create a database. On successful setup, two
databases named AcuoAuditRepository and AcuoAuditConfig are created on the SQL server with
some predefined tables.

Note: In case the service and the database components are installed in different systems, ensure that
the service can communicate with the remote database via Windows or SQL Authentication.

Install the Web application

You must have administrative privileges to install Audit Manager. To work with the supporting files, navigate
to the local directory where you stored the supporting files.

Prerequisite Stop the web application server service.

1. Navigate to the folder where your local installation files are stored and extract the content from the
<audit-manager>-<version>.tar.gz file to a new folder.

2. Place the application folder either in the webapps directory inside the Tomcat installation directory or
hostitinI1S. If hosting in IIS, json type must be added as a valid mime type for the application.

Note: The default location for the webapps directory is [drive:]\Program Files\Apache
SoftwareFoundation\[Tomcat Installation]\webapps\

Verify the app installation

To verify that the Audit Manager app is correctly installed, complete the following steps.

1. Verify that the Apache Tomcat service or IS whichever is chosen as the hosting platform is running.
2. Access the application URL.
3. Verify that the website is loaded properly without any issues.

Verify the service installation

To verify that the Audit Manager service is correctly installed, complete the following steps.

1. Toopen the Services manager window, perform one of the following actions.

1. Onthe Start menu, in the search box, type Run, and press ENTER. In the Open box, enter
services.msc and click OK.



2. Onthe Start menu, click Control Panel, double-click Administrative Tools, and then double-
click Services.

2. Search forthe Acuo Audit Repository Service and note the Log On user name used to run the
service.

3. Right-click Acuo Audit Repository Service and then click Properties.

4. Inthe Acuo Audit Repository Service Properties dialog box, on the General tab, under Path to
executable, select and copy the directory path and then close the dialog box.

Note: Typically, the path is [drive:]\Program Files\Acuo Technologies\Acuo Audit Repository
Service\Perceptive.ARR. Service. Installer.exe.

5. Browse to the executable directory path you have copied and open the
Perceptive.ARR.Service.Installer.exe.config file.

6. Under the <appSettings> tag, verify the AuditConsumerEndpoint values for http and https. Change
as per requirements.

7. Save the Perceptive.ARR.Service.Installer.exe.config file and close the file.
8. Open the Services manager window and search for the Acuo Audit Repository Service.
9. Right-click Acuo Audit Repository Service and then click Start.

Configure Audit Manager

Refer the following sections for configuration.

Configure Logon user and SQL connection

By default, the service is expected to start with the Logon User set to "AcuoServiceUser." The
"AcuoServiceUser" user is expected to be added to the machine via Acuo Host Service Setup installation.
This user should at least be able to read/write registry entries and also optionally communicate with the Audit
Record Repository database via Windows Authentication. The service user/password can be changed to
suite the installation environment if required. The service works successfully once the database connection is
properly established.

Troubleshoot

Under "Registry Editor," the HKEY_LOCAL_MACHINE\SOFTWARE\Acuo
Technologies\AcuoAuditRepository\Server\connectionString and HKEY _LOCAL _
MACHINE\SOFTWARE\Acuo Technologies\AcuoAuditRepository\Config\connectionString sections
contain the SQL connection string to log in to the database. The service is not able to start successfully if the
connection string is incorrect. In such a scenario, modify the same after verifying the server name and logon
type (SQL authentication or Windows) and try to restart the service. The service should now start
successfully. In case of any issues, look into the log file in the "LogFiles" folder in the service installation
directory and the event viewer. The log file is used for logging throughout the application cycle.



Configure the service

Endpoint configuration

In the “appsettings” section of the “Perceptive. ARR.Service.Installer.exe.config” file which is present in the
installation directory of the service, modify the value of “AuditConsumerEndpoint” to provide comma
separated values of endpoints where the AREST Consumer Service and other APls are hosted.

Application configuration on service start

The "Appsetting.config" file of the installation folder contains several key value pairs which are used by the
service. Check and configure these key values. The key values represent the following functionalities.

tcpPort: The default TCP port to be used when the service is started for the first time.
tisPort: The default TLS port to be used when the service is started for the first time.
udpPort: The default UDP port to be used when the service is started for the first time.

ServerCertificateThumbprint: The thumbprint of the certificate present in the personal section of the computer
certificate which is used for secure service access as well as audit logging.

AlwaysPersist: The value “1” always logs a valid audit message into the local database even if the filter and
forward rules suggest otherwise. This value can be modified from the web application.

ResetSettingsOnServiceStart: Indicates whether the service restart modifies the application settings stored
in the database.

UseGroup: Determines if authorization is enabled via grouping.

Groups: Name of the user groups (namely "Administrator," "Auditor," and "ConnUser").
Administrator: Menu IDs available to the user group.

Auditor: Menu IDs available to the user group.

ConnUser: Menu IDs available to the user group.

PreserveDatabaseValues: Indicates the comma separated keys whose values persist in the database even if
other settings are reread from this XML on service restart.

AuditEntityType: Comma separated permissible values.
ResourceTypes: Comma separated permissible values.
AuditEventEntityRole: Comma separated permissible values.
AuditEventOutcome: Comma separated permissible values.

ARestPageSize: Determines page size for AREST transactions.



Others

In the "appsettings" section of the "Perceptive. ARR.Service.Installer.exe.config" file present in the
installation directory of the service, there are few additional settings available which are mentioned below.
These values must also be checked and configured.

ErrorLogActive: Determines whether logging is enabled for the application.
AuthenticationScheme: Authentication header text in case authentication is enabled.

GCDelayInMins: Interval in minutes after which garbage collection is periodically executed. Default value is
0, which means, disabled.

NameClaimType: The JWT property name for user name.
RoleClaimType: The JWT property name for user role.

Authority: IUA Admin URL for OAuth OpenlD support.

ScopeName: Name of the scope under which the APIs are accessible.

IssuerName: Token Issuer Name. When set to MachineName it assumes the system name where the
application is installed.

ValidationMode: Values 0, 1, 2 represent ValidationMode.Both, ValidationMode.Local, and
ValidationMode.ValidationEndpoint, respectively.

SigningCertificateThumbprint: Signing certificate thumbprint that is present in the personal certificate store of
the machine. This certificate is used for authentication and authorization purposes.

AuthenticationEnabled: Boolean value that determines whether the Web APls are authenticated.

Note: If you choose to modify these configuration parameters in the configuration files, you must restart the
windows service to implement the changes.

Configure the Web application
Migrate to the root directory of the installation folder of web application.

The file .\assets\config\auth.json contains the parameters required for authentication purposes. Switch
between “openid” and “client” values for authenticationMode for openid based and client side only
authentication. Modify oidcSetting values, authScheme and userClaimType as per authentication server
requirement. If client-side authentication is preferred, basicSetting contains the base64 encoded user and
password for client-side authentication. Modify these values if deemed necessary.

The files .\assets\config\arr.json and .\assets\config\arest.json contain the respective Web API addresses
which is accessed by the application.

The file .\assets\config\app.json contains the helpUri and locales information that is loaded as any help
information and globalization support. At least one locale is expected to be present along with its
corresponding translational json in folder [.\i18n].



Uninstall the service components

You can uninstall your existing installation from the Control Panel. This operation removes the windows
service and associated registry entries and cleans up the installation folder.

1. Stop the windows service.

2. Onthe Start menu, click Control Panel > Programs > Programs and Features.

3. Select Acuo Audit Repository Service and click Uninstall.

Uninstall the database

You can uninstall your database installation from the Control Panel.

1. Onthe Start menu, click Control Panel > Programs > Programs and Features.
2. Select Acuo Audit Repository Database and click Uninstall.

Uninstall the Web application

To uninstall your existing Web application installation, perform the following.

o The removal process involves not hosting the application in Tomcat or I1S. In addition, any configuration
changes applied before to host the application such as securing ports, URL must be removed.

View records

The View Records page allows you to query patient record information using a search statement. You can
build either a basic search statement using basic search parameters or an advanced search statement using
additional search parameters. To display the additional search parameters, you must select the “Advanced”
toggle switch. To build a search statement, complete the following procedure.

1. Tosearch for the desired patient records, in the left pane, select View Records.

2. Tobuild a basic search statement, in the View Records page, under Basic, perform one or more of the
following actions.

In the IP box, type the IP address of the source machine from where the log was sent.
In the Host Name box, type the name of the host machine as mentioned in the log.

In the App Name box, type the name of the app.

In the Items to retrieve per page list, select a number from the listed options.

In the Valid logs list, select True or False.

In the Protocol list, select a value from the listed options to define the protocol name.
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Select the Use date range toggle switch if you want to define a duration for which you want to
search for the patient record information. You can define a date and time from which you want to
start a search and a date and time from which you want to conclude a search for the patient
record information.

8. Select the Use named instance toggle switch if you want to define a database server name. In
the DB instance box, provide the name of the database server.
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Note: To reset the search parameter values, click Reset.
3. Todisplay the search result, click Search.

Note: To view the formatted structure of an audit record in the right pane, select the record.

Note: You can build the search statement using additional advanced search parameters. To do so,
select the Advanced toggle switch and fill in the additional search parameter boxes as necessary.

Manage Action Center

Action Center is a central place to manage log and port details. Action Center allows you to configure port and
log settings that help to keep the ARR running smoothly.
1. Toedit Action Center configuration settings, in the left pane, select Action Center.
2. Todefine log and port related information, in the Action Center page, perform the following actions.
« Under Log Management, in the Delete messages older than box, enter a duration, in days, for

which you want to delete the historical data. Click Deleteﬁ.ﬁ. The system deletes all data older
than the specified time from the current active database.

« Under Port management, provide appropriate port numbers for UDP Port, TCP Port, and TLS
Port.

« Toadd new ports, in the New port box, provide a number, select a port type out of UDP, TCP, and
TLS, and click ¥~.

« Todelete an existing port hover over the specific port box, click X and click OK in the
confirmation box.

Note: Toreset the values to the last saved settings, click Refresh.

Manage supported logs

The Supported Logs page allows you to manage and maintain a list of logs to support. You can select or clear
the respective check box to include or exclude a log to or from the supported logs list.

To edit or define the list of supported logs, in the left pane, select Supported Logs.

2. Inthe Supported Logs page, to include or exclude a log to or from the supported logs list, select or
clear the check box that corresponds to the log name row.

3. Tosave the information, click Save'Ell.

Note: To reset the values to the last saved settings, click Refresh. To select or clear multiple logs at
once, click or clear Select All.

4. Toaddanew log, click Add Supported Logu, fill in the text boxes as necessary, click Save Log * .



Filter and forward

The Filter and Forward page allows you to transfer the incoming logs to other audit record repositories as per
the defined conditions. You can use this page to create different filter conditions using several filtering
parameters. The page also contains provision to view, add, update, or delete different forwarding conditions
based on several audit log message properties.

To define filter and forward conditions, in the left pane, select Filter and Forward.
2. Tobuild afilter and forward condition, in the Filter and Forward page, perform the following actions.

1. Click Add Filter &

2. IntheIP box, type the IP address of the machine hosting the ARR where the log is to be
forwarded.

3. Inthe Port box, set the port number of the machine to which the log is to be sent.

In the Client Certificate box, enter the client certificate thumbprint value only if the log transfer
protocol is TLS.

5. Optional. In the Protocol list, select a value from the listed options specifying the transfer
protocol (TCP, TLS, or UDP).

Optional. Select the Preserve toggle switch if local persist is required.
Optional. Select the Enabled toggle switch if the filter is currently active.
Optional. In the Pri box, provide the priority value of the audit log.
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Optional. In the Host Name box, type the name of the host machine as mentioned in the audit log
message.

10. Optional. Inthe App Name box, type the name of the app.

11. Optional. In the Process ID box, type the process Id number.

12. Optional. Inthe Message ID box, type the message Id number.

13. Optional. In the Type list, select a value from the listed options.

14. Optional. Inthe Sub Type list, select a value from the listed options.

3. Tosave the condition, click Save Filter * .

Note: You can turn the Always save locally toggle switch on to override any filter's local save
options and mandatorily save the audit records in the local database before forwarding.

About AREST Client

AREST Client supports the retrieval of audit record from an Audit Record Repository (ARR) following
specified IHE protocols in accordance with a set of search parameters that determine the retrieved event
reports.

The Retrieve ATNA Audit Event and Retrieve Syslog Event transactions may involve the disclosure of
sensitive information. The logging of these retrieval transactions as a query event is appropriate. The Retrieve
ATNA Audit Event [ITI-81] and Retrieve Syslog Event [ITI-82] transactions define how to search two
categories of audit records - messages related to IHE transactions or compliant with DICOM Audit Message
Schema and other syslog messages compliant with RFC 5424,



Retrieve Syslog audit record

AREST Client allows retrieval of audit record from an ARR following the specified IHE protocols in
accordance with a set of search parameters that determine the retrieved event reports. To retrieve Syslog
audit record from an ARR, you can use the following procedure to create a basic search statement using
several search parameters.

To begin the search, in the home page, select AREST Client.
2. Inthe AREST Client page, in the left pane, select Syslogs.

3. Tobuild a search condition, in the Syslogs page, perform the following actions.

1.

Optional. Click the right arrow icon > beside Pri. In the Pri box, type the priority value of the
Syslog wrapper. Click anywhere on the page outside the box to add the entry. You can add
multiple entries here.

Optional. Click the right arrow icon ? beside Version. In the version box, type the version
number of the Syslog protocol. Click anywhere on the page outside the box to add the entry. You
can add multiple entries here.

Optional. Click the right arrow icon * beside Host Name. In the Host Name box, type the host
name or the IP address of the Syslog message sender. Click anywhere on the page outside the
box to add the entry. You can add multiple entries here.

Optional. Click the right arrow icon ? beside App Name. In the App Name box, type the device
or application name that originated the message. Click anywhere on the page outside the box to
add the entry. You can add multiple entries here.

Optional. Click the right arrow icon ? beside Process Id. In the Process Id box, type the
process ID of the Syslog sender. Click anywhere on the page outside the box to add the entry.
You can add multiple entries here.

Optional. Click the right arrow icon * beside Message Id. In the Message Id box, type the
message ID of the Syslog message. Click anywhere on the page outside the box to add the
entry. You can add multiple entries here.

In the Start Date box, set the start date and time from which you want to start the search.
In the End Date box, set the end date and time till which you want to perform the search.
To display the search result, click Search.

Note: To view the formatted structure of an audit record in the right pane, select the record.
Note: To revert back to the saved setting values, click Reset.

Note: You can view or manage the predefined search conditions. To do so, click Settings.



Retrieve Atnalog audit events

AREST Client allows retrieval of audit record from an ARR following the specified IHE protocols in
accordance with a set of search parameters that determine the retrieved event reports. To retrieve ATNA
audit record from an ARR, you can use the following procedure to create a basic search statement using
several search parameters.

To begin the search, in the home page, select AREST Client.
2. Inthe AREST Client page, in the left pane, select Audit Events.
3. Tobuild a search condition, in the Audit Events page, perform the following actions.

1.

10.

Optional. Click the right arrow icon ? beside Address. In the Address box, type the network
access point ID of the user device that creates the audit record. Click anywhere on the page
outside the box to add the entry. You can add multiple entries here.

Note: This value can be a device ID or an IP address or any other unique identifier associated
with a device.

Optional. Click the right arrow icon ? beside Patient Id. In the Patient Id box, type the unique
identifier of a patient. Click anywhere on the page outside the box to add the entry. You can add
multiple entries here.

Optional. Click the right arrow icon > beside Entity Id. In the Entity Id box, type the unique
identifier of a participant. Click anywhere on the page outside the box to add the entry. You can
add multiple entries here.

Optional. Click the right arrow icon > beside Entity Type. In the Entity Type box, type the entity
type involved in the transaction. Valid entries include 1(person), 2 (system object), 3
(organization), and 4 (other). Click anywhere on the page outside the box to add the entry. You
can add multiple entries here.

Optional. Click the right arrow icon > beside Role. In the Role box, type the role of the object.
Click anywhere on the page outside the box to add the entry. You can add multiple entries here.

Optional. Click the right arrow icon * beside Source. In the Source box, type the source of the
audit event. Click anywhere on the page outside the box to add the entry. You can add multiple
entries here.

Optional. Click the right arrow icon ? beside Type. In the Type box, type the identifier code of the
specific type of event audited. Click anywhere on the page outside the box to add the entry. You
can add multiple entries here.

Optional. Click the right arrow icon ? beside User. In the User box, type the user that
participated in the event. Click anywhere on the page outside the box to add the entry. You can
add multiple entries here.

Optional. Click the right arrow icon * beside Sub Type. In the Sub Type box, type the specific
IHE transaction code. Click anywhere on the page outside the box to add the entry. You can add
multiple entries here.

Optional. Click the right arrow icon ? beside Outcome. In the Outcome box, type the outcome.
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Valid entries include 0 (success), 4 (failure), 8 (serious failure), and 12 (major failure). Click
anywhere on the page outside the box to add the entry. You can add multiple entries here.

11. Inthe Start Date box, set the start date and time from which you want to start the search.
12. Inthe End Date box, set the end date and time till which you want to perform the search.
13. Todisplay the search result, click Search.

Note: To view the formatted structure of an audit record in the right pane, select the record.
Note: To revert back to the saved setting values, click Reset.
Note: You can view or manage the predefined search conditions. To do so, click Settings.

Define settings

AREST Client allows to define and save several search parameters as default setting values that can be used
to create a basic search statement. To define these parameters complete the following steps.
In the home page, select AREST Client.
2. Inthe AREST Client page, in the left pane, select Settings.
3. Todefine search parameters, in the Settings page, perform the following actions.
1. Inthe Atnalog service uri box, type the resource URL on which the search is performed.
2. Inthe Syslog service uri box, type the resource URL on which the search is performed.

3. Select the Show URL toggle switch if you want to display the Atnalog and Syslog service uri at
the corresponding user interfaces in order to build search conditions for retrieval of audit records.

4. Select the Retrieve partial data toggle switch if you want to retrieve and display the search
result partially after a search is performed.

5. Inthe Start Date box, set the start date and time from which you want to start the search.
6. Inthe End Date box, set the end date and time till which you want to perform the search.
7. Tosave the information, click Save.

Note: To revert back to the original setting values, click Default.
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