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Compatibility

The following table shows which versions of Content Composer, Desktop Host, and Web Client are
compatible with each other.

Releases Content Content Content Content
Composer EP3 Composer EP4 Composer 22.1 Composer 23.1

Desktop Host N/A N/A N/A N/A

Version 1.0.2

Desktop Host Web Client 1.3.0 Web Client 1.4.0 N/A N/A

Version 3.0.1

Desktop Host Web Client 1.3.1 Web Client 1.4.1 N/A N/A

Version 3.1.0

Desktop Host N/A Web Client 1.4.4 N/A N/A

Version 3.2.1

Desktop Host N/A N/A Web Client 22.1 N/A

Version 22.1

Desktop Host N/A N/A N/A Web Client 23.1

Version 23.1

Desktop Host N/A N/A Web Client 22.1 Web Client 23.1

Version 23.1.2

Note: Desktop Host version 3.0.1 and higher supports shared and virtualized environment scenarios.

Installing Desktop Host

This section describes installing Desktop Host using the graphical installer.

See the following sections for specific instructions on these topics:

« Microsoft Windows Requirements

o Upgrade Considerations

« Running the Windows Installer

« Change, Repair, or Remove an Installation for Windows

« Installing Silently from the Command Line

Note: Before you run the Desktop Host installer, it is recommended that you configure a whitelist. See
Whitelisting a Domain for complete information.




Microsoft Windows Requirements

General Visual C++ Requirements

Both 32-bit and 64-bit versions of the Desktop Host require the Microsoft Visual C++ Redistributable
Packages listed below. If not already present on your system, these packages are installed when the installer
is executed to install Desktop Host.

If you are using a 32-bit system, the following Microsoft Visual C++ Redistributable Package is required:

« Microsoft Visual C++ 2019 Redistributable Package (x86)
If you are using a 64-bit system, the following Microsoft Visual C++ Redistributable Package is required:

« Microsoft Visual C++ 2019 Redistributable Package (x64)

Upgrade Considerations
This section describes upgrading an installation of Desktop Host.

General Upgrade Considerations

Identity Provider — In version 3.0.0 of Desktop Host, identity provider (IdP) authentication is not supported.
If you are upgrading from a previous version of Desktop Host and your solution previously depended on |dP
authentication of Desktop Host processes, you must use a different authentication method after upgrading to
this version of Desktop Host.

Upgrading an Installation

To upgrade Desktop Host, launch the latest Desktop Host installer by executing the installer. Before
proceeding with an upgrade, it is recommended that you back up your existing configurations.

« If you are installing Desktop Host on a shared or virtualized environment that has multiple users
logged on, it is recommended that all other users sign out of it and sign back in after installation is
complete.

« If you are installing Desktop Host on a Citrix server, ensure that it is installed via a published
desktop session and the server is restarted after installation. After restart is complete, you must log
on to the Citrix server via a published desktop session.

Running the Windows Installer

This section describes installing Desktop Host using the graphical installer for Windows. For illustration
purposes, the screenshots below reference the 64-bit installer.

Note the following:

« If you are using Firefox and installing Desktop Host for the first time or reinstalling it, it is
recommended that you configure Firefox. See Firefox Restricts Desktop Host for complete
information.

« Forsecurity purposes, it is recommended that the Windows User Account Control (UAC) is set to
Notify me only when apps try to make changes to my computer or similar. For additional
information, consult Microsoft’'s documentation on UAC.



« If you are installing Desktop Host on a shared or virtualized environment that has multiple users
logged on, it is recommended that all other users sign out of it and sign back in after installation is
complete.

« If you are installing Desktop Host on a Citrix server, ensure that it is installed via a published
desktop session and the server is restarted after installation. After restart is complete, you must log
on to the Citrix server via a published desktop session.

Caution: Ensure that you use the 32-bit and 64-bit installers to install the application on 32-bit and 64-bit
computers, respectively.
To install Desktop Host:

1. Launch the Desktop Host installer by executing the installer (HylandDesktopHostSetup.x86.exe
or HylandDesktopHostSetup.x64.exe). The Welcome to Hyland Desktop Host Setup page is
displayed.

ﬁ Hyland Desktop Host Setup - =

Welcome to Hyland Desktop Host Setup

This Setup Wizard will guide you through the installation of
Hyland Desktop Host on your computer. Click Mext to continue
or click Cancel to quit without installing.

Back | MNext | ‘ Cancel

2. Click Install. If Microsoft Visual C++ 2015-2019 Redistributable (x86 or x64) is not present,
depending on your computer (32-bit or 64-bit), it is installed.

The Destination Folder page is displayed.



ﬁ Hyland Desktop Host Setup — >
Destination Folder - 1
Click Next to install in the below folder or click Change to select another. —

Install Hyland Desktop Host in:

C:\Program Files\Hyland\,

Change...

Back Next Cancel

3. Tochange the installation location, enter a new folder location in the field provided or click Change
to navigate to the folder location. The Change destination folder dialog box is displayed.



Change destination folder J
Browse to the destination folder ——

Look in: £ Hyland v| £

Folder name:

C:\Program Files\Hyland',

Caution: Ensure that you choose a folder to which any user has full access (both read and write).

Note: If the destination folder is not changed, the application is installed to
C:\ProgramData\Hyland\DesktopHost by default. The ProgramData folder is hidden by default
in Windows; to view the folder you must configure Windows to show hidden items. For more
information, see Microsoft’s documentation.

4. Enter the full path for the destination folder in the Folder name field provided or select the folder
from the Look in drop-down list.

5. Click Next. The File location for configuration settings page is displayed.



File location for configuration settings

E

Please specify the location of the configuration settings.

[ 1nstall configuration settings from the following location

Configuration File Path;

| Drowse

MOTE: Selecting this option overwrites the configuration settings file in the
installation directory. You can provide the configuration settings later as well.

. To specify the full path to the config.json file, select the Install configuration settings from the
following location check box.

Note: Selecting this option overwrites the config.json file in the installation directory. You can
skip this step and provide the configuration settings after installation is complete.

Enter the full path to the config.json file in the Configuration File Path field provided or click
Browse.

Click Next. The Ready to install page is displayed.

Click Back to return to the previous page to change configuration options, or click Cancel to
close the installer without installing.

Note: You may need to enter the Administrator password to continue installation.

. After the Installation completed page is displayed, click Close to complete the installation and
exit the installer.



Change, Repair, or Remove an Installation for Windows

After initial installation, the installer can be used to repair or remove components from a previous installation.
Launch the installer and select the option for the action you want to perform:

Option Description
Change This option is unavailable for Desktop Host.
Repair Repair errors in the most recent installation of the

application, such as missing and corrupt files,
shortcuts, and registry entries.

Uninstall Removes all previously installed components.

Installing Silently from the Command Line

This section describes installing Desktop Host silently and optionally specifying the location of the custom
config.json file during installation.

Note: If you are upgrading Desktop Host, it is recommended that you uninstall the older version and then
perform a silent installation. See Uninstalling Silently from the Command Line on page 8 for complete
information.

This procedure installs the application to the default installation location at C:\Program
Files\Hyland\DesktopHost.

If you are running the installer silently from the command line you must use the /silent switch. The /silent
switch specifies the quiet mode and is required to suppress the GUI.

Caution: Ensure that you use the 32-bit and 64-bit installers to install the application on 32-bit and 64-bit
computers, respectively.

To install Hyland Desktop Host silently:

1. Launch a command prompt with elevated privileges.
2. Navigate to the directory on your computer where the Desktop Host installer is located.

3. Enter the complete name of the installer executable (HylandDesktopHostSetup.x86.exe or
HylandDesktopHostSetup.x64.exe) within double quotes, followed by a space.

For example:
"HylandDesktopHostSetup.x64.exe"

4. To specify the location of the custom config.json file, enter DH_CUSTOM_CONFIG_PATH="
[path]" where [path] is the full path to the custom config.json file. The path must be a full absolute
path (including the file name), within double quotes, and followed by a space.

For example:

"HylandDesktopHostSetup.x64.exe"
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DH_CUSTOM_CONFIG_PATH="C:\DesktopHostlInstaller\bin\config.json"

Note: If you specify the DH_CUSTOM_CONFIG_PATH parameter, the config.json file in the
installation directory is overwritten. You can also skip this step and provide the configuration
settings after installation is complete.

5. Enter/silent and press Enter to execute the command.
For example:

"HylandDesktopHostSetup.x64.exe"
DH_CUSTOM_CONFIG_PATH="C:\DesktopHostlInstaller\bin\config.json" /silent

Whitelisting a Domain

Desktop Host can communicate only with domains that are included in a preconfigured whitelist. You can edit
the config.json file included in the Desktop Host installation. This file is delivered with the installer for
Desktop Host. When you run the installer, the file is copied to the ..\bin directory of the installed application.
You can edit the file before or after installation. If you edit the file after installation, you must restart the
computer to honor the new list of domains.

To add or modify domains to a whitelist:

1. Open the config.json file in a plain-text editor. In a typical installation, this file is in one of the
following locations:
« Before installation, the file is in the same directory as the installer.
« After Windows installation, the file is in C:\ProgramData\Hyland\DesktopHost\bin.
2. Inthe WhitelistedAddress section, enter the domains that you want to whitelist. Each domain
must be in double quotation marks, and multiple domains must be separated with commas. For
example:

{
"WhitelistedAddress": [

"https://www.example.com",
"https://www.example2.com"

]
}

Only include the domains for addresses that you want to whitelist; do not include full URL
addresses. For example, to communicate with https://www.example.com/public/, include only
https://example.com on the whitelist.

Note: By default, the whitelist contains the domain 127.0.0.1:8080. Y ou may remove or modify
this domain if you do not want to allow communication at that address.

3. Save the config.json file.
4. Do one of the following:

« If you have not yet installed Desktop Host, place the config.json file in the same folder
as the Desktop Host installer.



« If you have already installed Desktop Host, restart the computer.

Configuring Log Files for Troubleshooting

Desktop Host is configured by default to send diagnostics logging messages to log files that can be used by
Technical Support to diagnose and troubleshoot issues. This section provides information on how to configure
Desktop Host in Windows to send additional information to the default log files and to modify the default
logging configuration.

To configure Desktop Host logging in Windows:

1. Open the config.json file in a plain-text editor with elevated privileges. In a typical installation, this
file is in C:\ProgramData\Hyland\DesktopHost\bin.

2. Inthefile, locate the DesktopHostGateway_Log diagnostics route, within the Hyland.Logging
element. By default, the route includes the following key and value elements, which you can edit as
needed:

"DesktopHostGateway Log": {

"File":"%ProgrambData%/Hyland/DesktopHost/logs/DesktopHostGateway
Log.Jjson",

"minimum-level":"Information",

"FileRollInterval":"Day",

"FileByteLimit":"10000000",

"FileCountLimit":"30",

"FileRollOnSize":"true",

"OutputFormat":"Json",

"include-profiles": "Desktop Host Gateway"

}

3. Forthe key "File", replace the value
"%ProgramData%/Hyland/DesktopHost/logs/DesktopHostGateway_L og.json" with the file
path for the log file, including the name of the file you want the log to be saved as. This file must be
a .jsonfile.

For example, the default path mentioned above would write the logs to a file called
DesktopHostGateway Log<date-stamp>.json in the logs directory within the directory where
Desktop Host is installed.

Note: Ensure that the Windows user account running Desktop Host has write permission for the
path specified in the "File" key.

4. Forthe key "minimum-level”, edit the value to the lowest level of severity you want to be reported
in the log. The following log levels are available, listed from most severe to least severe:

Note: Log level names are case sensitive.

Log Level Description

Critical Logs that describe an unrecoverable application, system crash, or




Log Level Description

catastrophic failure that requires immediate attention.

Error Logs that highlight when the current flow of execution is stopped due to a
failure. These logs indicate a failure in the current activity, but not an
application-wide failure.

Warning Logs that highlight an abnormal or unexpected event in the application flow
but do not otherwise cause the application to stop.

Information Logs that track the general flow of the application.
Debug Logs that are used for interactive investigation during development.
Trace Logs that contain the most detailed messages and may include sensitive

data. These logs should never be enabled in a production environment.

None A logging category that does not write any logging messages.

For example, the route could be edited to include the following attribute:
"minimum-level": "Information",

This example specifies that the logging route only receives logging messages with a severity
level of Information or above.

Note: The default severity level of a route is a minimum of Information and a maximum of Critical.
The route uses these severity levels if it does not include a minimum-level line specified in the
config.json file.
5. Forthe key "FileRollInterval”, edit the value to specify the interval after which you want a new log
created. The following intervals are available for use:

Interval Description

Minute A new log file will be created every minute.
Hour A new log file will be created every hour.
Day A new log file will be created every day.
Month A new log file will be created every month.




Interval Description

Year A new log file will be created every year.

Infinite A new log file will never be created.

6. Forthe key "FileByteLimit", you can edit the value to specify the maximum size in bytes for a log
file before a new file is created. This attribute is only active if the value for the key
"FileRollOnSize" is set to "true".

7. Forthe key "FileCountLimit", you can edit the value to specify the number of log files that are
created before the oldest file is deleted. If you do not want to delete older files, you can set the
value to "null”.

8. Forthe key "FileRollOnSize", you can edit the value to "true" if you want a new log file to be
created when the current log file reaches the maximum size in bytes. If you do not want create new
files based on file size, you can set the value to "false".

Note: If "FileRollOnSize" is set to "true", the attribute "FileByteLimit" is active.

9. Forthe key "OutputFormat”, you can specify the structure of each message that would be written
in the log file. The following formats are available for use:

Format Description

Minimal Message that contains only the time, log level, exception, and the message
field.

Text Message that contains all possible fields as a list of key-value pairs.

Json Message that contains fields in a compact JSON format on a single line. This
format is ideal for further processing into a SIEM (Security Information and
Event Management) or for reading with the Diagnostics Console.

10. Inthefile, locate the DesktopHostCore_Log diagnostics route, within the Hyland.Logging
element. By default, the route includes the following key and value elements, which you can edit as
needed:

"DesktopHostCore Log":{
"File":"%LocalAppData%/Hyland/DesktopHost/logs/

DesktopHostCore Log.json",
"minimum-level":"Information",
"FileRollInterval":"Day",
"FileByteLimit":"10000000",
"FileCountLimit":"30",
"FileRollOnSize":"true",



11.

12.

13.

14.

15.

16.

"OutputFormat":"Json"
"include-profiles":"Desktop Host Core"

}

For the key "File", replace the value
"%LocalAppData%/Hyland/DesktopHost/logs/DesktopHostCore_Log.json" with the file path
for the log file, including the name of the file you want the log to be saved as. This file must be a
.json file.
For example, the default path mentioned above would write the logs to a file called
DesktopHostCore_Log<date-stamp>.json in the logs directory within the directory created for
auser.
Note: Ensure that the Windows user account running Desktop Host has write permission for the
path specified in the "File" key.
For the other key and value pairs in the diagnostic route DesktopHostCore_Log, edit those as
needed.

Note: Ensure the key "include-profiles" includes the value "Desktop Host Core".

In the file, locate the DesktopHostLauncher_Log diagnostics route, within the Hyland.Logging
element. By default, the route includes the following key and value elements, which you can edit as
needed:

"DesktopHostLauncher Log":{
"File":"%LocalAppData%/Hyland/DesktopHost/logs/
DesktopHostLauncher Log.json",
"minimum-level":"Information",
"FileRollInterval":"Day",
"FileByteLimit":"10000000",
"FileCountLimit":"30",
"FileRollOnSize":"true",
"OutputFormat":"Json"
"include-profiles":"Desktop Host Launcher"

}

For the key "File", replace the value
"%LocalAppData%/Hyland/DesktopHost/logs/DesktopHostLauncher_Log.json" with the file
path for the log file, including the name of the file you want the log to be saved as. This file must be
a .jsonfile.
For example, the default path configured above would write the logs to a file called
DesktopHostLauncher_Log<date-stamp>.json in the logs directory within the directory
created for a user.
Note: Ensure that the Windows user account running Desktop Host has write permission for the
path specified in the "File" key.
For the other key and value pairs in the diagnostic route DesktopHostLauncher_Log, edit those
as needed.
Note: Ensure the key "include-profiles™ includes the value "Desktop Host Launcher”.

Save the file and close the text editor.



17. Restart the computer.

Configuring Desktop Host to Load All Services

Desktop Host is configured by default to load all services when the first connection is made by a client to
Desktop Host. By default, the value for LoadServicesOnStartup is considered false to retain this existing
behavior. If you need to load services on startup, you must add this configuration to the config.json file and set
this to true. This section provides information on how to configure Desktop Host so that all services can be

loaded when a user logs on to the system.
To configure Desktop Host to load all services:

1. Open the config.json file in a plain-text editor with elevated privileges.
In a typical installation, this file is in C:\ProgramData\Hyland\DesktopHost\bin.

2. Inthefile, add the following text after an existing configuration:

"LoadServicesOnStartup": true
For example

{
"WhitelistedAddress": [
"https://www.examplel.com",
"https://www.example?.com"

I

"LoadServicesOnStartup": true

}
Note: Ensure that each key value element is separated by a comma.

3. Save the file and close the text editor.
4. Restart the computer.

Configuring Desktop Host to Load Specific Services

Desktop Host is configured by default to load all services that are available in the ..\services directory. You
can configure specific services present in the ..\services directory that are loaded when Desktop Host starts.
This section provides information on how to configure Desktop Host so that specific services can be loaded

when a user logs on to the system.
To configure Desktop Host to load specific services:
1. Open the config.json file in a plain-text editor with elevated privileges.
In a typical installation, this file is in C:\ProgramData\Hyland\DesktopHost\bin.
2. Inthefile, add the following text:

{

"WhitelistedServiceFolders": []
}

3. Forthe key "WhitelistedServiceFolders", replace the default value [ ] with the name of the folders
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present directly under the ..\services directory and containing the required services.
A folder name must be included within double quotation marks, and multiple folder names must
be separated with commas. For example:

{

"WhitelistedServiceFolders": ["Example Folder 1","Example Folder
2"]
}

Note: If no value is provided for the key WhitelistedServiceFolders, all services present in the
..\services directory are loaded. Ensure that each key value element is separated by a comma.
4. Save the file and close the text editor.
5. Restart the computer.

Troubleshooting Desktop Host

This section describes common issues you may encounter with Desktop Host and how to resolve them.
See the following sections:

« Whitelisted URL Does Not Open

« Chrome and Edge Restrict Desktop Host

« Firefox Restricts Desktop Host

« Error During Installation on Windows

« Issue with Executing Commands and Streaming

« Issue with Delay While Starting Desktop Host

« Issue with Uninstalling or Repairing Desktop Host

Whitelisted URL Does Not Open

Issue: While trying to open a whitelisted URL using Internet Explorer or Microsoft Edge, the URL does not
open.

Solution: The whitelisted URL may be blocked by network isolation, an application security feature in
Windows that restricts certain types of network communication. You can disable this restriction by enabling
loopback for network access, allowing you to open the URL in the browser.

Caution: Enabling loopback is intended only for development or debugging purposes. Consult Microsoft’s
documentation on enabling loopback and troubleshooting network isolation before performing any commands
that disable security features in your environment.

To enable loopback, perform the following command using PowerShell and with elevated privileges or
Administrator rights:

CheckNetIsolation LoopbackExempt -a -n="Microsoft.Microsoft-Edge
8wekyb3d8bbwe"



Chrome and Edge Restrict Desktop Host

Issue: While using some versions of Chrome and Edge to establish a connection between Desktop Host and
web applications configured to run on the HTTP protocol, the connection may not be established.

Solution: To prevent cross-site request forgery (CSRF) attacks, Chrome has introduced some restrictions on
versions 94 and above. Thus, requests to access private networks from insecure public websites are now
deprecated. Similar versions of Edge that use the Chromium engine are also affected. You can configure
Chrome and Edge to access restricted private networks from insecure public networks by changing the block-
insecure-private-network-requests preference. For additional information, consult documentation from
Chrome and Edge on private network access (PNA).

To configure Chrome, perform the following steps after opening a new tab in Chrome:

1. Inthe address bar, enter chrome://flags/#block-insecure-private-network-
requests.

2. From the drop-down next to the Block insecure private network request preference, select
Disabled.

To configure Edge, perform the following steps after opening a new tab in Edge:
1. Inthe address bar, enter edge: //flags/#block-insecure-private-network-
requests.

2. From the drop-down next to the Block insecure private network request preference, select
Disabled.

Alternately, contact your system administrator to have your web applications configured to use only the
HTTPS protocol.

Firefox Restricts Desktop Host
Issue: While using Firefox, Desktop Host does not function as expected.

Solution: Desktop Host needs a valid CA (Certificate Authority) certificate to enable communication with a
web application. Although a self-signed certificate is used as a CA certificate, Firefox does not recognize this
CA certificate if the browser is not configured adequately. You can configure Firefox to search CAs that are
trusted to issue certificates for TLS (Transport Layer Security) web server authentication by changing the
security.enterprise_roots.enabled preference.

To configure Firefox, perform the following steps after opening a new tab in Firefox:
1. Inthe address bar, enter about:config and click | accept the risk.

2. Inthe Search box, enter enterprise and double-click the security.enterprise_roots.enabled
preference to change its value to True.

Note: If you have uninstalled Desktop Host and reinstalled it, you need to change the
security.enterprise_roots.enabled preference to False and then change it again to True.

3. Restart Firefox.
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Error During Installation on Windows

Issue: While installing Desktop Host, the following error appears: Service 'Hyland Desktop Host Gateway'
(Hyland.DesktopHost.Gateway) failed to start. Verify that you have sufficient privileges to start system
services during Desktop Host installation.

Solution: This error message commonly appears due to a permissions issue with the account running the
Hyland.DesktopHost.Gateway process. You can open the Event Viewer to check detailed information about
the error, and contact your system administrator.

Issue with Executing Commands and Streaming

Issue: While trying to execute a command or perform streaming capabilities using Hyland Desktop Host, it
fails to work as expected and the following error message is found in the DesktopHostCore_Log.json file:
"Message":" chunk Size violated size limit exceeded".

Solution: Desktop Host is configured to exchange data and communicate with its underlying components
through messages. You can configure the default message size for Desktop Host.

To configure the message size for Desktop Host:

1. Open the config.json file in a plain-text editor with elevated privileges.
In a typical installation, this file is in C:\ProgramData\Hyland\DesktopHost\bin.

2. Inthefile, add the following text:
{

"MaximumReceiveMessageSize": 128

}

Note: If the size of any message exceeds the default value of 128 KB, the connection will
discontinue. Though a lower value may enhance performance, it is not recommended.

3. Save the file and close the text editor.
4. Restart the computer.

Issue with Delay While Starting Desktop Host

Issue: While Desktop Host is started for the first time or a user logs on to a computer, Desktop Host faces an
unexpected delay before starting.

Solution: Desktop Host is configured by default to load all services that are available in the ..\services
directory. You can configure specific services present in the ..\services directory that are loaded when
Desktop Host starts.

To configure Desktop Host to load specific services:

1. Open the config.json file in a plain-text editor with elevated privileges.
In a typical installation, this file is in C:\ProgramData\Hyland\DesktopHost\bin.

2. Inthe file, add the following text:
{
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"WhitelistedServiceFolders": []
}

3. Forthe key "WhitelistedServiceFolders", replace the default value [ ] with the name of the folders
present directly under the ..\services directory and containing required services.
A folder name must be included within double quotation marks, and multiple folder names must
be separated with commas. For example:

{

"WhitelistedServiceFolders": ["Example Folder 1","Example Folder
2"]
}

Note: If no value is provided for the key WhitelistedServiceFolders, all services present in the
..\services directory are loaded. Ensure that each key value element is separated by a comma.
4. Save the file and close the text editor.
5. Restart the computer.

Issue with Uninstalling or Repairing Desktop Host

Issue: While trying to uninstall or repair Desktop Host, it fails to work as expected and the following error
message is shown: "There is a problem with this Windows Installer package. A program required for this
install to complete could not be run. Contact your support personnel or package vendor".

Solution: This error occurs due to specific files missing from the ..\bin folder. You can uninstall an existing

instance of Desktop Host using the Microsoft Program Install and Uninstall troubleshooter utility and then
reinstall it.

To uninstall Desktop Host using the Microsoft Program Install and Uninstall troubleshooter utility:

Download the utility from Microsoft’s website and launch the program.

Click Next and then click Uninstalling from the next screen.

From the list of programs installed on your computer, select Desktop Host and then click Next.
On the next screen, click Yes, try uninstall.

Click Close to exit the troubleshooter utility.

o b~ b=
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