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Overview

This guide provides information on how to customize your Content Composer system after installation.

The information in this guide is intended for experienced users familiar with Content Composer.

About the Environment Variable ComposerDir

The Content Composer setup creates the environment variable ComposerDir, which contains the path to the
Content Composer installation directory.

ComposerDir is a system variable and as such visible to all Microsoft Windows users.
Example

If Content Composer was installed in the directory D:\ContentComposer, the environment variable has the
value D:\ContentComposen.

Note: The value of the environment variable ends with a backslash.

Rights and Permissions in Studio and Client

This topic lists all rights that can be assigned to users in Content Composer.

The following table lists the general rights:

General Rights No. Description Studio Client
Right Right

Start Studio 1 Start Studio .

Show Navigator 2 Show Navigator .

Show Client 3 Show Navigator in Client .

Navigator

Navigator is not displayed when the
Client is started externally

General Settings 4 The user can activate and deactivate .
paging in Navigator.

(Main menu->Options->General
Settings)

Change System 5 Allows a user to change to another .
system.

Client Change 6 Allows a user to change to another .




General Rights No. Description Studio Client
Right Right
System system in the Client.
Note: The Client Change System right
requires the Show Client Navigator
right (#3).
Change Folder 7 Authorization is only checked when a .
start folder has been defined.
Allows changing to a child folder but
not to a parent folder.
Navigator is empty if a start folder is not
defined and a message follows that the
start folder could not be set.
Filter & Search 8 Allows filtering of object names as well .
Function as Full-Text Search in current system.
If the right is missing, the Filter and
Search Navigator tabs are hidden.
Show Object Type 9 Show object filter for the various object .
Filter types in the Navigator
Transfer Systems 10 Systems can be transferred .
Synchronize 11 Systems can be synchronized .
Systems
Administration 12 Perform administration tasks. If the .
right is missing, the Administration tab
is not visible in the ribbon.
Administration modules cannot be
accessed.
Download Created 13 Download created documents . N
Documents
Process List 14 Display process list .
List Forwarded 15 Display list of forwarded processes .

Processes




General Rights No. Description Studio Client
Right Right

Insert Documents 16 Allow manual insertion of additional .
Manually documents
Insert Text Block 17 Allow manual insertion of additional .
Manually text blocks
Assign Printer to all 18 Assign or change the printer for all .
Documents in the documents in the bundle
Bundle
Assign Printer to 19 Assign or change the printer for .
Document individual documents
Print Parameter 20 Allows setting of output parameters .
Assistant
Forward Process 21 Forward processes to other users or .
Manually user groups manually
Create Documents 22 Create documents .
Data Retrieval 23 Execute data retrieval .
Print and Archive 24 Print and archive generated bundles .
Client 25 Perform administration tasks. If the .
Administration right is missing, the Administration tab

is not visible in the ribbon.

Administration modules cannot be

accessed.
Process List for 26 Allows the list of processes of a user .
Specified User set in the start parameter listuserto be

displayed
Client Change 27 Authorization is only checked when a .

Folder

start folder has been defined. Allows
changing to a child folder but not to a
parent folder.

The Navigator is empty if a start folder
is not defined and a message follows
that the start folder could not be set.




General Rights No. Description Studio Client
Right Right

Client View Odin 28 Display Odin processes .
Processes
Client View Odin 29 Display Odin stacks .
Stacks
Client View Odin 30 Displays open envelopes .
Open Envelopes
Client View Open 31 Displays open jobs .
Jobs
Clear MWS Server 32 Clear MWS Server Cache .
Cache
Assign/ Remove 33 Replace bundle documents with .
External Document external document files.
File
Load / Remove 34 Replace document text blocks with .
External Text Block external document files.
File
Save Created 35 Save created documents to a directory. .
Document As... The user also required the right

Download created documents (13).
Create Release 36 Create new release versions .
Version
Permanently Delete | 37 Permanently delete objects from the .
Object recycle bin.
Reports 38 Create global reports. .

If the right is missing, the Report tab is

not visible in the ribbon. System reports

cannot be accessed.
Client Edit 39 Edit document templates in Client .
Document

Templates




General Rights No. Description Studio Client
Right Right

Client Edit Text 40 Edit text blocks in Client .

Blocks

Display Locked 41 Displays locked objects .

Objects

Display Work 42 Displays work versions .

Versions

Display Scheduled 43 Displays scheduled transfers .

Transfers

Display Transfer 44 Displays transfer history .

History

Display Deleted 45 Displays deleted objects .

Objects

Create Web Client 46 Allows to create a communication in .

Communication Content Composer Web Client

Open Historic 47 Allows to open and reactivate an old .

Object Version object version

Odin Views in 48 Allows to access the Odin Views in .

Studio Content Composer Studio

Query Assistant 49 Allows to access the Query Assistant .

DB Alias 50 Allows to access the DB Alias .

Administration Administration

System 51 Allows to access the System .

Administration Administration

Remote Control 52 Allows to access Remote Control .

Odin Import 53 Allows to access the Odin Import .

Procedure Manager Procedure Manager

Test Bundles and 3509 User can test documents and bundles .

Documents in
Studio

in the Client integrated in the Studio.




The following table lists the rights for Odin processes:

Odin Process Rights No. Description Studio Client
Right Right

Unlock Odin process 3000 User can unlock a locked . .
process

Reset Odin process 3001 User can change a process . .
from Locked to Rendition
Created or Imported.

Create Odin Stack for 3002 User can create a stack for . .

Deleting/Printing in the Odin printing or deleting from

View Process process jobs

Delete Odin process 3003 User can set processes to . .
status Delete.

Pause Odin process 3004 User can lock a process . .

Create Odin Stack for 3005 User can create a stack for . .

deleting or printing in the printing or deleting from open

QOdin View Open Jobs. jobs

The following table lists the rights for the Odin View Stack:
Odin View Stack Rights No. Description Studio Client
Right Right

Edit Odin stack 3500 User can edit stacks . .

Release Odin stack 3501 User can release stacks . .

Delete Odin stack 3502 User can delete stacks . .

Reset Odin stack 3503 User can set status of stacks to . .

Wait.

Reset Odin stack to 3504 User can reset stacks to . .

'Streaming' Streaming.

Lock Odin stack 3505 User can lock a stack . .




Odin View Stack Rights No. Description Studio Client
Right Right

Unlock Odin stack 3506 User can unlock a stack . .

Reset Odin stack to 3507 User can reset a stackto a . .
specific stack type

Set Odin Job State 3508 User can reset jobs to a specific . .
status

Set Odin job printer 3509 User can change the printer of a . .
job

Remove Odin Envelope 3510 User can remove an envelope . .

from Stack from a stack

Remove Odin Job from 3512 User can remove a job from an .

Stack/Envelope envelope or stack

Configuration Files

The Content Composer configuration files reside in the same directory as the respective application.

The following table lists the relevant configuration files of the Content Composer applications and

services:
Application / Service Configuration File
Studio Composer.Studio.exe.config
Windows Client Composer.Client.exe.config
Core service Composer.Core.exe.config
MWS service Composer.MWS.exe.config
OWS service Composer.OWS.exe.config
XWS service Composer.XWS.exe.config
User defined service UserDefined.exe.config




Application / Service

Configuration File

Repository Setup

RepositorySetup.exe.config

Content Composer Object Tool

Composer.Tool.exe.config

DOCX-Compiler

DocXCompiler.exe.config

Runtime Console Host

Composer.ConsoleHost.exe.config

Windows Service Host

Composer.WindowsServiceHost.exe.config

WCF-Console

Composer.WCF.Console.exe.config

Transfer Console

TransferConsole.exe.config

Monalisa Engine

MonalisaEngine.exe.config

Content Composer Studio Configuration

The appSettings Element in Composer.Studio.exe.config

The following table lists the attributes of the appSettings element:

Attribute

Description

loadDbAliasFromLocalFile

For more information, see Loading a Database Alias from a File

wordtemplate

For more information, see Specifying the Normal.dotm.

sts For more information, see Configuring the Security Token Service
(sts)on the Client .

login Forinternal use only.

license Forinternal use only.

rws For more information, see Configuring the Repository\WebService
(rws) on the Client.

MwSsrws For more information, see Configuring the

ComposerRepositoryWebService (mwsrws) on the Client.
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Attribute

Description

dpws

For more information, see Configuring the DataProviderService
(dpws) on the Client.

odinparameterfile

Specifies the name of the configuration file that defines the
parameter used for importing print jobs in the Odin database.

For more information, see "Transfer data from a document to the
ODIN_JOB table", "Transfer data from a bundle to the ODIN_JOB
table", and "Extend the stored procedure INSERT_JOB" in the
Content Composer Studio Help.

ows

For more information, see Configuring the OdinWebService (ows)
on the Client.

uselnternalDocumentViewer

For more information, see Displaying Documents in the Internal
Document Viewer.

reportwordtemplate

For more information, see Specifying the Report Generation
Template.

WordForcePrintView

For more information, see Specifying the Microsoft Word View
Mode.

manVarResultXmlElementType

Specifies the type of manual variable XML element returned in
manual variable XML.

Possible Values

« manvar: Only manvar type is included in Info XML.
« manvar2: Only manvar2 type is included in Info XML.
« both: Both types are included in Info XML.

The default value is both, when no key is present, or the specified
value is out of range.

Sample

<appSettings>

<add key="loadDbAliasFromLocalFile" value="FALSE" />

<add key="wordtemplate" value="$composerdir$normal.dotm"/>
<add key="sts" value="http://localhost:8000/sts"/>

<add key="login" wvalue="http://localhost:8010/mur/login"/>
<add key="license" value="http://localhost:8010/mur/license"/>
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<add key="rws" value="http://localhost:8010/rws"/>

<add key="mwsrws" value="http://localhost:8010/mws/mwsrepository"/>

<add key="dpws" value="http://localhost:8010/dataprovider"/>

<add key="odinparameterfile" value="odinparameter.config"/>

<add key="ows" value="http://localhost:8010/ows/owsrepository"/>

<add key="uselInternalDocumentViewer" value="FALSE" />

<add key="reportwordtemplate"
value="D:\ContentComposer\Templates\Report.docx"/>

<add key="WordForcePrintView" value="TRUE" />

<add key="manVarResultXmlElementType" value="both" />
</appSettings>

Loading a Database Alias from a File
To load a database alias from a file, complete the following steps.

Prerequisite

An XML file with the required structure. For information on how to create such afile, see "Exporting a
Database Alias" in the Content Composer Studio Help.

Note:

To load the database alias object from a local file, the alias must reside in the repository system even ifit is
not to be loaded from there.

If a database alias loads from a file, the action is traced by a corresponding message logged at Information
level.

1. From the %Composerdir% directory, open Composer.Studio.exe.config with a text editor that
supports UTF-8.

2. Search for the line that begins as follows.

<add key="loadDbAliasFromLocalFile"

3. Complete one of the following substeps.
» Toload the database alias from a locall file, set the value attribute to TRUE.
« Toload the database alias from the repository, set the value attribute to FALSE.

Example
<add key="loadDbAliasFromLocalFile" value="TRUE" />
Note: The default value is FALSE.

4. Searchforthe <configSections> element.
5. Within the <configSections> element, add the following line.

<section name="mlsdatabase"
type="ComposerSuite.Common.SystemFramework.AliasConfigurationSection,
ComposerSuite.Common.SystemFramework" />

6. Below the </configuration> element, insert the following line, changing CustomAlias.xml
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to the required filename.
<mlsdatabase configSource="CustomAlias.xml" />
7. Save and close the file.

Specifying the Normal.dotm

To specify which Normal.dotm Content Composer uses to generate the documents, complete the following
steps.

For more information, see "Assigning a Word Template" and "Word Templates" in the Content Composer
Studio Help.

1. From the %Composerdir% directory, open Composer.Studio.exe.config with a text editor that
supports UTF-8.

2. Search for the line that begins as follows.
<add key="wordtemplate"
3. Setthe value attribute to the required path and filename.
Example

<add key="uselnternalDocumentViewer" value="C:\Templates\Normal.dotm"

/>
Note: The default value is $Composerdir%Normal .dotm.
4. Save and close thefile.
Displaying Documents in the Internal Document Viewer

To display generated documents in the internal document viewer instead of in Word, complete the following
steps.

1. From the %Composerdir% directory, open Composer.Studio.exe.config with a text editor that
supports UTF-8.

2. Search for the line that begins as follows.

<add key="useInternalDocumentViewer"

3. Complete one of the following substeps.

« Todisplay generated documents in the internal document viewer, set the value attribute
to True.

« Todisplay generated documents in Word, set thevalue attributeto False.
Example
<add key="uselnternalDocumentViewer" value="True" />
Note: The default value is False.

4. Save and close the file.
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Specifying the Report Generation Template

To specify the DOCX file which Content Composer Studio uses as the template for report generation,
complete the following steps.

1. From the %Composerdir% directory, open Composer.Studio.exe.config with a text editor that
supports UTF-8.

2. Search for the line that begins as follows.
<add key="reportwordtemplate"
3. Setthe value attribute to the required path and filename.
Example
<add key="reportwordtemplate" value="C:\Templates\Report.docx" />
Note: The default value is "$Composerdir%Report.docx.
4. Save and close thefile.
Specifying the Microsoft Word View Mode

To specify the view mode Microsoft Word uses when the user opens a document template or a text block,
complete the following steps.

1. From the %Composerdir% directory, open Composer.Studio.exe.config with a text editor that
supports UTF-8.

2. Search for the line that begins as follows.

<add key="WordForcePrintView"

3. Complete one of the following substeps.

« Todisplay the document in Microsoft Word in the Print Layout view, set the value
attribute to True.

« Tonot display the document in Microsoft Word in the Print Layout view, set thevalue
attribute to False.

Example
<add key="WordForcePrintView" value="True" />
Note: The default value is FALSE.
4. Save and close thefile.
Specifying the Manual Variable Type

To specify the type of element for manual variables that is returned in the XML file, complete the following
steps.

1. From the %Composerdir% directory, open Composer.Studio.exe.config with a text editor that
supports UTF-8.

2. Search for the line that begins as follows.
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<add key="manVarResultXmlElementType"

3. Complete one of the following substeps.
o Toinclude only the manvar type in the Info XML, set the value attribute tomanvar.
« Toinclude only the manvar?2 type in the Info XML, set the value attribute tomanvar?2.
« Toinclude both types in the Info XML, set the value attribute to both.

Example
<add key="manVarResultXmlElementType" value="manvar2" />
Note: The default value is both.

4. Save and close the file.

The mws Element in Composer.Studio.exe.config

The following table lists the attributes of the mws element:

Attribute Description
systemoid Object ID of the system where the MWS process and DB alias reside.
dbalias Name of the DB alias used to access the MWS database.
process Name of the MWS process that must reside in the system specified in the attribute
systemoid.
client_runtime_ Forinternal use only.
mode
Sample

<mws systemoid="DEBUG OID" dbalias="mws" process="mws standard" client
runtime mode="true"> </mws>

Studio Start Parameters

To control the initial launch behavior of the Studio, use the following parameters.

Start parameters have the following structure.
/parametername:Paramvalue

Note: If Paramvalue contains a space, the parameter must be surrounded by quotation marks.



Supported Parameters

Parameter Description

startsystem System object id

Object id of the system you want to load automatically after application launch.
If the parameter is not set, Studio starts with the last system used.

Example

/startsystem:MySystemOId

navipath Folder name

This element defines which folder is selected in the Navigator.

If no start system is set, the parameter refers to the last system used.
The system name must not be included in the path.

Example

/navipath:/FolderName

credentials Input: User name and password must be specified.

Silent: User name and password must be specified once. If the user activates the Save
Password logon option, the data specified is used for future logons.

Windows: The logon uses the Windows user name and password. This setting is also
used when the parameter credentials is not specified.

Example

/credentials:Silent

SilentUl: Use this parameter to reset a Silent password. The logon dialog displays again.

About Studio Start Parameters and User Attributes

The user attributes StudioStartSystemOld and StudioStartFolder provide the possibility to define a start
system and a start folder for a user or a group of users.

However, start parameters have priority over the parameters specified in user attributes.

Consider the following information when specifying start parameters and user attributes:
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If the start parameter startsystem is set, Content Composer Studio opens the specified system.

If no startsystem parameter but the user attribute StudioStartSystemOld is set, Content
Composer Studio opens the system specified in the user attribute.

If neither options are defined, Content Composer Studio opens the last system used.
If the start parameter navipath is set, the following checks perform:
« Ifthe user has the Change Folder (7) right, the Navigator selects the specified folder.

If the folder does not exist, the Navigator selects the system root folder.

If the user does not have the Change Folder (7) right, the system root folder becomes the
default folder for the user.

If the specified folder does not exist in the system, a warning displays and the Navigator is
flushed. Users can change to another system if they have the Change System(5) right.
However, this is only possible if a folder with the same name exists in the target system.

If the start parameter navipath is not set, the following checks perform:

« If the user attribute StudioStartFolder is set and the user has the Change Folder (7)
right, no further action is taken.

« Ifthe user does not have the Change Folder (7) right, the system root folder becomes the
default folder for the user.

If the specified folder does not exist in the system, a warning displays and the Navigator is
flushed.

Users can change to another system if they have the Change System(5) right.

However, this is only possible if a folder of the same name exists in the target system.

Defining a Start System with the User Attribute StudioStartSystemOld

To define a specific start system for a user or a group of users, complete following steps.

1.

6.

In Content Composer Studio, open the respective profile.

On the Identity Editor Tools tab, click the Add Attribute@ button.
In the Create New Profile Attribute dialog box, enter StudioStartSystem0OId and then click

OK.

In the Object Inspector pane, enter the required system object id for the Value property.

Optional. To specify the user profile to be used, modify the userProfile attribute in the
UserRepository.config file.

For more information, see Modifying General User Repository Settings.
To enforce your modifications, restart the Composer.Core service.

Defining a Start Folder with the User Attribute StudioStartFolder

To define a specific start folder for a user or a group of users, complete following steps.

1.

In Content Composer Studio, open the respective profile.
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2. Onthe Identity Editor Tools tab, click the Add Attribute a button.
3. Inthe Create New Profile Attribute dialog box, enter StudioStartFolder and then click OK.

4. Inthe Object Inspector pane, enter the required start folder for the Value property.

Note: Unlike the start parameter navipath, the value here is not the path to the folder but the
folder name itself. This attribute, therefore, only has effect on setting a start folder when the
MwsChangeFolder right is missing.

5. To enforce your modifications, restart the Composer.Core service.

The Configuration File odin.config

<?xml version="1.0" encoding="utf-8" ?>

<odinSettings>
<add key="tempdir" value="%userprofile%\documents"
<add key="destinationdir" wvalue=""/>
<add key="printServerPaths" value=""/>
<add key="compartTraceDir" value="%Composerdir%compartTrace"/>
<add key="PDFtoXPSConverter" value="Compart"/>
<add key="TiffConverter" value="Default"/>
<add key="TiffConverterOutputPageSize" value="A4"/>
</odinSettings>
Attribute Description
tempdir Path of the temporary Odin directory.
The default value is the path of the temporary folder of the Windows
user whose account is used to run the Windows process.
You can also use Windows environment variables in the path.
Example
<add key="tempdir"
value="%userprofile%$\documents"
destinationdir Path of the Odin target directory.
This setting has no default value.
printServerPaths Comma separated string that contains the print server addresses.
This setting has no default value.
compartTraceDir Path of the compart trace directory.
If the Windows process is running with a Windows system account, the
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Attribute Description
default path is $Composerdir$.
If the Windows process is running with a Windows user account, the
default path is $userprofile%\ContentComposer.
You can also use Windows environment variables in the path.
Example
<add key="compartTraceDir"
value="%Composerdir%$compartTrace" />
PDFtoXPSConverter Specifies the library that the OdinRendition component uses to
convert a PDF file to XPS.
Currently only the value Compart is supported.
Note: This option requires licensing. If you do not have a valid
PdfToXpsCpsdk license file, contact the Hyland Software Technical
Support group. For a list of Technical Support phone numbers, go to
www.hyland.com/pswtscontact. Copy the license file to the
%Composerdir% directory and make sure the file name is
PdfToXpsCpsdk.lic.
TiffConverter Specifies the algorithm that the OdinRendition component uses to

convert a TIFF file to XPS.
Possible Values
« Default: Use the standard TIFF converter.

This is the default value if the attribute is not present in the
odin.configfile.

« FitToPage: Use the evolved TIFF converter.
This converter provides the following features:
« Shrinks the bitmap to the physical print size (shrink
to fit).
« Reduces high color depth to 8 bits per pixel.

« Reduces high DPI and bitmap dimensions to 300
DPI.

« Provides the possibility to configure the page size of
the XPS output file.

For more information, see Specifying the TIFF to XPS Converter.

TiffConverterOutputPageSize

Specifies the page size of the XPS output file.




Attribute Description

Possible Values
o A4:ISO A4 page size. This is the default value if the attribute
is not present inthe odin.configfile.

« Letter: Letter page size, which is 8.5 x 11 inches / 215.9 x
279.4 mm.

See also Specifying the TIFF to XPS Converter.

Specifying the TIFF to XPS Converter

To specify the algorithm that the OdinRendition component uses to convert a TIFF file to XPS, complete the
following steps:

1. From the %Composerdir% directory, open odin.config with a text editor that supports UTF-8.
2. Search for the line that begins as follows:

<add key="TiffConverter"
3. Touse the standard TIFF converter, set the value attribute to Default.
Example
<add key="TiffConverter" value="Default"/>

4. Touse the evolved TIFF converter, complete the following substeps.
1. Setthe value attribute to FitToPage.
2. Search for the line that begins as follows:

<add key="TiffConverterOutputPageSize"

3. Setthe value attribute to one of the following:
o A4:1S0 A4 page size.
o Letter: Letter page size.

Example

<add key="TiffConverter" value="FitToPage"/>
<add key="TiffConverterOutputPageSize" value="Letter"/>

5. Save and close the file.



Content Composer Client Configuration

The appSettings Element in Composer.Client.exe.config

<appSettings>
<add key="sts" value="http://localhost:8000/sts" />
<add key="login" value="http://localhost:8010/mur/login"™ />
<add key="mur" value="http://localhost:8010/mur/data" />
<add key="license" value="http://localhost:8010/mur/license" />
<add key="mwsrws" value="http://localhost:8010/mws/mwsrepository" />
<add key="mws" value="http://localhost:8011/mws/mwsprocess" />
<add key="dpws" value="http://localhost:8010/dataprovider" />
<add key="ows" value="http://localhost:8010/ows/owsrepository"/>
<add key="odinviewsystemoid" value="dm" />
<add key="odinviewdbalias" value="odin mws" />
<add key="useInternalDocumentViewer" value="FALSE" />
<add key="enableOnlinePrinterPrintTimeChanging" value="FALSE" />
<add key="blockExpandLevel" value="1" />
<add key="shortProcDescLength" value="0" />
<add key="loadRootFolderOnBundleAutoStart" value="FALSE" />
<add key="loadFolderTreeOnBundleAutoStart" value="FALSE" />
<add key="showMessageBoxOnMwsError" value="TRUE" />
<add key="showInfoBoxOnAutomaticForwarding" value="TRUE" />
<add key="WordUpdateTOC" value="TRUE" />
<add key="WordForcePrintView" value="TRUE" />
<add key="showProcessOptions" value="TRUE" />
<add key="applyWaterMark" value="waterMark text" />
</appSettings>

The following table lists the available keys:

Key Description

sts For more information, see Configuring the Security Token
Service (sts) on the Client.

login For more information, see Configuring the Composer User
Repository (mur) on the Client.

mur For more information, see Configuring the Composer User
Repository (mur) on the Client.

Mwsrws For more information, see Configuring the
ComposerRepositoryWebService (mwsrws) on the Client.
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Key Description

mws For more information, see Configuring the
ComposerWebService (mws) on the Client.

dpws For more information, see Configuring the
DataProviderService (dpws) on the Client.

ows For more information, see Configuring the OdinWebService

(ows) on the Client.

odinviewsystemoid

For more information, see Configuring Odin Views for the
Client.

odinviewdbalias

For more information, see Configuring Odin Views for the
Client.

uselnternalDocumentViewer

For more information, see Displaying Documents in the
Internal Document Viewer

license

Host base address of the service.

In the following example, the Client communicates with the
service hosted on the computer with the network name
Hyland using IP port 8010.

<add key="license"
value="http://Hyland:8010/mur/license" />

enableOnlinePrinterPrintTimeChanging

For more information, see Allowing Users to Change the
Print Time

blockExpandLevel For more information, see Specifying the Block Expand
Level
shortProcDesclLength For more information, see Displaying the Process

Description

loadRootFolderOnBundleAutoStart

For more information, see Loading the Content of the Root
Folder

loadFolderTreeOnBundleAutoStart

This setting only applies when the objectname or processid
start parameter are used to load a bundle.

TRUE: The system is loaded.
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Key Description

FALSE: The system is not loaded, neither the content of the
root folder, nor the folder structure. The setting for
loadRootFolderOnBundleAutoStart isignored. A
system must be defined by a valid SystemOID in the
startsystem start parameter. Selecting a system is only
possible when the user closes or saves the current process.
Note If the closeonexitprocess start parameteris
specified, the Client closes automatically when the user
closes or saves a process.

The default value is TRUE.

showMessageBoxOnMwsError For more information, see Specifying the MWS Server Error
Message Output
showlnfoBoxOnAutomaticForwarding For more information, see Displaying a Message on

Automatic Process Forwarding

WordUpdateTOC For more information, see Updating the Table of Contents

WordForcePrintView For more information, see Specifying the Microsoft Word
View Mode

showProcessOptions For more information, see Displaying the Process Options
Dialog Box

applyWaterMark For more information, see Applying a Watermark

Configuring Odin Views for the Client
To enable users to open the Odin views in a Content Composer Client, complete the following steps:
1. From the %Composerdir% directory, open clientprofile.xml with a text editor that supports UTF-

8.
2. Search for the following line:

<ModuleInfo AssemblyFile="ComposerSuite.Odin.OdinViews.dl1l" />

3. Iftheline does not exist, insert it inside the <Modules> element. If the line is commented out,
remove the comment characters.

4. From the Content Composer installation directory, open Composer.Client.exe.config with a text
editor that supports UTF-8.

5. To specify the system from which the database alias and the Odin views are loaded, complete the
following substeps.



1. Search for the following line:
<add key="odinviewsystemoid" value="dm" />

2. If required, modify the value attribute value.
6. To specify the name of the database alias, complete the following substeps.
1. Search for the following line:

<add key="odinviewdbalias" value="odin mws" />
2. If required, modify the value attribute value.
Displaying Documents in the Internal Document Viewer

To display generated documents in the internal document viewer instead of in Word, complete the following
steps:

1. From the %Composerdir% directory, open Composer.Client.exe.config with a text editor that
supports UTF-8.

2. Search for the line that begins as follows:

<add key="useInternalDocumentViewer"

3. Complete one of the following substeps:

« Todisplay generated documents in the internal document viewer, set the value attribute
to True.

« Todisplay generated documents in Word, set thevalue attribute to False.
Example
<add key="uselnternalDocumentViewer" value="True" />
Note: The default value is False.
4. Save and close thefile.
Allowing Users to Change the Print Time
To configure whether users can change the print time for online printers, complete the following steps.

1. From the %Composerdir% directory, open Composer.Client.exe.config with a text editor that
supports UTF-8.

2. Within the <appSettings> element, insert the following line:
<add key="enableOnlinePrinterPrintTimeChanging" value="True" />

3. Complete one of the following substeps:

« Toallow users to change the print time for online printers, set the value attribute to
True.

« To prevent users from changing the print time for online printers, set thevalue attribute to
False.

Note: The default value is False.



4. Save and close thefile.

Specifying the Block Expand Level

To specify the level to which text blocks automatically expand when the user selects a document, complete

the following steps.
1. From the %Composerdir% directory, open Composer.Client.exe.config with a text editor that
supports UTF-8.
2. Within the <appSettings> element, insert the following line:

<add key="blockExpandLevel" value="1" />

3. Complete one of the following substeps:
o Toexpandall levels, set the value attribute to -1.

« Toexpand all blocks up to a certain level, set the value attribute to the required level,
such as 3.

« Tonot expand alevel, set thevalue attribute to 0.
Note: The default value is 1.

4. Save and close the file.

Displaying the Process Description

To configure whether the process description is displayed in the process list, complete the following steps.

1. From the %Composerdir% directory, open Composer.Client.exe.config with a text editor that
supports UTF-8.

2. Within the <appSettings> element, insert the following line:

<add key="shortProcDescLength" value="0" />

3. Complete one of the following substeps.
« Tonot display the process description, set the value attribute to 0.

« Todisplay the process description, set the value attribute to a value greater than 0. The
number defines the number of characters which are displayed.

Example
<add key="shortProcDescLength" value="10" />
Note: The default value s 0.
4. Save and close thefile.
Loading the Content of the Root Folder

To specify whether the content of the root folder is loaded when a bundle launches directly at the Client
startup, complete the following steps.

Note: This setting only applies when the start parameter objectname orprocessidis usedtoload a
bundle.
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1. From the %Composerdir% directory, open Composer.Client.exe.config with a text editor that
supports UTF-8.

2. Within the <appSettings> element, insert the following line:
<add key="loadRootFolderOnBundleAutoStart" value="True" />

3. Complete one of the following substeps.

« Toload the content of the root folder and the folder structure., set the value attribute to
True.

« Toload the folder structure only, set the value attribute to False.
Note: The user can load the content of the root folder by clicking Refresh.

Note: The default value is True.
4. Save and close the file.
Specifying the MWS Server Error Message Output

To specify where the MWS server error messages are displayed, complete the following steps.

1. From the %Composerdir% directory, open Composer.Client.exe.config with a text editor that
supports UTF-8.

2. Within the <appSettings> element, insert the following line:
<add key="showMessageBoxOnMwsError" value="True" />

3. Complete one of the following substeps.

« Todisplay MWS server error messages in a separate window, set the value attribute to
True.

« Todisplay MWS server error messages in the output pane only, set the value attribute
toFalse.

Note: The default value is True.
4. Save and close thefile.
Displaying a Message on Automatic Process Forwarding
To display the pop-up message box on automatic process forwarding, complete the following steps.

1. From the %Composerdir% directory, open Composer.Client.exe.config with a text editor that
supports UTF-8.

2. Within the <appSettings> element, insert the following line:

<add key="showInfoBoxOnAutomaticForwarding"

3. Complete one of the following substeps.
« Todisplay the pop-up message box, set the value attribute to True.
« Tonot display the pop-up message box , set the value attribute to False.
Note: The default value is True.

4. Save and close thefile.
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Updating the Table of Contents

To update the table of contents when the user opens a Microsoft Word document from the Content Composer

Client, complete the following steps:

1. From the %Composerdir% directory, open Composer.Client.exe.config with a text editor that
supports UTF-8.

2. Search for the line that begins as follows.

<add key="WordUpdateTOC"

3. Complete one of the following substeps.
« Toupdate the table of contents, set the value attribute to True.
« Toleave the table of contents unchanged, set the value attribute to False.

Example

<add key="WordUpdateTOC" wvalue="True" />
Note: The default value is False.
4. Save and close thefile.

Specifying the Microsoft Word View Mode

To specify the view mode Microsoft Word uses when the user opens a document template or a text block,
complete the following steps.

1. From the %Composerdir% directory, open Composer.Client.exe.config with a text editor that
supports UTF-8.

2. Within the <appSettings> element, insert the following line:

<add key="WordForcePrintView" value="True" />

3. Complete one of the following substeps.

« Todisplay the document in Microsoft Word in the Print Layout view, set the value
attribute to True.

« Tonot display the document in Microsoft Word in the Print Layout view, set thevalue
attribute to False.

Note: The default value is FALSE.
4. Save and close thefile.
Displaying the Process Options Dialog Box
To display the Process Options dialog box when the user opens a bundle, complete the following steps:

1. From the %Composerdir% directory, open Composer.Client.exe.config with a text editor that
supports UTF-8.

2. Search for the line that begins as follows.

<add key="showProcessOptions"
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3. Complete one of the following substeps.
« Todisplay the Process Options dialog box, set the value attribute to True.
« Tonot display the Process Options dialog box, set thevalue attribute to False.
An empty string passes as value for process title and process type.

Example
<add key="showProcessOptions" value="True" />
Note: The default value is True.
4. Save and close thefile.
Applying a Watermark

To apply a watermark when the user previews or edits a document generated using Microsoft Word, complete
the following steps.

The watermark is applied before the document opens from the Client and is removed when you close the
document.

Note: The Watermark does not appear when the user previews or displays a document in OnBase.

1. From the %Composerdir% directory, open Composer.Client.exe.config with a text editor that
supports UTF-8.

2. Within the <appSettings> element, insert the following line:
<add key="applyWaterMark" value="Draft" />

3. Specify the text of the watermark in the value.
Note: No watermark is applied if this setting is missing or the value attribute contains an empty
string.

4. Save and close thefile.

About Client Start Parameters and User Attributes

The user attributes StartSystemOld and StartFolder provide the possibility to define a start system and a
start folder for a user or a group of users.

However, start parameters have priority over the parameters specified in user attributes.
Consider the following information when specifying start parameters and user attributes:

« If the start parameters specify a start system, the Client opens the specified system.

« If no start parameter but the user attribute StartSystemOld is set, the Client opens the system
specified in the user attribute.

« If neither options are defined, the Client opens the last system used.
« If the start parameter navipath is set, the following checks perform:

1. If the user has the Client Change Folder(27) right, the specified folder is selected in the
Navigator.
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If the folder does not exist, the system root folder is selected in the Navigator.

2. If the user does not have the Client Change Folder(27) right, the system root folder
becomes the default folder for the user.

If the specified folder does not exist in the system, a warning displays and the Navigator is

flushed.
Users can change to another system if they have the Client Change System(6) right.

However, this is only possible if a folder with the same name exists in the target system.

« If the start parameter navipath is not set, the following checks perform:

1. If the user attribute StartFolder is set and the user has the Client Change Folder(27)
right, no further action is taken.

2. If the user does not have the Client Change Folder(27) right, the system root folder
becomes the default folder for the user.

If the specified folder does not exist in the system, a warning displays and the Navigator is

flushed.
Users can change to another system if they have the Client Change System(6) right.

However, this is only possible if a folder of the same name exists in the target system.

Defining a Start System with the User Attribute StartSystemOld

To define a specific start system for a user or a group of users, complete following steps:

1.
2.
3.
4

5.

In Content Composer Studio, open the respective profile.

On the Identity Editor Tools tab, click the Add Attribute@ button.

In the Create New Profile Attribute dialog box, enter startSystem0Id and then click OK.
In the Object Inspector pane, in the Value property, enter the required system object id.

To enforce your modifications, restart the service Composer.Core.

Defining a Start Folder with the User Attribute StartFolder

To define a specific start folder for a user or a group of users, complete following steps:

1.

In Content Composer Studio, open the respective profile.

On the Identity Editor Tools tab, click the Add Attributea button.
In the Create New Profile Attribute dialog box, enter StartFolder and then click OK.
In the Object Inspector pane, in the Value property, enter the required system object id.

Note: Unlike the start parameter navipath, the value here is not the path to the folder but the
folder name itself. This attribute, therefore, only has effect on setting a start folder when the
MwsChangeFolder right is missing.

To enforce your modifications, restart the service Composer.Core.
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Windows Services Configuration

Configuring the Wait Time for a Windows Service

When you start or stop Windows services with the Service control managerornet start / net stop
command lines, the operating system waits for a specific period of time to allow the action to complete.

If the service does not start or stop within this set time, the services controller ends the action with an error.

Depending on the process, the time needed to start or stop the process as a Windows service may be longer

than the operating system's default timeout allows.

1. To extend the default timeout for starting a service, complete the following substeps.
1. Open the respective configuration file.
2. Inthe <appsSettings> element, add the following line.

<add key="AdditionalTimeOnStart" value="10000" />

3. Change the value attribute to the additional time required expressed in milliseconds.
2. Toextend the default timeout for stopping a service, complete the following steps.

1. Open the respective configuration file.

2. Inthe <appSettings> element, add the following line.

<add key="AdditionalTimeOnStop" wvalue="10000" />

3. Change the value attribute to the additional time required expressed in milliseconds.

Example

In the following example, the process requires a start and stop time require 10 seconds longer than the
Windows services default.

<configuration>

<appSettings>
<add key="AdditionalTimeOnStart" value="10000" />
<add key="AdditionalTimeOnStop" wvalue="10000" />
</appSettings>

</configuration>

Network Drives
Specifying the Path to a Network Drive
If a process must access a network drive, you can specify the path. Complete the following steps.

1. Use aUNC path.

Example \\NetData\odin
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This option needs no further configuration.

2. Useadrive letter.

This option requires you to define the necessary drive mapping in the relevant service
configuration file.

For more information, see Map a drive letter to a network drive.
About Drive Mappings
Drive mappings apply for a specific Windows user account.

If a Windows account executes a Windows service, the operating system expects the service to know the
drive letters of the account used.

However, drives connected using net use are only available to a Windows account in an interactive
Windows session.

A logon session is created for the Windows account when a Windows service starts. This is not an interactive
session, but a special logon session to execute services. As a result, connected drives are not available in
this session.

Content Composer service applications are able to use network drive letters despite this restriction.

If the configuration file for a Content Composer service contains information on drive letter mapping to a
network drive, the service is able to create a connection.

If the network drive is not accessible, the service does not start. Check the log file and the event log for any
information on this action.

When a service stops, the connection to the network drive closes.

Mapping a Drive Letter to a Network Drive
To map a drive letter to a network drive, complete the following steps.

Open the respective configuration file.
2. Inthe <configSections> element, insert the following line.
<section name="driveMapping"

type="ComposerSuite.Runtime.SystemFramework.DriveMappingConfiguration
,ComposerSuite.Runtime.SystemFramework"/>

3. Below theline </configSections>, insert the following lines.

<driveMapping>
<drives>
<drive localName="y:" remoteName="\\NetData\mws" />
</drives>
</driveMapping>

4. Change y: to the required drive letter.
5. Change \\NetData\mws to the required network drive.
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6. Optional. To map additional drives, duplicate the following line and adjust the settings.

<drive localName="y:" remoteName="\\NetData\mws" />

MWS Services Configuration
The appSettings Element in Composer. MWS.exe.config
<appSettings>
<add key="wordtemplate" value="%Composerdir%Normal.dotm"™ />
<add key="rws config" value="repository.config" />
<add key="odinparameterfile" value="odinparameter.config" />
<add key="disableDebugNamedPipe" value="1" />
<add key="rws" value="http://localhost:8010/rws" />
<add key="ows" value="http://localhost:8010/ows/owsrepository" />
<add key="sts" value="http://localhost:8000/sts" />
<add key="login" wvalue="http://localhost:8010/mur/login" />
<add key="mur" value="http://localhost:8010/mur/data" />
<add key="license" value="http://localhost:8010/mur/license" />
<add key="Authenticate" value="0" />
<add key="manVarResultXmlElementType" value="manvar2" />
<!-- listen to object change notifications so outdated objects are removed
from internal runtime cache -->
<add key="rwsMulticastIP" value="224.100.0.1" />
<add key="rwsMulticastPort" value="9050" />
<add key="rwsMulticastTTL" value="50" />
</appSettings>
Keys
Key Description
wordtemplate For more information, see Specifying the Normal.dotm
rws_config For internal use only.
odinparameterfile For internal use only.
disableDebugNamedPipe For internal use only.
rws For internal use only.
ows For internal use only.
sts For internal use only.
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Key Description

login Forinternal use only.

mur For internal use only.

license For internal use only.

Authenticate For internal use only.

manVarResultXmIElementType For more information, see Specifying the Manual Variable Type

Specifying the Normal.dotm

To specify which Normal.dotm the Content Composer server uses to generate the documents, complete the
following steps.

For more information, see "Assigning a Word Template" and "Word Templates" in the Content Composer
Studio Help.

1. From the %Composerdir% directory, open Composer.MWS.exe.config with a text editor that
supports UTF-8.

2. Search for the line that begins as follows.
<add key="wordtemplate"
3. Setthe value attribute to the required path and filename.
Example

<add key="uselnternalDocumentViewer" value="C:\Templates\Normal.dotm"

/>
Note: The default value is $Composerdir%Normal .dotm.

4. Save and close thefile.
Specifying the Manual Variable Type

To specify the type of element for manual variables that is returned in the XML file, complete the following
steps.

1. From the %Composerdir% directory, open Composer.MWS.exe.config with a text editor that
supports UTF-8.

2. Search for the line that begins as follows.

<add key="manVarResultXmlElementType"

3. Complete one of the following substeps.
« Toinclude only the manvar type in the Info XML, set the value attribute tomanvar.



o Toinclude only the manvar?2 type in the Info XML, set the value attribute tomanvar2.
« Toinclude both types in the Info XML, set the value attribute to both.

Example
<add key="manVarResultXmlElementType" value="manvar2" />
Note: The default value is both.
4. Save and close thefile.
The mws Elementin Composer. MWS.exe.config

<mws systemoid="[SYS-OID]" dbalias="MWS" process="MWS Standard" client
runtime mode="false" protect document="false">
<serviceusers>
<serviceuser username="SampleServiceUserName" />
</serviceusers>
</mws>

Attributes of the Element mws

Attribute Description

systemoid The object ID of the system where the MWS process and database alias reside.

dbalias The name of the database alias used to access the MWS database.

process The name of the MWS process that must reside in the system specified in the attribute
systemoid.

client_runtime_ | Forinternal use only.

mode

protect__ For more information, see Configuring Document Protection

document

set_ For more information, see Using a Pool Variable as a Process Title

processtitle_

using_poolvar

result_error_ When client_runtime_mode is FALSE, the element uses this attribute.

xml_path

P If you specify a path for this attribute, Content Composer writes a text file containing the

result XML to the specified path for every process call where the result code is a non-zero
value.
The text file name appears with a timestamp in the following format:
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Attribute

Description

[processId] [yyyyMMdd HHmmssfffffff].txt
Example

29111£09-e33f-4782-b071-88a665d23b67 20110922
1522384641250.txt

Sample Configurations

e <mws systemoid="mws" dbalias="MWS" process="MWS
Standard" client runtime mode="FALSE" result error xml
path="\\ServerName\ShareName\FolderName> </mws>

e <mws systemoid="mws" dbalias="MWS" process="MWS
Standard" client runtime mode="FALSE"
result error xml path="c:\temp\mws"> </mws>

e <mws systemoid="mws" dbalias="MWS" process="MWS
Standard" client runtime mode="FALSE"
result error xml path="%MyResultErrorXmlFolder%">
</mws>

The default value is an empty string when the attribute is not specified.

If the specified path does not exist or cannot be created when the service starts, the
MWSServiceHost cannot start and throws the following error.

"runtime
process";Error;0;;"ModusSuite.MWS.Types.MwsException:
Category: <mws>, Token:

<ResultErrorXmlPathNotFound> Message: The file
"\\ServerName\ShareName\FolderName"

was not found. The specified path was not found. Please check
the settings in the

configuration file for the attribute 'result error xml path'
in the element 'mws'

If the specified path is no longer available at runtime, Content Composer traces a
corresponding error message containing the contents of the file that it could not write.

throw_error_
on_missing_
content_control

For more information, see Handling Missing Content Controls
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Attributes of the Element serviceuser

Attribute

Description

username

The serviceuser element provides a whitelist of users who are allowed to call the
Login function orthe POST session URL from a backend application to create a new
communication or bundle using a Content Composer user.

For security reasons, only users present in this whitelist can perform this type of login.
Changing this attribute is only required when:

« You are calling the SOAP function Login orthe REST APl URL POST
session from a backend application.

and

« You are passing an alias username in the Login XML assigned to the options
parameter when calling the Login function.

Example
The backend application is running under the user name mws-service-user 1.

You are passing the user name mws-service-user 1 forthe SOAP parameter
username or in the REST authorization header.

As the alias user name, you want to pass a Content Composer user in the SOAP parameter
alias or REST parameter aliasUsername so that the session uses the passed Content
Composer user when creating a new communication or bundle.

To allow this type of login, you must add the user name mws-service-user 1tothe
serviceusers whitelist. See Specifying Service Users for more information.

For further information, see also "Login" in the Content Composer Web Services Guide.

Configuring Document Protection

To configure whether the server directly activates document protection after document generation, complete
the following steps.

This attribute applies to documents with password protection and is only evaluated if client runtime
mode is setto False.

Note: Document protection does not apply when a document is previewed or displayed in OnBase.

1. From the %Composerdir% directory, open Composer.MWS.exe.config with a text editor that
supports UTF-8.

2. Search for the line that begins as follows.

<mws systemoid=

3. Complete one of the following substeps.




« To activate document protection after document generation on the server, set the
protect document attribute to True.

« Toactivate document protection only on the Client, set the protect document
attribute to False.

Example

<mws systemoid="dm" dbalias="odin mws" process="MWS Standard" client
runtime mode="FALSE" protect document="FALSE" />

Note: The default value is False.

4. Save and close thefile.
Specifying Service Users

To specify one or more service users, complete the following steps:

1. From the %Composerdir% directory, open Composer.MWS.exe.config with a text editor that
supports UTF-8.

2. Searchforthe serviceusers element within the mws element.

3. Modify the username attribute to the name of the user running the backend application that
invokes the Login function.
Example

<mws systemoid="[SYS-OID]" dbalias="MWS" process="MWS Standard"
client runtime mode="false" protect document="false">
<serviceusers>
<serviceuser username="mws-service-user-1" />
</serviceusers>
</mws>

Note: You may need to insert the serviceusers element, if not yet available.
4. Optional. To add more users, copy the serviceuser element.
Example

<serviceusers>
<serviceuser username="mws-service-user-1" />
<serviceuser username="mws-service-user-2" />
</serviceusers>

5. Save and close the file.

Using a Pool Variable as a Process Title

To use the content of a SYSTEMPOOL variable as the process title when a process is closed or forwarded,
complete the following steps:

1. From the %Composerdir% directory, open Composer.MWS.exe.config with a text editor that
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supports UTF-8.
2. Search for the line that begins as follows:

<mws systemoid=
3. Addthe set processtitle using poolvar attribute within the mws element.
Example

<mws systemoid="TestSystem" dbalias="MWS" process="MWS Standard"
client runtime mode="false" protect document="false" set processtitle
using poolvar="ProcessTitlePoolVar">

Note: The default value is an empty string.

4. Save and close thefile.
Handling Missing Content Controls

To configure the behavior of the application in case of a missing Content Control, complete the following
steps:

1. From the %Composerdir% directory, open Composer.MWS.exe.config with a text editor that
supports UTF-8.

2. Search for the line that begins as follows:

<mws systemoid=

3. Addthe throw error on missing content control attribute within the mws element.

« Tofinish document generation with an error message when a Content Control of a text
block variable is missing, set the value to True.

« Totrace a warning message and continue document generation when a Content Control
of a text block variable is missing, set the valueto False.

Example

<mws systemoid="TestSystem" dbalias="MWS" process="MWS Standard"
client runtime mode="False" protect document="False" throw error on_
missing content control=True>

Note: The default value is True.

4. Save and close thefile.
Running the Composer.MWS Service without Administrator Rights

To run the Composer.MWS service with a user account without administrator rights:

1. Toreserve the URLs, you must execute the following commands in a Command Prompt window
with administrator rights, replacing the port number and the account name with the appropriate
values. If you are using http, replace ur1=https withurl=http.

1. netsh http add urlacl url=https://+: [Port Number]/mws/ user=
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[Windows-user-account]

2. netsh http add urlacl url=https://+:[Port Number]/mws/ user=
[Windows-user-account]

3. netsh http add urlacl url=https://+:[Port Number]/mwsbasic/
user= [Windows-user-account]

4. netsh http add urlacl url=https://+:[Port Number]/mwsrest/
user= [Windows-user-account]

5. netsh http add urlacl url=https://+: [Port
Number]/RemoteDebugger/ user=[Windows-user-account]

6. netsh http add urlacl url=https://+: [Port
Number] /RemoteControlService/ user=[Windows-user-account]

7. netsh http add urlacl url=https://+: [Port Number] user=
[Windows-user-account]

From the %Composerdir% directory, open Composer.MWS.exe.config with a text editor.

For the first command, search for the first<add baseAddress element ending with /mws and
use the port number used in this element to execute the command.

Example: <add baseAddress="http://localhost:8010/mws" />

Command to execute: netsh http add urlacl url=https://+:8010/mws/ user=
[Windows-user-account]

For the second command, search for the second<add baseAddress element ending with /mws
and use the port number used in this element to execute the command.
Example: <add baseAddress="http://localhost:8011/mws" />

Command to execute: netsh http add urlacl url=https://+:8011/mws/ user=
[Windows-user-account]

For the third command, search for the <add baseAddress element ending with /mwsbasic and
use the port number used in this element to execute the command.
Example: <add baseAddress="https://localhost:8111/mwsbasic" />

Command to execute: netsh http add urlacl url=https://+:8111/mwsbasic/
user= [Windows-user-account]

For the fourth command, search for the <add baseAddress element ending with ending with
/mwsrest and use the port number used in this element to execute the command.
Example: <add baseAddress="https://localhost:8111/mwsrest" />

Command to execute: netsh http add urlacl url=https://+:8111/mwsrest/
user= [Windows-user-account]

For the fifth command, search for the <endpoint address element for /RemoteDebugger and
use the port number used in this element to execute the command.

Example: <endpoint address="http://127.0.0.1:8012/RemoteDebugger"

46



10.

11.

12.
13.

14.
15.
16.

17.
18.

19.

Command to execute: netsh http add urlacl url=
https://+:8012/RemoteDebugger/ user=[Windows-user-account]

For the sixth command, search for the <endpoint address element for
/RemoteControlService and use the port number used in this element to execute the
command.
Example: <endpoint
address="http://127.0.0.1:4721/RemoteControlService"

Command to execute: netsh http add urlacl url=
https://+:4721/RemoteControlService/ user=[Windows-user-account]

For the seventh command, search for the line starting with <mwswebapi ipport=anduse the
port number used in this element to execute the command.

Example: <mwswebapi ipport="9010"
Command to execute: netsh http add urlacl url=https://+:9010/ user=
[Windows-user-account]

Execute the following command using all ports used in the previously executed commands.
Example: netsh http add urlacl url=https://+: [PortNumber]/ user=
[Windows-user-account]

Commands to execute:

netsh http add urlacl url=https://+:8010/ user=[Windows-user-account]
netsh http add urlacl url=https://+:8011/ user=[Windows-user-account]
netsh http add urlacl url=https://+:8111/ user=[Windows-user-account]
netsh http add urlacl url=https://+:8012/ user=[Windows-user-account]
netsh http add urlacl url=https://+:4721/ user=[Windows-user-account]

On the Content Composer server, open the Local Computer - Personal - Certificates certificate
store.

Right-click the composer.server certificate and then click All Tasks | Manage Private Keys.
In the Permission for composer.server private keys dialog box, add the user account used in
this topic.

Verify that the added user account has at least read access and then click OK.

Right-click the composer.service certificate and then click All Tasks | Manage Private Keys.
In the Permission for composer.service private keys dialog box, add the user account used in
this topic.

Verify that the added user account has at least read access and then click OK.

Complete the steps in Granting Access Rights to the RSA Container in the Content Composer
Installation Guide for the user account used in this topic.

If you are using HTTPS, you must grant the user account the needed rights for the SSL certificate.
Complete the following substeps:

1. Onthe Content Composer server, open the certificate manager and locate the SSL
certificate.
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2. Right-click the SSL certificate and then click All Tasks | Manage Private Keys.
3. Inthe Permission dialog box, add the user account used in this topic.
4. Verify that the added user account has at least read access and then click OK.

Communication Configuration

About Content Composer Communication
Content Composer consists of a number of server-side services and clients.

Client and server services communicate via SOAP web service interfaces made available on the basis of the
Microsoft Windows Communication Foundation (WCF).

To ensure that client and server communication can take place, clients need to know the network addresses
of server-side services.

As communication is done using the HTTP protocol, a server address looks like that of a typical web page.
Example
http://Hostname:Port/sts

The following chapters look at each individual Web Service interface and explain in detail the relevant
configuration settings for client and server.

Note: Communication between server and client can only be established when the same network name and
port is defined in the respective client and server settings.

HTTPS Configuration for the WCF Communication Channel

A default Content Composer installation uses the HTTP protocol for communication between Content
Composer Windows applications and the Content Composer Windows server endpoint.

To configure the WCF communication channel to use HTTPS, follow the instructions in this chapter.
Prerequisites
« Adigital SSL certificate that you can either purchase or create yourself as a self-signed certificate.
The certificate must contain the following subject alternative names:
« The DNS name localhost.

This is required if the Content Composer server configuration files use 1ocalhost inthe
URLSs specified in the <appSettings> element.

« The DNS name of the Content Composer server.

We recommend creating one SSL certificate that contains the DNS names of all Content
Composer servers, if your installation includes multiple Content Composer servers
running behind a load balancer.
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« The DNS name of the load balancer, if your installation includes multiple Content
Composer servers running behind a load balancer.

« Afully configured Content Composer installation.

Installing the SSL Certificate

To install the certificate, complete the following steps on all Content Composer servers, Content Composer

Studio workstations, and Content Composer Windows Client workstations.

1. Import the SSL certificate into the following Windows certificate stores:
« Personal
« Trusted Root Certification Authorities

2. Tobind the certificate to the IP port number used in the Content Composer server configuration
files, on each Content Composer server, complete the following substeps.

1. Open a command prompt window as an administrator.

2. Execute the following command, replacing the certhash parameter value with the
thumbprint value of your certificate.

Note: Changing the IP port in the i pport parameter and the GUID in the appid
parameter is optional.

netsh http add sslcert ipport=0.0.0.0:8100
certhash=020F4F3A4B192F5305D002D1304E164B16231B15 appid=
{9e68b2c2-4a7a-4833-bcec-969897685688}

Enabling HTTPS for the WCF Communication Channel

To enable HTTPS, complete the following steps on each Content Composer server, Content Composer
Studio workstation, and Content Composer Windows Client workstation.

1. From the %Composerdir% directory, copy the following files to a backup directory.

Note: Depending on whether you are updating a Content Composer server, Content Composer
Studio, or Content Composer Client installation, not all CONFIG files may be present.

o Composer.Core.exe.config

« Composer.MWS.exe.config

o Composer.OWS.exe.config

o Composer.XWS.exe.config

« Composer.Studio.exe.config

« Composer.Client.exe.config

» Composer.ConsoleHost.exe.config

« Composer.WindowsServiceHost.exe.config
« MonalisaEngine.exe.config

2. When updating a Content Composer Studio or Content Composer Windows Client installation,
complete the following substep.

« From the Content Composer server %Composerdiroadmin\configuration directory,
copy HTTPSProtocol.ps1 to the %Composerdir’oadmin\configuration directory on
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6.

the Content Composer Studio or Client workstation.

Note: You may need to create this directory if it does not yet exist.
Open a command prompt window as an administrator and navigate to the
%Composerdiroadmin\configuration directory.

Complete one of the following substeps using the same port number you used to install the SSL
certificate:

o Toenable HTTPS for all WCF communication channels on IP port 8100, execute the
following command:

powershell —-file Set-HTTPSProtocol.psl

o Toenable HTTPS for all WCF communication channels on an IP port of your own choice,
execute the following command, replacing [ IPPort] with the desired port number:

powershell —-file Set-HTTPSProtocol.psl —ipport [IPPort]

Example

powershell -file Set-HTTPSProtocol.psl —-ipport 8500

If no errors occurred, you can find the modified files in the % Composerdir%targets directory.

Overwrite the CONFIG files present in the %Composerdir% directory with their equivalents from
the %Composerdirf%targets.

On the Content Composer server, restart all Content Composer services.

Importing the RSA Encryption Keys on the Client

After enabling the HTTPS configuration for the WCF communication channel, you must import the encryption

keys created with your first Content Composer server installation on each Content Composer Client
workstation. Complete the following steps:

1.

From the secure backup store you created during installation, copy the following files to the
%Composerdir% directory:

« encryption_keys.config

o CoCoEncryptionRSAKey.xml
Note: See "Exporting and Backing up Encryption Keys" in the Content Composer Installation
Guide for information about the secure backup directory.

Open a command prompt window as an administrator and navigate to the % Composerdir%
directory.

To import the encryption key, execute the following command:

Composer.EncryptionTool importkey

For security reasons, remove the following file from the %Composerdir% directory after importing:

o CoCoEncryptionRSAKey.xml

From the %Composerdir% directory, open Composer.Client.exe.config with a text editor that
supports UTF-8.

Insert the following line within the <appSettings> element:
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<add key="ProtectedConfiguration" value="encryption keys.config" />
7. Save and close the file.

Granting Access Rights to the RSA Container

To grant access rights to the RSA container to each Windows account that runs a Content Composer Client,
complete the following steps:

1. Open a command prompt window as an administrator and navigate to the
Y%windir%\Microsoft. NET\Framework64\v4.0.30319 directory.

2. Execute the following command, which grants access rights to the user CindySmith, whois a
member of the domain OnBase, replacing domain and user name with the required values:

aspnet regiis -pa coco "onbasel\cindysmith"
3. Repeat the previous step for each Windows account running a Content Composer Client.
Troubleshooting

« Toreview the existing port bindings, complete the following substeps:
« Open acommand prompt window as an administrator.

« Execute the following command:

netsh http show sslcert

« Toremove an existing port binding, complete the following substeps:
« Open a command prompt window as an administrator.

« Execute the following command, replacing [ IPPort] with the port number to remove:

netsh http delete sslcert ipport=0.0.0.0:[IPPort]

Security Token Service (sts)

Configuring the Security Token Service (sts) on the Server

The specific functions of this service are provided by the Composer.Core service.
To configure individual settings for the server endpoint, complete the following steps.

1. From the %Composerdir% directory, open Composer.Core.exe.config with a text editor that
supports UTF-8.

2. Search for the following line.

<add baseAddress ="http://localhost:8000/sts" />

3. Check the baseAddress attribute and change the value if required.
Note: The value entered must be the host base address of the service.

Example

<add baseAddress ="http://Hyland:8000/sts" />
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Configuring the Security Token Service (sts) on the Client
To specify the service address, complete the following steps.

1. From the %Composerdir% directory, open Composer.Client.exe.config with a text editor that
supports UTF-8.

2. Search for the following line.

<add key="sts" value="http://localhost:8000/sts" />

3. Check the value attribute and change the value if required.
Note: The value entered must be the host base address of the service.

Example

In the following example, the client communicates with the service hosted on the computer with the
network name Hyland using IP port 8000.

<add key="sts" value="http://Hyland:8000/sts" />

Composer User Repository (mur)

Configuring the Composer User Repository (mur) on the Server

The specific functions of this service are provided by the Composer.Core service.
To configure individual settings for the server endpoint, complete the following steps.

1. From the %Composerdir% directory, open Composer.Core.exe.config with a text editor that
supports UTF-8.

2. Search for the following line.

<add baseAddress ="http://localhost:8010/mur" />

3. Check the baseAddress attribute and change the value if required.
Note: The value entered must be the host base address of the service.

Example

<add baseAddress ="http://Hyland:8010/mur" />
Configuring the Composer User Repository (mur) on the Client
To specify the service addresses, complete the following steps.

1. From the %Composerdir% directory, open Composer.Client.exe.config with a text editor that
supports UTF-8.

2. Search for the following line.

<add key="login" wvalue="http://localhost:8010/mur/login" />

3. Check the value attribute and change the value if required.
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Note: The value of the key login is the login address. The address composes of the host base
address and the endpoint address of the corresponding service.

4. Search for the following line.

<add key="mur" value="http://localhost:8010/mur/data" />

5. Check the value attribute and change the value if required.

Note: The value of the key mur is the data address. The address composes of the host base
address and the endpoint address of the corresponding service.

Example

In the following example, the client communicates with the service hosted on the computer with the
network name Hyland using IP port 8010.

<add key="login" value="http://Hyland:8010/mur/login" />
<add key="mur" value="http://Hyland:8010/mur/data"™ />

DataProviderService (dpws)

Configuring the DataProviderService (dpws) on the Server
The specific functions of this service are provided by the Composer.Core service.
To configure individual settings for the server endpoint, complete the following steps.

1. From the %Composerdir% directory, open Composer.Core.exe.config with a text editor that
supports UTF-8.

2. Search for the following line.

<add baseAddress ="http://localhost:8010/dataprovider" />

3. Check the baseAddress attribute and change the value if required.
Note: The value entered must be the host base address of the service.

Example

<add baseAddress ="http://Hyland:8010/dataprovider" />

Configuring the DataProviderService (dpws) on the Client
To specify the service address, complete the following steps.

1. From the %Composerdir% directory, open Composer.Client.exe.config with a text editor that
supports UTF-8.

2. Search for the following line.

<add key="dpws" value="http://localhost:8010/dataprovider" />

3. Check the value attribute and change the value if required.
Note: The value entered must be the host base address of the service.
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Example

In the following example, the client communicates with the service hosted on the computer with the
network name Hyland using IP port 8010.

<add key="dpws" value="http://Hyland:8010/dataprovider"™ />

RepositoryWebService (rws)

Configuring the RepositoryWebService (rws) on the Server

The specific functions of this service are provided by the Composer.Core service.
To configure individual settings for the server endpoint, complete the following steps.

1. From the %Composerdir% directory, open Composer.Core.exe.config with a text editor that
supports UTF-8.

2. Search for the following line.

<add baseAddress ="http://localhost:8010/rws" />

3. Check the baseAddress attribute and change the value if required.
Note: The value entered must be the host base address of the service.

Example

<add baseAddress ="http://Hyland:8010/rws" />

Configuring the RepositoryWebService (rws) on the Client
To specify the service address, complete the following steps.

1. From the %Composerdir% directory, open Composer.Client.exe.config with a text editor that
supports UTF-8.

2. Search for the following line.

<add key="rws" value="http://localhost:8010/rws" />
3. Check the value attribute and change the value if required.
Note: The value entered must be the host base address of the service.
Example

In the following example, the client communicates with the service hosted on the computer with the
network name Hyland using IP port 8010.

<add key="rws" value="http://Hyland:8010/rws" />
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OdinWebService (ows and owsbasic)

Configuring the OdinWebService (ows) on the Server

The specific functions of this service are provided by the Composer.OWS service. The service is installed
as a Windows service as part of the Content Composer standard installation.

To configure individual settings for the server endpoint, complete the following steps.

1. From the %Composerdir% directory, open Composer.OWS.exe.config with a text editor that
supports UTF-8.

2. Search for the following line.

<add baseAddress ="http://localhost:8010/ows" />

3. Check the baseAddress attribute and change the value if required.
Note: The value entered must be the host base address of the service.

Example

<add baseAddress ="http://Hyland:8010/ows" />

Configuring the OdinWebService (ows) on the Client
To specify the service address, complete the following steps.

1. From the %Composerdir% directory, open Composer.Client.exe.config with a text editor that
supports UTF-8.

2. Search for the following line.

<add key="ows" value="http://localhost:8010/ows/owsrepository" />

3. Check the value attribute and change the value if required.

Note: The value entered must be the owsrepository address. This address composes of the host
base address and the endpoint address of the corresponding service.

Example

In the following example, the client communicates with the service hosted on the computer with the
network name Hyland using IP port 8010.

<add key="ows" value="http://Hyland:8010/ows/owsrepository" />

Client Configuration owsbasic

The following WSDL URL can be used by a third party client such as a JAVA client to retrieve the service
definition and to consume the service.

http://localhost:8010/owsbasic?wsdl
This address composes of the host base address followed by ?wsdl.

Example
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The following example illustrates how to specify the WSDL URL of the service hosted on the computer with
the network name Hyland using IP port 8010.

http://Hyland:8010/owsbasic?wsdl

Configuring the OdinWebService (owsbasic) on the Server

The specific functions of this service are provided by the Composer.OWS service. The service is installed
as a Windows service as part of the Content Composer standard installation.

To configure individual settings for the server endpoint, complete the following steps.

1. From the %Composerdir% directory, open Composer.OWS.exe.config with a text editor that
supports UTF-8.

2. Search for the following line.

<add baseAddress ="http://localhost:8010/owsbasic" />

3. Check the baseAddress attribute and change the value if required.
Note: The value entered must be the host base address of the service.

Example

<add baseAddress ="http://Hyland:8010/owsbasic" />

XdataWebService (xws and xwsbasic)

Configuring the XdataWebService (xws) on the Server

The specific functions of this service are provided by the Composer.XWS service. The service is installed as
a Windows service as part of the Content Composer standard installation.

To configure individual settings for the server endpoint, complete the following steps.

1. From the %Composerdir% directory, open Composer.XWS.exe.config with a text editor that
supports UTF-8.

2. Search for the following line.
<add baseAddress ="http://localhost:8010/xws" />

3. Check the baseAddress attribute and change the value if required.
Note: The value entered must be the host base address of the service.

Example

<add baseAddress ="http://Hyland:8010/xws" />

Configuring the XdataWebService (xws) on the Client
To specify the service address, complete the following steps.

1. From the %Composerdir% directory, open Composer.Client.exe.config with a text editor that
supports UTF-8.

2. Search for the following line.
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<add key="xws" value=" http://localhost:8010/xws/selection" />

3. Check the value attribute and change the value if required.

Note: The value entered must be the xws address. This address composes of the host base
address and the endpoint address of the corresponding service.

Example

In the following example, the client communicates with the service hosted on the computer with the
network name Hyland using IP port 8010.

<add key="xws" value="http://Hyland:8010/xws/selection" />

Client Configuration xwsbasic

The following WSDL URL can be used by a third party client such as a JAVA client to retrieve the service
definition and to consume the service.

http://localhost:8010/xwsbasic?wsdl
This address composes of the host base address followed by ?wsdl.
Example

The following example illustrates how to specify the WSDL URL of the service hosted on the computer with
the network name Hyland using IP port 8010.:

http://Hyland:8010/xwsbasic?wsdl

Configuring the XdataWebService (xwsbasic) on the Server

The specific functions of this service are provided by the Composer.XWS service. The service is installed as
a Windows service as part of the Content Composer standard installation.

To configure individual settings for the server endpoint, complete the following steps.

1. From the %Composerdir% directory, open Composer.XWS.exe.config with a text editor that
supports UTF-8.

2. Search for the following line.

<add baseAddress ="http://localhost:8010/xwsbasic" />

3. Check the baseAddress attribute and change the value if required.
Note: The value entered must be the host base address of the service.

Example

<add baseAddress ="http://Hyland:8010/xwsbasic" />
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ComposerWebService (mws and mwsbasic)

Configuring the ComposerWebService (mws) on the Server

The specific functions of this service are provided by the Composer.MWS service. The service is installed
as a Windows service as part of the Content Composer standard installation.

To configure individual settings for the server endpoint, complete the following steps.

1. From the %Composerdir% directory, open Composer.MWS.exe.config with a text editor that
supports UTF-8.

2. Search for the following line.

<add baseAddress ="http://localhost:8011/mws" />

3. Check the baseAddress attribute and change the value if required.
Note: The value entered must be the host base address of the service.

Example

<add baseAddress ="http://Hyland:8011/mws" />

Configuring the ComposerWebService (mws) on the Client
To specify the service address, complete the following steps.

1. From the %Composerdir% directory, open Composer.Client.exe.config with a text editor that
supports UTF-8.

2. Search for the following line.

<add key="mws" value=" http://localhost:8011/mws/mwsprocess" />

3. Check the value attribute and change the value if required.
Note: The value entered must be the mws address. This address composes of the host base

address and the endpoint address of the corresponding service.
Example

In the following example, the client communicates with the service hosted on the computer with the
network name Hyland using IP port 8011:

<add key="mws" value="http://Hyland:8011/mws/mwsprocess" />

Client Configuration mwsbasic

The following WSDL URL can be used by a third party client such as a JAVA client to retrieve the service
definition and to consume the service.

http://localhost:8011/mwsbasic?wsdl
This address composes of the host base address followed by ?wsdl.

Example
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The following example illustrates how to specify the WSDL URL of the service hosted on the computer with
the network name Hyland using IP port 8011.

http://Hyland:8011/mwsbasic?wsdl

Configuring the ComposerWebService (mwsbasic) on the Server

The specific functions of this service are provided by the Composer.MWS service. The service is installed
as a Windows service as part of the Content Composer standard installation.

To configure individual settings for the server endpoint, complete the following steps.

1. From the %Composerdir% directory, open Composer.MWS.exe.config with a text editor that
supports UTF-8.

2. Search for the following line.

<add baseAddress ="http://localhost:8011/mwsbasic" />

3. Check the baseAddress attribute and change the value if required.
Note: The value entered must be the host base address of the service.

Example

<add baseAddress ="http://Hyland:8011/mwsbasic" />

ComposerRepositoryWebService (mwsrws and mwsrwsbasic)

Configuring the ComposerRepositoryWebService (mwsrws) on the Server

The specific functions of this service are provided by the Composer.MWS service. The service is installed
as a Windows service as part of the Content Composer standard installation.

To configure individual settings for the server endpoint, complete the following steps.

1. From the %Composerdir% directory, open Composer.MWS.exe.config with a text editor that
supports UTF-8.

2. Search for the following line.

<add baseAddress ="http://localhost:8010/mws" />

3. Check the baseAddress attribute and change the value if required.
Note: The value entered must be the host base address of the service.

Example

<add baseAddress ="http://Hyland:8010/mws" />

Configuring the ComposerRepositoryWebService (mwsrws) on the Client
To specify the service address, complete the following steps.

1. From the %Composerdir% directory, open Composer.Client.exe.config with a text editor that
supports UTF-8.

2. Search for the following line.
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<add key="mwsrws" value=" http://localhost:8010/mws/mwsrepository" />

3. Check the value attribute and change the value if required.

Note: The value entered must be the mwsrepository address. This address composes of the
host base address and the endpoint address of the corresponding service.

Example

In the following example, the client communicates with the service hosted on the computer with the
network name Hyland using IP port 8010:

<add key="mwsrws" value="http://Hyland:8010/mws/mwsrepository" />

Client Configuration mwsrwsbasic

The following WSDL URL can be used by a third party client such as a JAVA client to retrieve the service
definition and to consume the service.

http://localhost:8010/mwsbasic?wsdl
This address composes of the host base address followed by ?wsdl.
Example

The following example illustrates how to specify the WSDL URL of the service hosted on the computer with
the network name Hyland using IP port 8010:

http://Hyland:8010/mwsbasic?wsdl

Configuring the ComposerRepositoryWebService (mwsrwsbasic) on the Server

The specific functions of this service are provided by the Composer.MWS service. The service is installed
as a Windows service as part of the Content Composer standard installation.

To configure individual settings for the server endpoint, complete the following steps.

1. From the %Composerdir% directory, open Composer.MWS.exe.config with a text editor that
supports UTF-8.

2. Search for the following line.

<add baseAddress ="http://localhost:8010/mwsbasic" />

3. Check the baseAddress attribute and change the value if required.
Note: The value entered must be the host base address of the service.

Example

<add baseAddress ="http://Hyland:8010/mwsbasic" />
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RemoteControlService

About Remote Control

The Content Composer standard installation automatically adds settings for the Remote Control Client for
the following Windows services:

o Composer.Core

« Composer.MWS

« Composer.OWS

« Composer.XWS

In the files Composer.Studio.exe.config and RemoteControl.config and also adds default settings for
Remote Control Services in the corresponding service configuration files (Composer.Core.exe.config,
Composer.MWS.exe.config, etc.). These only require modification with regard to the host name of servers
and clients.

The following example illustrates the settings required for an additional Windows service:
Service Name: ComposerProcess.SVC

ServiceHost: WindowsServiceHostModus.exe (renamed copy of Composer.WindowsServiceHost.exe)

Client Configuration (Studio)

The Remote Control configuration file is specified in the configuration source remotecontrol in the
configuration file Composer.Studio.exe.config.

<remotecontrol configSource="remotecontrol.config"/>

The actual configuration file RemoteControl.config defines which Remote Control Services are accessed
on which server.

The following example uses a server named Hyland and a Remote Control Service named
RemoteCotrolServiceComposer

This is defined in the corresponding endpoint.
The Windows service is accessed via the name of the service (ModProcess_SVC).

<remotecontrol>
<computers>
<computer name="Hyland" display="Content Composer Server">
<services>

<service name="ModProcess SVC"
display="Composer Process Service"
runtime="TRUE"
endpoint="RemoteControlServiceComposer"/>

</services>
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</computer>
</computers>
</remotecontrol>

In the configuration file Composer.Studio.exe.config, the <client> element defines the endpoints used.

In the following example, the client uses IP port 4712 to communicate with the service
RemoteControlService hosted on the computer with the network name Hyland.

The Remote Control Service is defined by its endpoint address.
<system.serviceModel>
<client>
<endpoint name="RemoteControlServiceModus"
address="http://Hyland:4712/RemoteControlService"

binding="wsDualHttpBinding"
bindingConfiguration="Bindingl"

contract="ComposerSuite.Runtime.RemoteControlContract.IRuntimeControlServic
eu/>

</client>
</system.serviceModel>

The associated binding (here Binding1) is used to specify the client base address the server uses to
communicate with the client.

In the following example, the client (RemoteControlClient in Studio) runs on the computer with the network
name Composer_Client and uses the IP port 8000:

</system.serviceModel>
<bindings>
<wsDualHttpBinding>
<binding name="Bindingl"
clientBaseAddress="http://Composer Client:8000/RemoteControlClient"
</binding>
</wsDualHttpBinding>
</bindings>

</system.serviceModel>
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Server Configuration

The following example illustrates the settings required for an additional Windows service:

Service Name: ModProcess SVC

ServiceHost: WindowsServiceHostModus.exe (renamed copy of Composer.WindowsServiceHost.exe)
This service is then provided by the Windows service WindowsServiceHostComposer.

Individual settings for the server endpoint are stored in the file WindowsServiceHostComposer.config and
configured in the following XML element:

<remotecontrol address="http://Hyland:4712/RemoteControlService" />
<system.serviceModel>
<services>

<service name="ComposerSuite.Runtime.RemoteControlService">
<!-- use base address provided by host -->
<endpoint
address="http://Hyland:4712/RemoteControlService"
binding="wsDualHttpBinding"
bindingConfiguration ="RemoteControlBinding"

contract="ComposerSuite.Runtime.RemoteControlContract.IRuntimeControlService"
/>

</service>

</services>
<system.serviceModel>

RemoteDebugger

About the Debug Service RemoteDebugger

The module

<ModuleInfo AssemblyFile="ModusSuite.Studio.RemoteDebugger.dll"™ />

must be loaded to enable debugging of scripts and conditions in a Content Composer Client.

The modules a Content Composer Client loads are defined in the configuration file clientprofile.xml.
Client Configuration (Client)

The XML element <client> in the configuration file Composer.Studio.exe.config is used to define the
endpoint.

A client only uses the endpoint name to connect to the debug service
ComposerSuite.Runtime.DebugService.
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In the following example, the client uses IP port 8012 to communicate with the service DebugService hosted
on the computer with the network name Hyland.

The Remote Control Service is defined by its endpoint address.
<system.serviceModel>
<client>
<endpoint name="ComposerSuite.Runtime.DebugService"
address="http://Hyland:8012/RemoteDebugger”
binding="wsDualHttpBinding"
bindingConfiguration="DebugClientBinding"
contract="ComposerSuite.Runtime.Types.IDebugService" />
</client>
</client>
</system.serviceModel>

The DebugClientBinding specifies the client base address the server uses to communicate with the client.

In the following example, the client (DebugClient in Content Composer Client) runs on the computer with the
network name Hyland_Client and uses the IP port 4711:

</system.serviceModel>

<bindings>
<wsDualHttpBinding>
<binding name="DebugClientBinding"
clientBaseAddress="http://Hyland Client:4711/DebugClient"

</binding>..
.</wsDualHtthinding>
.;;bindings>
;;éystem.serviceModel>

Server Configuration

The specific functions of this service are provided by the service Composer.MWS, which is installed as a
Windows service as part of the Content Composer standard installation.

Individual settings for the server endpoint are stored in the file Composer.MWS.exe.config.

The following entry is required in the appSettings element:
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<appSetting>
<add key="disableDebugNamedPipe" value="1"/>
</appSetting>

In the following example, the Debug service runs on the computer with the network name Hyland and uses
the IP port 8012;

<system.serviceModel>
<services>

<service name="ComposerSuite.Runtime.DebugService">
<endpoint
address="http://Hyland:8012/RemoteDebugger"
binding="wsDualHttpBinding"
bindingConfiguration ="DebugBinding"
contract="ComposerSuite.Runtime.Types.IDebugService"/>
</service>

<services>
<system.serviceModel>

Content Composer Certificates

About Certificates

The Content Composer setup installs the digital certificates composer.service and composer.server into
the Windows certificate stores Local Computer - Personal and Local Computer - Trusted People.

Content Composer uses these certificates to protect the communication channel between the Content
Composer clients and the Content Composer server services.

If your company's security policies prohibit the use of application-specific certificates, follow the instructions
in this chapter to create your own certificates and replace the Content Composer certificates.

Replacing the Certificates
To replace the Content Composer certificates, complete the following tasks:

1. Onall servers and workstations, close all running Content Composer applications.

2. Oneach Content Composer server, stop the Composer.Core service. This stops all other Content
Composer services on this computer.

3. Remove the root certificate. See Removing the Root Certificate composer.CA for more
information.

4. Create new certificates. See Creating the Certificates for more information.
5. Install the new certificates. See Installing the Certificates for more information.
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6. Customize the server configuration. See Customizing the Server Configuration for more
information.

7. Customize the Studio configuration. See Customizing the Studio Configuration for more
information.

8. Customize the Windows Client configuration. See Customizing the Client Configuration for more
information.

9. Check the functionality. See Checking the Functionality for more information.

10. If noissues have occured, on each computer with a Content Composer Server, Studio, or
Windows Client installation, delete the certificates

« composer.server and
« composer.service
from the certificate stores

o Local Computer - Personal - Certificates and
« Local Computer - Trusted People - Certificates
11. Restart each instance of Content Composer Studio and Windows Client.
Removing the Root Certificate composer.CA

The Content Composer setup for Foundation EP1 and earlier versions installs the root certificate
composer.CA.

As of Foundation EP2, this certificate is no longer required. Complete the following step:

o On each computer with a Content Composer Server, Studio, or Windows Client installation, delete
the certificate composer.CA from the Local Computer - Trusted Root Certification
Authorities - Certificates certificate store.

Creating the Certificates
To create the certificates, complete the following steps on the Content Composer server:

1. From the % Composerdiroadmin\certs directory, open CreateNewComposerCerts.ps1 with a
text editor that supports UTF-8.
2. Search for the following line:

ScertPassword = ConvertTo-SecureString -String "pwd" -Force -
AsPlainText

3. Replace pwd with the password you want to use for your PFX files.
4. Save and close thefile.

5. Open a command prompt window as an administrator and navigate to the
%Composerdir%oadmin\certs directory.

6. Execute the following command:

powershell -file CreateNewComposerCerts.psl

Result: The following files are available in your Windows documents folder:
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« composernew_CA.cer: This root certificate is only required to create the other
certificates.

« composer_servernew.pfx: Substitutes the certificate composer.server.
« composer_servicenew.pfx: Substitutes the certificate composer.service.
Note: The script outputs the file location after successful execution.

Installing the Certificates

Toinstall the certificates, complete the following steps:

1.

On the Content Composer Server, from the %Composerdiroadmin\certs directory, open
InstalINewComposerCerts.ps1 with a text editor that supports UTF-8.

Search for the following line:
ScertPassword = ConvertTo-SecureString -String "pwd" -Force -
AsPlainText

Replace pwd with the same password you used in Creating the Certificates.

Save and close thefile.

Complete the following substeps on each computer with a Content Composer Server, Studio, or
Windows Client installation:

1. Copy the following files into a directory below %Composerdir%:
« InstallNewComposerCerts.ps1
« composer_servernew.pfx
« composer_servicenew.pfx

2. Open a command prompt window as an administrator and navigate to the directory
where you copied the files in the previous step.

3. Execute the following command:
powershell —-file InstallNewComposerCerts.psl
Result: The two certificates are available in the following Windows certificate stores:

o Local Computer - Personal - Certificates
« Local Computer - Trusted People - Certificates

Customizing the Server Configuration

To customize the Content Composer Server to use the new certificates, complete the following steps:

1.

2.

On the Content Composer Server, from the %Composerdir% directory, copy all CONFIG files to
a backup directory.

Complete the following substeps for the following files:
« Composer.Core.exe.config
« Composer.MWS.exe.config
« Composer.OWS.exe.config
o Composer.XWS.exe.config
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6.

Composer.WCF.Console.exe.config

From the %Composerdir% directory, open the CONFIG file with a text editor that
supports UTF-8.

Search for the following line:

<add storelLocation="LocalMachine" storeName="TrustedPeople"
x509FindType="FindBySubjectDistinguishedName"
findvValue="CN=composer.server" />

Change composer. server to composer. servernew.

<add storelLocation="LocalMachine" storeName="TrustedPeople"
x509FindType="FindBySubjectDistinguishedName"
findvalue="CN=composer.servernew" />

Search for the following line:

<serviceCertificate storelLocation="LocalMachine"
storeName="My" x509FindType="FindBySubjectDistinguishedName"
findvValue="CN=composer.service" />

Change composer.service to composer.servicenew.

<add storelLocation="LocalMachine" storeName="TrustedPeople"
x509FindType="FindBySubjectDistinguishedName"
findvValue="CN=composer.servicenew" />

Save and close the file.

3. Complete the following substeps for the following files:

Composer.Core.exe.config

Composer.MWS.exe.config
Composer.OWS.exe.config

Composer. XWS.exe.config
Composer.WCF.Console.exe.config
Composer.WindowsServiceHost.exe.config

All custom Content Composer service configuration files

From the % Composerdir% directory, open the CONFIG file with a text editor that
supports UTF-8.

Insert the following lines within the <appsettings> element:

<add key="certStsSubjectName" value="composer.servernew" />
<add key="certServiceSubjectName" value="composer.servicenew"

/>

Save and close the file.
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Customizing the Studio Configuration
To customize the Content Composer Studio to use the new certificates, complete the following steps:

1. Goto aworkstation hosting a Content Composer Studio installation.

2. From the %Composerdir% directory, open Composer.Studio.exe.config with a text editor that
supports UTF-8.

3. Insert the following lines within the <appsettings> element:

<add key="save login token" value="True" />

<add key="certStsSubjectName" value="composer.servernew" />

<add key="certServiceSubjectName" value="composer.servicenew" />
4. Save and close thefile.
5. Start and close Content Composer Studio.

6. From the %Composerdir% directory, open Composer.Studio.exe.config with a text editor that
supports UTF-8.

7. Find the following line and delete it:
<add key="save login token" value="True" />

8. Save and close the file.

9. From the %Composerdir% directory, copy securitytoken.xml to the %Composerdir% directory
of each server and workstation hosting a Content Composer Server, Studio or Windows Client
installation.

10. Complete the following substeps on all workstations hosting a Content Composer Studio
installation:

1. From the %Composerdir% directory, open Composer.Studio.exe.config with a text
editor that supports UTF-8.

2. Insert the following lines within the <appsettings> element:

<add key="certStsSubjectName" value="composer.servernew" />
<add key="certServiceSubjectName" value="composer.servicenew"

/>
3. Search for the following line and delete it, if present:
<add key="save login token" value="True" />
4. Save and close thefile.
Customizing the Client Configuration

To customize the Content Composer Windows Clients to use the new certificates, complete the following
steps on each workstation hosting a Content Composer Client installation:

1. From the %Composerdir% directory, open Composer.Client.exe.config with a text editor that
supports UTF-8.

2. Insert the following lines within the <appsettings> element:



<add key="certStsSubjectName" value="composer.servernew" />
<add key="certServiceSubjectName" value="composer.servicenew" />

3. Save and close thefile.

Checking the Functionality
To check if the new certificates work correctly, complete the following steps:

1. Oneach Content Composer server, restart the following Windows services:
« Composer.Core
o Composer.MWS
o Composer.OWS
o Composer. XWS (if required)

2. To verify that Content Composer Studio and Windows Client can communicate with the Content
Composer services, complete the following substeps:

1. On each workstation hosting a Content Composer Studio installation, launch Studio.
2. Open an arbitrary object from the Navigator and review the Output pane for errors.

3. On each workstation hosting a Content Composer Windows Client installation, launch
Client.

4. Openthe Process List and review the Output pane for errors.
Logging Configuration
About Logging

Log files help you analyze the cause of, for example, unexpected behavior or sudden application termination.

Content Composer supports .NET Framework Logging, Hyland Logging, Audit Logging, and Splunk Logging.

About .NET Framework Logging

This logging type is activated in a default installation and uses the .NET logging implementation included in
the .NET namespace System.Diagnostics.

Activating .NET Framework Logging
To activate .NET Framework logging:

1. From the %Composerdir% directory, open the required configuration file, for example
Composer.Studio.exe.config, with a text editor that supports UTF-8.
2. Searchforthe <appSettings> element.
3. Within the <appSettings> element, add or modify the following line, setting the value attribute
toFalse.
<add key="EnableHylandLogging" value="False" />

4. Save and close the file.



Default Log File Location

« Toensure that the user has sufficient rights to create and write to the log file, application log files
reside in the %userprofile%\ContentComposer directory by default.

« If the services use a Windows service account, the service log files reside in the % Composerdir%
directory by default.

The log file name is supplemented by the date.

Example: Composer. Studio Log 20201116.txt
Changing the Log File Location

To change the log file location, complete the following steps.
1. From the %Composerdir% directory, open the required configuration file with a text editor that

supports UTF-8.
2. Withinthe <sharedListeners> element, search for the line that begins as follows:

<add name="tracefile listener" type=
3. Setthevalueofthe initializeData attribute to the file name of the log file. If required, you can

also specify a path.
For more information, see Default Log File Location.

Example

<add name="tracefile listener"
type="ModusSuite.Common.SystemFramework.DailyTracelListener,
ModusSuite.Common.SystemFramework" delimiter=";"
initializeData="C:\CoCoLogFiles\Composer.Studio_Log.txt"
traceOutputOptions="DateTime" />

4. Save and close thefile.
Changing the Log Level
To change the log level, complete the following steps.

1. From the %Composerdir% directory, open the required configuration file with a text editor that
supports UTF-8.
2. Searchforthe <switches> element.

3. Within the <switches> element, set the value attribute of the switch you want to change to the
required log level.

Log Level Description

Off Logging is deactivated.
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Log Level Description

Error This level only logs errors.

Warning This level logs warnings and errors.

Warnings are not errors but they indicate near-error states such as missing
data. Missing data is not necessarily an error, but may need to be

monitored.
Information This level logs information messages in addition to warnings and errors.
Verbose This level writes detailed information on all process activities to the log file.

Note: The value is case-sensitive.
Example
add name="studio switch" value="Verbose" />

4. Save and close thefile.
5. Restart the respective service.

About Hyland Logging

Hyland Logging uses the .NET Core logging implementation contained in the namespace
Microsoft.Extensions.Logging. It is built on top of the Serilog open source logging framework.

Activating Hyland Logging
To activate Hyland logging:

1. From the %Composerdir% directory, open the required configuration file, for example
Composer.Studio.exe.config, with a text editor that supports UTF-8.

2. Search forthe <appSettings> element.

3. Within the <appSettings> element, add or modify the following line, setting the value attribute
to True.

<add key="EnableHylandLogging" wvalue="True" />
4. Save and close thefile.

Route Configuration

A Content Composer application configuration file contains one or more <Route> XML elements.

A <Route> element contains the following configuration keys:
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Key Name

Description

minimum-level

Sets the minimum LogLevel that is written to this route.
Possible Values

o Error

« Warning

« Information
« Debug

File

Path to the log file including the file name. The path supports environment
variables.

Example

$composerdir%\Composer Core log.txt

FileRollInterval

Enables file rolling in the specified time interval.
Possible Values

« Day
o Hour
« Minute
« Month
e Year
« Infinite

FileRollOnSize

Enables file rolling when the FileByteLimit is reached.

If the key is present, the file will roll on size unless the value is explicitly set to
False.

Possible Values

e True
« False

FileByteLimit

Sets the maximum file size for any individual log file.

When FileRo110nSize is not available or set to False, additional messages
are dropped until the next rolling interval, if applicable.

The default file byte limit is 1 GB. To allow for unlimited file sizes, set the value to
an empty string.

OutputFormat

Defines the output format for a log file line.




Key Name

Description

Possible Values

« Minimal: Logs only time, log level, exception, and message fields and
does not write any additional fields contained in the message.

« Text: Logs all fields of the message as a list of key-value pairs. This is
more human-readable than the Json option and contains more
information than the Minimal option.

« Json:: Writes out the message in a compact json format on a single
line. This contains as much information as possible, the same as Text,
but in a less human-readable way. This format is ideal for further
processing.

The default value is Json.

exclude-profiles

Contains the Profiles that are not written to this route as a comma-separated list.
All profiles not included in the list will be written.

The default value is an empty string.

Note: The include-profiles key overrules this setting.

include-profiles

Defines which Profiles are written to this route as a comma-separated list.
Profiles not included in the list will not be written.

To include all profiles, set the value to an empty string.

AllowUnknownKeys

If the key is present, unknown configuration keys are passed to the Serilog
library.

Profiles

The Content Composer components use different profile names when writing a message to the log file.

To include or exclude profiles, add these profile names to the include-profiles and exclude-
profiles keys within a <Route> configuration.

The following table lists the available profile names:

Profile Name Description
mws MWS service
rws Repository service




Profile Name Description

modusstudio Studio GUI

mwsclient Content Composer Windows Client
monalisa Monalisa scripting

runtime_process Content Composer process engine
runtime_components Content Composer process components
textsystem Document generation

xdata Xdata

odin Odin

mur User authentication and authorization
dpws Data provider

Available Route Configurations
The default Content Composer configuration files provide predefined routes for specific logging purposes.

The following table lists the purpose of each route:

Route Name Description

CoCo_Standard The standard route contains all profiles that log only errors. Each application
configuration file contains this basic profile.

CoCo_Runtime_ This route configures the minimum log level Information for the profile runtime
Process process.

CoCo_ This route configures the minimum log level Information forall profiles that log to
OutputWindow the Output pane in Content Composer Studio or Content Composer Windows Client.
CoCo_Monalisa This route configures the minimum log level Information for the profile monalisa.
CoCo_ This route configures the minimum log level Information for the profile

Textsystem textsystem.




About Audit Logging

Audit logging is available for specific user actions in Content Composer Studio, Content Composer Web
Client, and Odin user actions in Content Composer Studio.

Activating Audit Logging
To activate audit logging:
1. From the %Composerdir% directory, open the required configuration file with a text editor that
supports UTF-8:

« To activate audit logging for Studio user actions, open Composer.Studio.exe.config.

« Toactivate audit logging for Web Client user actions, open
Composer.MWS.exe.config.

« Toactivate audit logging for Odin user actions in Studio, open
Composer.OWS.exe.config.
2. Search forthe <AuditRoutes> element.
3. Within the <AuditRoutes> element, add the following lines:
<Route name="CoCo_ Audit">
<add key="minimum-level" wvalue="Information"/>
<add key="File" value="%composerdir%\Composer.AUDIT.txt" />
<add key="FileRollInterval" value="Day"/>
<add key="FileRollOnSize" value="true"/>
<add key="FileByteLimit" value="1000000" />
<add key="FileCountLimit" value="31" />
<add key="OutputFormat" wvalue="Json" />
<add key="AllowUnknownKeys" value="" />
</Route>

4. Optional. Modify the values as required.
For more information, see Audit Logging Configuration.
5. Save and close the file.
6. Restart the following services:
o Composer.Core
o Composer.MWS
o Composer.OWS

Audit Logging Configuration

An <AuditRoutes> element contains the following configuration keys:

Key Name Description

minimum-level Sets the minimum LogLevel that is written to this route.
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Key Name

Description

Possible Values

o Error

« Warning

« Information
« Debug

File

Path to the log file including the file name. The path supports environment
variables.

Example
$composerdir$\Composer.AUDIT. txt

Note: The file name is extended by the creation date.

FileRollInterval

Enables file rolling in the specified time interval.
Possible Values

« Day
o Hour
« Minute
« Month
e Year
« Infinite

FileRollOnSize

Enables file rolling when the FileByteLimit is reached.

If the key is present, the file will roll on size unless the value is explicitly set to
False.

Possible Values

e True
« False

FileByteLimit

Sets the maximum file size for any individual log file.

When FileRo110nSize is not available or set to False, additional messages
are dropped until the next rolling interval, if applicable.

The default file byte limit is 1 GB. To allow for unlimited file sizes, set the value to
an empty string.

FileCountLimit

Sets the maximum number of files to retain when using rolling files. To allow
unlimited files, use an empty string.




Key Name

Description

OutputFormat

Defines the output format for a log file line.
Possible Values

« Minimal: Logs only time, log level, exception, and message fields and
does not write any additional fields contained in the message.

« Text: Logs all fields of the message as a list of key-value pairs. This is
more human-readable than the Json option and contains more
information than the Minimal option.

« Json:: Writes out the message in a compact json format on a single
line. This contains as much information as possible, the same as Text,
but in a less human-readable way. This format is ideal for further
processing.

The default value is Json.

AllowUnknownKeys

If the key is present, unknown configuration keys are passed to the Serilog
library.

Logged User Actions in Studio

The following user actions in Content Composer Studio are logged when audit logging is activated.

General
User Action Action Number SubAction Number
Save a modified object 20 2
Create a new version 20 10
Navigator Context Menu
User Action Action SubAction
Number Number
New 20 1
Delete (Object) 20 6
Copy | Paste 20 3




User Action Action SubAction
Number Number

Copy with Child Objects | Paste 20 4
Rename 20 5
Show Obiject History | Select an old version from the list | Open object | 20 11
Reactivate version

Navigator Toolbar
User Action Action Number SubAction Number
Deleted Objects | Permanently delete objects 20 6
Deleted Objects | Restore objects 20 9

System Administration

User Action Action SubAction
Number Number

New System 21 1

New DB Alias 21 1

Modify and then save the properties of a system in the Object 21 2

Inspector

Delete a system 21 6

Restore a system 21 9

Modify the settings of a database alias 21 2

Delete a database alias 21 6

Transfer Jobs




User Action Action Number SubAction Number
Create a scheduled transfer job 22 Start: 19
Finish: 20
Modify a scheduled transfer job 22 17
Delete a scheduled transfer job 22 18
Execute a transfer job 22 Start: 13
Finish: 14
Revoke a transfer 22 Start: 15
Finish: 16
Repository Import 22 Start: 12
Finish: 14

Logged User Actions in Web Client

The following user actions in Content Composer Web Client are logged when audit logging is activated.

User Action Action Number | SubAction Number
Login 30 1
Logout 30 2
Creating a new communication 31 3
Deleting a communication 31 4
Forwarding a communication 31 5
Editing and saving a DOCX file 31 6
Modifying the state of a communication (Open/ Close / Start) 31 Open: 7
Close: 8
Start: 9




Logged Odin User Actions

The following user actions in Odin Views are logged when audit logging is activated:

Odin View Processes

User Action

Action Number

SubAction Number

Lock Process

Unlock Process 1 2
Reset status to 1 10
Set status to Delete 1 8
Creating Stack from Open Jobs 2 5

Odin View Stack

User Action Action Number SubAction Number
Reset Stack 2 6

Release Stack 2 7

Delete Stack 2 8

Lock Stack 2 1

Unlock Stack 2 2

Reset Stack for Streaming 2 9

Reset Stack To 2 10

Odin View Stack - Edit Stack

User Action Action Number SubAction Number
Select Printer for 3 11
Modify Priority | Save 2 12
Modify Hold time | Save 2 13




Odin View Stack - Envelopes

User Action Action Number SubAction Number

Remove envelope from stack 2 14

Odin View Stack - Jobs

User Action Action Number SubAction Number
Select Printer 3 11
Reset Job To 3 15
Remove Job 2 17

Odin View Stack - Open Jobs

User Action Action Number SubAction Number

Creating stack 2 5

Odin View Stack - Open Envelopes

User Action Action Number SubAction Number

Release 4 8

Deactivating Audit Logging

To deactivate audit logging:

1. From the %Composerdir% directory, open the required configuration file with a text editor that
supports UTF-8:

« Todeactivate audit logging for Studio user actions, open Composer.Studio.exe.config.

« Todeactivate audit logging for Web Client user actions, open
Composer.MWS.exe.config.

« Todeactivate audit logging for Odin user actions in Studio, open
Composer.OWS.exe.config.

Search for the <AuditRoutes> element.
Delete the <Route> element within the <AuditRoutes> element.
Save and close the file.

o bk~ D

Restart the following services:



o Composer.Core
o Composer.MWS
o Composer.OWS

About Splunk Logging

This section describes how to configure Content Composer to send log information to Splunk.

Configuring Content Composer for Splunk
To configure Content Composer to send log information to Splunk:
1. From the %Composerdir% directory, open the required configuration file, for example
Composer.Studio.exe.config, with a text editor that supports UTF-8.
2. Search forthe <AuditRoutes> element.
3. Within the <AuditRoutes> element, add the following lines:
<Route name="Logging Community Splunk coco" >
<add key="Splunk"
value="http://localhost:8088/services/collector"/>
<add key="SplunkToken" value="SplunkTokenNumber"/>
<add key="minimum-level" value="Debug"/>

<add key="include-profiles" value="mws" />
</Route>

4. Replace 1ocalhost with the address of the Splunk server.
5. Replace the splunkToken value with the Splunk token.
6. Optional. Modify the minimum-level and include-profiles values according to your needs.

For more information, see Route Configuration.
7. Optional. Add any additional keys as desired.
For more information, see Splunk Route Configuration Keys.
8. Save and close the file.
9. Restart the respective application.
10. Restart the following services:
o Composer.Core
o Composer.MWS
o Composer.OWS
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Splunk Route Configuration Keys

The following table lists the keys available for the Splunk route configuration:

Key Description
Splunk Address of the Splunk server.
Example

http://rdv-splunk:8088/services/collector

SplunkToken Token used by the Http Event Collector (HEC) to send data and application events
to the Splunk server.

Splunkindex Index name of the token.

(optional)

SplunkSource Name of the file, stream, or other input from which a particular event originates.

(optional)

SplunkHost (optional) | Name of the Splunk host.

SplunkSourceType Determines how Splunk processes the incoming data stream into individual events
(optional) according to the nature of the data.

User Management Configuration

About User Management
This chapter describes the available options for user authentication and user authorization.

User authentication verifies user name and password while user authorization determines the user groups in
the user store.

These groups are mapped to Content Composer roles to determine the user rights in the Content Composer
applications.

Content Composer does not provide an own user store. Instead, Content Composer uses one of the following
user stores:

« Windows Domain or Workgroup
« LDAP

Configuring Windows Authentication Using a Workgroup or a Domain
Controller

This configuration option uses the Windows user store to authenticate and authorize users.

Use this option if no LDAP server is available.
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To configure Windows authentication using a workgroup or a domain controller, complete the following steps.

1. Enable Windows authentication. See Enable Windows authentication for more information.

2. From the %Composerdir% directory, open UserRepository.config with a text editor that
supports UTF-8.

3. Set the profileReadOption attribute value to None.
4. Save and close the file.

Result No profile attributes are available for users and roles. The configured attributes are only available with
the configured default values. The system determines the user to roles assignment from Windows.

Configuring Windows Authentication by a Domain Controller with LDAP
This configuration option uses the Windows user store (domain or workgroup) to authenticate users.
For authorization, you can configure either to use the Windows user store or LDAP.

If required, the system reads the user and role attributes from the LDAP server.

Complete one of the following substeps.

« If the system uses the Windows user store for authentication and authorization, complete the
following substeps to determine the assignment of users to roles from Windows.
« Enable Windows authentication. See Enable Windows authentication for more
information.

« From the %Composerdir% directory, open UserRepository.config with a text editor
that supports UTF-8.

« Set the profileReadOption attribute value to either All, Role, None, or User.
Example

<userRepository systemOId="cc" roleMapper="Std Mapping"
userProfile="Std Profil" profileReadOption="None"
userStore="Windows" />

« Save and close the file.

« Ifthe system uses the Windows user store for authentication and the LDAP server for
authorization, complete the following substeps to determine the assignment of users to roles from
LDAP.

Note: The configuration file UserRepository Ldap.config contains the LDAP server-specific
settings. Modify this file before enabling LDAP authorization.
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« Maintain the user and group assignment in LDAP.

« From the %Composerdir% directory, open Composer.Core.exe.config with a text
editor that supports UTF-8.

o Ifthe <serviceCredentials> element exists in the file, remove the element or
comment it out.

Example Example

<behavior name="STSBehaviour">
<!-- <serviceCredentials>
<userNameAuthentication
userNamePasswordValidationMode="Custom"
customUserNamePasswordValidatorType="ModusSuite.Runtime.STS.Ld
apUserNamePasswordValidator,
ModusSuite.Runtime.STSRuntimeService" />
</serviceCredentials> -->
</behavior>

« Save and close thefile.

« From the %Composerdir% directory, open UserRepository.config with a text editor
that supports UTF-8.

« Set the userStore attribute value to LDAP.
« Set the profileReadOption attribute value to either All, Role, None, or User.

Example

<userRepository systemOId="cc" roleMapper="Std Mapping"
userProfile="Std Profil" profileReadOption="None"
userStore="LDAP" />

« Save and close the file.

Enabling Windows Authentication
To enable Windows authentication, complete the following steps.
This change affects the following Content Composer applications.

« Content Composer Studio when launched with start parameter /credentials:input.

« Content Composer Client when launched with start parameter /credentials:input.

« Content Composer Web Client

1. From the %Composerdir% directory, open Composer.Core.exe.config with a text editor that
supports UTF-8.

2. Ifthe <serviceCredentials> element exists in the file, remove the element or comment it out.

Example

<behavior name="STSBehaviour">
<!-- <serviceCredentials>



<userNameAuthentication
userNamePasswordValidationMode="Custom"
customUserNamePasswordValidatorType="ModusSuite.Runtime.STS.LdapUserNa
mePasswordValidator, ModusSuite.Runtime.STSRuntimeService" />
</serviceCredentials> -->
</behavior>

3. Save and close the file.

4. From the %Composerdir% directory, open the UserRepository.config file with a text editor that
supports UTF-8.

5. Setthe userStore attribute value to Windows.
6. Save and close the file.
7. Restart the Composer.Core service.

Configuring LDAP Authentication
This configuration option uses the LDAP server to authenticate and authorize.

The configuration file UserRepository_Ldap.config contains the LDAP server-specific settings. Modify this
file before enabling LDAP authorization.

To configure LDAP authentication, complete the following steps.

1. If required, maintain the user and role-attributes as well as the password and group assignments in
LDAP.

2. From the %Composerdir% directory, open Composer.Core.exe.config with a text editor that
supports UTF-8.

3. Search for the following lines.

<behaviors>
<serviceBehaviors>
<behavior name="STSBehaviour">

4. Withinthe <behavior name="STSBehaviour"> element, add the following
<serviceCredentials> element.

<behavior name="STSBehaviour">

<serviceCredentials>

<userNameAuthentication

userNamePasswordValidationMode="Custom"
customUserNamePasswordValidatorType="ModusSuite.Runtime.STS.LdapUserN
amePasswordValidator, ModusSuite.Runtime.STSRuntimeService" />

</serviceCredentials>

</behavior>

5. Save and close thefile.

6. From the %Composerdir% directory, open UserRepository.config with a text editor that
supports UTF-8.
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7. Set the userStore attribute value to LDAP.
8. Set the profileReadOption attribute value to either All, Role, None, or User.

9. Save and close the file.

10. Restart the Composer.Core service.

11. To be able to enter the LDAP user name and password when launching Composer Studio and
Composer Windows Client, use the CMD line parameter credentials:input.

Example Composer.Studio.exe -credentials:input

For more information, see Studio start parameters.

Result LDAP performs the user authentication and determination of user groups. The system determines the

assignment of users to roles from LDAP. If required, the system reads the users and role profiles from LDAP.

Modifying General User Repository Settings

To modify general user repository settings, complete the following steps.

1. From the %Composerdir% directory, open UserRepository.config with a text editor that

supports UTF-8.

2. Verify and change the settings if required.

Attribute Description

systemOld Object id of the system the role mapping and the user profile load
from after a user has been authorized successfully.

roleMapper Name of the role mapping object used to link groups to roles.
For more information, see "Role Mappings" in the Content Composer
Studio Help.

userProfile Name of the user profile object used to link LDAP attributes to

Content Composer attributes.

For more information, see "Profiles" in the Content Composer Studio
Help.

profileReadOption

Specifies whether user profiles and roles are read from LDAP.
This setting depends on the parameter userStore.

In this way, for example, it is possible to read users from Windows
user management, but read profiles from LDAP.

Note: If no user or role attributes are defined, set the value to None.

Possible Values




Attribute Description

« None: No user or role attributes are read from LDAP. The
system uses the default values.

o User: The user attributes are read from LDAP. The role-
attributes are not read from LDAP, the system uses the
default values.

Note: This setting requires a valid UserRepository_
Ldap.config file.

« Role: The role attributes are read from LDAP. The user-
attributes are not read from LDAP, the system uses the
default values.

Note: This setting requires a valid UserRepository_
Ldap.config file.

« All: Both user and role attributes are read from LDAP.

Note: This setting requires a valid UserRepository_
Ldap.config file.

userStore Specifies where the system obtains user and group information.
Possible Values

« Windows: Information is read from Windows user
management.

o« LDAP: Information is read from LDAP.

Sample Configuration

<?xml version="1.0" encoding="utf-8" ?>

<userRepository

systemOId ="dm"

roleMapper = "Std Mapping"
userProfile = "Std Profil"
profileReadOption = "None"
userStore = "Windows"

/>

Modifying User Repository Settings for LDAP
To configure the settings for LDAP usage, complete the following steps.

1. From the %Composerdir% directory, open UserRepository_LDAP.config with a text editor that
supports UTF-8.



2. Verify and change the settings if required.

Attribute

Description

connectionString

Connection information to the LDAP server.
Syntax

LDAP://Host:Port/BaseDN

Host: LDAP-Server

Port: Standard: 389, when using SSL: 636

BaseDN: Root-Node in LDAP where user and group
containers are stored.

Example: "LDAP://localhost:389/DC=DMS—
PE, DC=DE"

connectionProtection

None: Default value

SignAndSeal: Secures the connection by digital signing and
encryption of all packets sent to the server.

SSL: Connection is made via SSL connection.

adminUser

Administrator user account read from LDAP. This user
requires read rights for all user and group containers.

Example: "CN=Administrator, CN=Users, DC=dms-
pe,DC=de"

adminPassword

Password for this user, encrypted using the tool
Encoder.exe.

groupContainerDN

Name of the container where groups are defined in LDAP.

If this parameter is not empty, the search for the group starts
in this container.

If this parameter is empty, the search for the group starts in
the BaseDN specified in the parameter ConnectionString.

We recommend leaving this parameter empty ("").

userContainerDN

Name of the container where users are defined in LDAP.

If this parameter is not empty, the search for the user starts in




Attribute

Description

this container.

If this parameter is empty, the search for the user starts in the
BaseDN specified in the parameter ConnectionString.

We recommend leaving this parameter empty ("").

groupFilter

Search filter to identify the LDAP class for groups.
Example of Microsoft Active Directory

(& (0bjectCategory=group) (objectClass=group)
{01})

The LDAP class for groups has the attribute
objectCategory=group and objectClass=group.

{0} is automatically replaced with the group name specified in
the element AttributeMapGroupName, for example
(member=CN=Test User,CN=Users, DC=dms-

pe, DC=de).
The following filter can be used to find the group Admin:

(& (objectCategory=group) (objectClass=group)
(member=Admin)

If, for example, the LDAP class only has the attribute
objectClass, the definition looks as follows:

(& (objectClass=group) {0})

Note: The character "&" must be replaced by &amp; in the
configuration file.

userFilter

Search filter to identify the LDAP class for users.
Example of Microsoft Active Directory

(& (objectCategory=person) (objectClass=user)

{0})

The LDAP class for users has the attribute
objectCategory=person and objectClass=user

{0} is automatically replaced with the user name specified in
the element At tributeMapUserName, for example
(sAMAccountName=Miller).




Attribute Description

The following filter can be used to find the user Miller:

(& (objectCategory=person)
(objectClass=person) (sAMAccountName=Miller)

If, for example, the LDAP class only has the attribute
objectClass, the definition looks as follows:

(& (objectClass=person) {0})

Note: The character "&" must be replaced by &amp; in the
configuration file.

attributeMapGroupName Attribute used to identify the groups a user belongs to, for
example "member”.

attributeMapUserName Attribute used to identify a user, for example
"sAMAccountName".
includeLocalGroups TRUE: Include local groups belonging to global groups.

FALSE: Does not include local groups.

Sample Configuration

<?xml

version="1.0" encoding="utf-8" 2>

<userRepository Ldap

{op)"

/>

connectionString = "LDAP://localhost:389/DC=DMS-PE, DC=DE"
connectionProtection = "None"

adminUser = "CN=Administrator,CN=Users, DC=dms-pe, DC=de"
adminPassword = "password

groupContainerDN = ""

userContainerDN = ""

groupFilter = " (&amp; (objectCategory=group) (objectClass=group)
userFilter = " (&amp; (objectCategory=person) (objectClass=user) {0})"
attributeMapGroupName = "member"

attributeMapUserName = "sAMAccountName"

includeLocalGroups = "TRUE"
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Available Standard Processes

MWS Cleanup Process
About the MWS Cleanup Process

The process MWS_Standard_Cleanup is a predefined process that you can use to delete the following
objects from the MWS database and the file system:

« MWS sessions older than the number of days specified in the script variable sessionAgeInDays.
The default value is 30.

« Finished MWS processes.
The MWS cleanup process consists of the following objects:

« The process MWS_Standard_Cleanup.
« The scripts MWS_Standard_Cleanup and MWS_Standard_Cleanup_ErrorHandler.
For more information, see "About MwsAssistantManager" in the Content Composer Studio Help.

Importing the MWS Cleanup Process
To import the MWS_Standard_Cleanup process, complete the following steps in Content Composer Studio.
|
1. Onthe Administration tab, click the Repository Import H button.
2. Inthe Specification of the import directory box, enter mws_cleanup.

3. Onthe Repository Import tab, click the Execute D
From the Navigator, open the MWS_Standard_Cleanup process.

5. Inthe upper Editor pane, select the Timer object and if required, modify the properties in the
Object Inspector.

button.

6. Inthe lower Editor pane, select the MwsAssistantManager component and then, in the Object
Inspector, select the DB Alias that contains the connections details to the MWS database.

7. Optional. Modify the Condition property.
The predefined value MWS _STATUS=2 deletes all MWS processes with the status Finished.

Example

To delete all processes that have been completed for at least 5 days, modify the condition as
follows:

For SQL Server: MWS_STATUS = 2 and DATEDIFF(day, MWS_ LASTSAVED, CURRENT
TIMESTAMP) < 6

For Oracle: MWS_STATUS = 2 and (SYSDATE-mws_lastsaved < 6)

8. Optional. To change the number of days after MWS sessions are deleted by the MWS_Standard_
Cleanup process, complete the following substeps.
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1. Inthe upper Editor pane, select the MWS_Cleanup object.
From the Object Inspector, open the MWS_Standard_Cleanup script.
3. Inthe script. find the sessionAgeInDays variable and change its value as needed.

Example sessionAgeInDays = 20

9. Save your changes.

10. Onthe Process Designer Tools tab, under Create, click the Compile rj button.
11. Configure a Content Composer Windows service to host the MWS_Standard_Cleanup process.
For more information, see Hosting Processes

Odin Cleanup Process

About the Odin Cleanup Process

The process Odin_Standard_Cleanup is a predefined process that you can use to delete the following
objects:

« Odin processes without assigned jobs.
« Afinished or to be deleted Odin stack.
For more information, see "About OdinDbTasks" in the Content Composer Studio Help.

Importing the Odin Cleanup Process
To import the Odin_Standard_Cleanup process, complete the following steps in Content Composer Studio.

The script Odin_Standard_Cleanup used by the process is fully functional and does not need modification.

|
. On the Administration tab, click the Repository Import :H button.
2. Inthe Specification of the import directory box, enterodin cleanup.

3. Onthe Repository Import tab, click the Execute D

4. From the Navigator, open the Odin_Standard_Cleanup process.

5. Inthe upper Editor pane, select the Timer object and if required, modify the properties in the
Object Inspector.

6. Inthe lower Editor pane, select the OdinDbTasks component and then, in the Object Inspector,
select the required DB Alias.

—_

button.

7. Save your changes.

8. Onthe Process Designer Tools tab, under Create, click the Compile rj button.
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OdinOnBaseArchive Process

About the OdinOnBaseArchive Process

The process OdinOnBaseArchive_Standard is a predefined process that you can use to prepare documents
ready for archiving for the import into the OnBase archive.

For more information, see "About OdinOnBaseArchive" in the Content Composer Studio Help.

Importing the OdinOnBaseArchive Process

To import the OdinOnBaseArchive_Standard process, complete the following steps in Content Composer

Studio.

1.
2.

10.

11.

12.

E |
On the Administration tab, click the Repository Import :H button.
In the Specification of the import directory box, enter 0dinOnbaseArchive proc.

On the Repository Import tab, click the Execute D
From the Navigator, open the OdinOnBaseArchive_Standard process.

In the upper Editor pane, select the Timer object and if required, modify the properties in the
Object Inspector.

button.

In the lower Editor pane, select the OdinOnBaseArchive component and then, in the Object
Inspector, select the required DB Alias.

In the Object Inspector, select the HotFolderDirectory property and enter or browse to the
directory where you want to store the archived documents.

Select the StackSelect property and specify the required SQL statement.
Optional. Select the TraceFileName property and enter or browse to the Compart trace file.
Complete one of the following substeps.
« If you are using a Microsoft SQL Server database, rename the lookup table OdinSQL_
MS_SqlServer to OdinSQL.

« If you are using an Oracle database, rename the lookup table OdinSQL_Oracle to
OdinSQL.

Save your changes.

On the Process Designer Tools tab, under Create, click the Compile E button.

ScheduledTransfers Process

About the ScheduledTransfers Process

The process ScheduledTransfers is a predefined process that you can use to execute predefined transfer

jobs.

For more information, see "About Transfer Jobs" and "About Transfer" in the Content Composer Studio Help.
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Importing the ScheduledTransfers Process

To import the ScheduledTransfers process, complete the following steps in Content Composer Studio.

—_

8.

-
. Onthe Administration tab, click the Repository Import :H button.

In the Specification of the import directory box, enter 1ifecycle proc.

P

From the Navigator, open the ScheduledTransfers process.

On the Repository Import tab, click the Execute button.

In the upper Editor pane, select the Timer object and if required, modify the properties in the
Object Inspector.

In the lower Editor pane, select the Transfer component and then, in the Object Inspector, select
the required DB Alias.

Save your changes.

On the Process Designer Tools tab, under Create, click the Compile rj button.

Hosting Processes

Installing a Windows Service

Toinstall a Windows service to host a Content Composer process, complete the steps in the following topics.

1. Copy the required files. See Copying the Required Files for more information.

3.
4.

Modify the configuration files. See Modifying the Newly Created Configuration File for more
information.

Specify the processes. See Specifying the Processes for more information.
Register the service. See Registering the Service for more information.

Copying the Required Files

To copy the files, complete the following steps.

1.
2.
3.

In the %Composerdir% directory, create a copy of Composer.WindowsServiceHost.exe.
Rename the copied file to a meaningful name.

In the %Composerdir% directory, create a copy of the CONFIG file
Composer.WindowsServiceHost.exe.config.

Rename the copied CONFIG file to the same name as the EXE file, except for the extension
.config.

« Copy Composer.WindowsServiceHost.exe to BatchServiceHost.exe.
« Copy Composer.WindowsServiceHost.exe.config to BatchServiceHost.exe.config.
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Modifying the Newly Created Configuration File
To modify the new configuration file, complete the following substeps.

1. Openthe new CONFIG file created in Copying the Required Files with a text editor that supports
UTF-8.
2. Find the line beginning with

<add name="tracefile listener" type=

3. Modify the initializeData attribute to the name of the log file.

Example <add name="tracefile listener"
type="ModusSuite.Common.SystemFramework.DailyTracelListener,
ModusSuite.Common.SystemFramework" delimiter=";"
initializeData="BatchServiceHost_log.txt"
traceOutputOptions="DateTime"/>

4. |If the process creates documents, to specify the Microsoft Word template, complete the following
substeps.
1. Search for the node <appSettings>.
2. Ifthe Normal.dotm is located in the installation directory, add the following line.
<add key="wordtemplate" value="%$Composerdir%Normal.dotm" />

Note: The installation created an environment variable named %Composerdir%,
which contains the path to the Content Composer Studio installation directory.

3. Ifthe Normal.dotm is not located in the installation directory, add the following line,
replacing PathToNormal . dotm with the path of the required Normal.dotm.
<add key="wordtemplate"
value="PathToNormal.dotm\Normal.dotm" />

5. Save and close thefile.

Specifying the Processes
To specify the preferred processes in the configuration file, complete one or both of the following steps.

Note: If you configure both alternatives, the single processes start first and after that those processes that are
referenced through an alias table.

« To configure a single process, complete the following substeps.
« Inthe configuration file, find and uncomment the following lines.

<processes>
<!-- each process-element represents a process that will be
started -->
<l--

<process name="ModBatch XmlFile" reference="ModBatch
XmlFile|29012008-13-prc-modb|2048|Process|None|modstd
megatron"/>

-——>
</processes>
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« Change the name attribute to the name of the process you want to configure.

Example <process name="Process_ConvertMultipleFiles"
reference="ModBatch XmlFile|[29012008-13-prc-
modb | 2048 | Process |None |modstd megatron"/>

Note: To configure more than one process, duplicate the line.

« Launch Content Composer Studio.
« Inthe Navigator pane, right-click the process and then click Show Object Information.
« Inthe Output pane, copy the text displayed after SystemObjectID:

Example

RepositoryReference:

Name, ObjectID, database ID, objectType, referenceType,
SystemObjectID: Process_ConvertMultipleFiles|20112009-432-prc-
dm| 985 | Process |None |dm

« Inthe configuration file, paste the text as content of the reference attribute.
Example

<process name="Process ConvertMultipleFiles"
reference="Process_ConvertMultipleFiles|20112009-432-prc-
dm| 985 | Process |None |dm"/>.

« Optional. If you want to run the same process multiple times, duplicate the
corresponding line and then change the name attribute.

Example

<processes>

<process name="ODIN Rendition 1" reference="0din
Rendition|19022011-10-prc-odv|2233|Process|None |modstd
megatron" />

<process name="ODIN Rendition 2" reference="0din
Rendition|19022011-10-prc-odv|2233|Process|None|modstd
megatron" />
</processes>

« To configure processes referenced through an alias table, complete the following substeps.
« Inthe configuration file, find and uncomment the following lines.

<aliastables>
<!--

<aliastable name="batchProcesses"
systemoid="mod5processes"/>

-——>
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</aliastables>

« Change the name attribute to the name of the alias table.

« Change the systemoid attribute to the ID of the system where the alias table resides.
Notes
If you configure more than one alias table, ensure that no identical aliases are created,
as this could lead to an exception.
As an alias can contain a number of references to different objects, the following rules
apply:

« Only normal processes will be handled (no MWS processes or other types)

« If akey contains multiple processes, the first is given the key name as
instance ID and all the others are given the key name plus an additional
incremental counter beginning with one, for example OdinOnline 1.

Registering the Service
To register the service in the Windows Service administration, complete the following steps.

1. Open a command prompt window as an administrator and navigate to the %Composerdir%
directory.

2. Execute the following command, replacing the placeholders with the required parameters.

Install Composer service "[ServiceName]" "[DisplayName]" "
[ImageName]" " [Description]"
Parameter Description
ServiceName Name of the service in the service administration.
DisplayName Display name of this service in the service management console.
ImageName Name of the EXE file.
Description Description of the service in the service administration.
Example

Install Composer service "BatchService" "BatchServiceComposer"
"BatchServiceHost.exe" "Composer Tools Service"

Modifying the Configuration Files
To complete the configuration, complete the following steps.

1. From the %Composerdir% directory, open Composer.Studio.exe.config with a text editor that
supports UTF-8.
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11.

Search for the lines that begin as follows:

<endpoint name=

Duplicate one of the existing endpoint elements.
Set the name attribute to the name of the process.

Inthe address attribute, set the port number to a port that is not already used by another endpoint.

Example

<endpoint name="CoCoProcess_SVC"
address="http://localhost:4724/RemoteControlService"
binding="wsDualHttpBinding"
bindingConfiguration="Bindingl"

contract="ComposerSuite.Runtime.RemoteControlContract.IRuntimeControlS
ervice" />

Save and close the file.

From the %Composerdir% directory, open RemoteControl.config with a text editor that
supports UTF-8.

Search for the lines that begin as follows:

<service name=

Duplicate one of the existing service elements.

Set the name attribute to the name of the endpoint you have just created in the
Composer.Studio.exe.config in the steps above.

Set the di splay attribute within the service element to a meaningful name.
Example

<service name="CoCoProcess SVC" display="Composer Process Service"
runtime="TRUE" endpoint="RemoteControlService"/>

The following example monitors a local computer with five services.

<remotecontrol>
<computers>
<computer name="." display="cocal computer">
<services>
<service name="Composer.Core.SVC" display="Core"
runtime="true" endpoint="RemoteControlServiceCore"/>
<service name="Composer.MWS.SVC" display="MWS"
runtime="true" endpoint="RemoteControlServiceMwsS"/>
<service name="Composer.XWS.SVC" display="XWS"
runtime="true" endpoint="RemoteControlServiceXws"/>
<service name="Composer.OWS.SVC" display="OWS"
runtime="true" endpoint="RemoteControlServiceOWs"/>
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12.
13.

14.

15.

16.

17.

<service name="CoCoProcess SVC" display="Composer Process

Service" runtime="true" endpoint="RemoteControlService"/>

</services>
</computer>
</computers>
</remotecontrol>

Attribute Description

name Display name of the service in Windows Services.

display The text displayed in Windows Services.

runtime Possible Values:
True: Runtime service
False: Windows service
You can also configure a runtime service with the setting FALSE if the
process run in it do not need to be shown.
This is for example useful when a runtime hosts only web services and does
not have to execute processes.

endpoint The endpoint for WCF communication for a runtime service.

Save and close the file.

Open the new CONFIG file created in Copying the Required Files with a text editor that supports

UTF-8.

Search for the lines that begin as follows:

<remotecontrol address="http:

Specify the port number of the endpoint address that you defined in
Composer.Studio.exe.config.

Example <remotecontrol
address="http://127.0.0.1:4724/RemoteControlService" />

Find the following line.

<service name="ComposerSuite.Runtime.RemoteControlService">

Set the port number to the same port number as in the previous step.

Example

<services>




<service name="ComposerSuite.Runtime.RemoteControlService">
<endpoint
address="http://127.0.0.1:4724/RemoteControlService"
binding="wsDualHttpBinding"
bindingConfiguration ="RemoteControlBinding"

contract="ComposerSuite.Runtime.RemoteControlContract.IRuntimeControlS
ervice"/>

18. Save and close thefile.

Uninstalling a Windows Service
To uninstall a Windows service, complete the following step.

1. Open a command prompt window as an administrator and navigate to the %Composerdir%
directory.

2. Execute the following command, replacing the [ServiceName] with the service name you want
to uninstall.

Uninstall Composer service.cmd [ServiceName]
Example

Uninstall Composer service.cmd BatchService

Preparing Databases for Full-Text Search

Oracle
The required Oracle Text index is part of a standard Oracle configuration.

Depending on the operating system in use, it might be necessary to add an appropriate XPS extension.

SQL Server
Check the availability of the SQL Full Text index on your system.

Information on full-text search can be found here:
http://msdn.microsoft.com/en-us/library/ms403375%28SQL.90%29.aspx
http://technet.microsoft.com/en-us/library/ms142497.aspx
http://technet.microsoft.com/en-us/library/ms142499.aspx

IFilters

The search inside binary files requires IFilters, for example for .PDF and MS Office files:

Adobe PDF IFilter 9 (64-bit) Link : ftp://ftp.adobe.com/pub/adobe/acrobat/win/9.x/
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ftp://ftp.adobe.com/pub/adobe/acrobat/win/9.x/

File name: PDFiFilter64Installer.zip

Microsoft Office 2010 Filter Packs http://www.microsoft.com/download/en/details.aspx?id=17062

Microsoft XPS Viewer (Windows 7, Make sure the MS XPS Viewer is installed or, in Windows 2008 R2,
Windows 2008 Server) the corresponding feature is enabled.

1. Download and install the appropriate filters.
2. Execute this code on your SQL Server:

exec sp fulltext service 'load os resources', 1;
exec sp_fulltext service 'verify signature', 0;
go

3. Restart SQL server and check if IFilters are installed, for example .PDF and .DOCX.

exec sp_help fulltext system components 'filter';
XPS Extension

Depending on the operating system in use, it might be necessary to add an appropriate XPS extension.

Importing a Transfer Job

To import a previously exported transfer job into a Content Composer system, complete the following steps.

For more information, see "Transfer Jobs" in the Content Composer Studio Help.

1. Onthe Content Composer server, open a command prompt window as an administrator and
navigate to the %Composerdir% directory.

2. Execute the following command, replacing the placeholders with the required parameters.

TransferConsole.exe -SysOId: [SystemObjectId] -Dir:[Directory] -
Action:import -SetReadOnlyFlag: [yes/no]

Parameter Description

SysOld Object Id of the Content Composer system to which the transfer job
is imported.

Dir Directory on the file system.

Action Action to execute.
import: Import the transfer job from the specified directory into the
specified system.
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Parameter Description

SetReadOnlyFlag Possible Values

Yes: Set the read-only flag for all imported objects to true.

No: Set the read-only flag for all imported objects to false.

Example

The following command imports the transfer job from the subdirectory Invoices into the Content
Composer system with the system object-id Prodsystem and sets the read-only flag for all
imported objects to True.

TransferConsole.exe -SysOId:ProdSystem -Dir:Invoices -Action:import -
SetReadOnlyFlag:yes

About System Access Control

With system access control enabled, access is denied to any system for which the role does not explicitly
allow access.

It is therefore essential to configure the system access rights in Content Composer Studio before you
enable system access control.

Access rights for a Content Composer Windows Service

The Windows user account assigned to the execution of the Windows service requires the following access
rights.

« Access right to the Content Composer system that contains the Content Composer process to be
executed.

« Access rights to the source and target system of the executed transfers, if the Transfer component
is used in the Content Composer process to be executed.

Access rights for Content Composer Client Users

« Content Composer Client users need access to the system that contains the MWS process used
by the MWS server.

For more information, see mws element in Composer.MWS.exe.config.

« If Odin views are enabled in Content Composer Client, users need access to the system that
contains the Odin view query definitions.

For more information, see Configuring Odin Views for the Client.
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Enabling System Access Control
To enable system access control, complete the following steps.

Prerequisite
Configure the system access rights in Content Composer Studio before you activate system access control.

For more information, see "Roles" in the Content Composer Studio Help.

1. From the %Composerdir% directory, open Composer.Core.exe.config with a text editor that
supports UTF-8.

2. Search for the line that begins as follows:

<add key="rws enable access check" value=

3. Setthe value attributeto 1.
Example <add key="rws enable access check" value="1"/>

Note: To disable system access control, set the value attribute to 0.

4. Save and close the file.

About Cache Management

Cache Management allows to remove objects automatically from the cache.
Cache Management removes objects from the cache in the following cases:

« The user modifies and saves an object in Content Composer Studio.
« After successfully completing a transfer.
« After successfully revoking a transfer.

Enabling Cache Management

To enable the Cache Management, complete the following steps.

1. From the %Composerdir% directory, open Composer.Core.exe.config with a text editor that
supports UTF-8.

2. Searchforthe <appSettings> element.

3. If the following entries do not exist, insert them. If the entries are commented out, remove the
comment characters.

<appSettings>

<add key="rwsMulticastIP" value="224.100.0.1" />
<add key="rwsMulticastPort" value="9050" />

<add key="rwsMulticastTTL" value="50" />

<add key="rws_sendudpmessage" value="y" />

</appSettings>

4. Modify the values if required.
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Key Description

rwsMulticastIP IP address of the multicast group.
The IP must be within the range of 224.0.0.0 - 239.255.255.255.
Note:

« Routers must support UDP multicasting.
« If the entry is missing, objects will not be removed from the

cache.
rwsMulticastPort The port to use.
rwsMulticastTTL Defines the Time To Live (TTL). TTL defines the maximum number of

routers a packet can pass before the router deletes the packet.

rws_ y: Cache Management is active.

sendudpmessage . .
n: Cache Management is not active.

5. Save and close the file.

6. Openthe Composer.Studio.exe.config file with a text editor that supports UTF-8 and then
complete the following substeps.

1. Search forthe <appSettings> element.
2. If the following entries do not exist, insert them. If the entries are commented out,
remove the comment characters.

<appSettings>

<add key="rwsMulticastIP" value="224.100.0.1" />
<add key="rwsMulticastPort" wvalue="9050" />
<add key="rwsMulticastTTL" value="50" />

</appSettings>

3. Modify the values if required.
Save and close the file.

5. Repeat the previous steps to empty the cache of the following services and tools by
modifying the respective CONFIG file.

Service / Tool CONFIG File

MWS service Composer.MWS.exe.config




Service / Tool CONFIG File

OWS service Composer.OWS.exe.config
XWS service Composer.XWS.exe.config
DocXCompiler DocXCompiler.exe.config
Composer.Tool Composer.Tool.exe.config

About OnBase Document REST API

This section describes the configuration settings needed to archive documents in an OnBase archive using
the OnBase Document REST API.

Follow the steps in Connecting to the OnBase Document REST API and Modifying the IdP Configuration File.

Connecting to the OnBase Document REST API

To enable Content Composer Studio to connect to the OnBase Document API and retrieve the existing
OnBase Document Types and Keywords, complete the following steps:

Note: Use the tool Encoder.exe available in the %Composerdir% directory to encode the values
foridpPasswordand idpClientSecret.

1.

2.

N o o ko

From the %Composerdir% directory, open Composer.Studio.exe.config with a text editor that
supports UTF-8.

If not already present, add the following lines within the <appsettings> element:
<add key="idpClientId" value="TestClientID" />
<add key="idpUserName" value="TestUserName" />
<add key="idpPassword"
value="3JZhHYWJIg9whrMda40lINgk4g9LHt3X9wYLwI8N/R6pw="" />
<add key="idpClientSecret" value="pCONzQQGwyRT5gAsegHbGg==" />
<add key="onbaseRestApiUrl" value="http://
[SampleHostName] /ApiServer/onbase/core/" />

Replace the value of the key idpClientId withthe IDP ClientID.

Replace the value of the key idpUserName with the user name of an IDP user account.
Replace the value of the key i dpPassword with the encoded password of an IDP user account.
Replace the value of the key idpClientSecret with the encoded value of the IDP secret.

Replace the host name in the value of the key onbaseRestApiUrl with the host name of your
API server.

Find the <configSections> element and verify that the following line exists within the element.

<configSections>
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10.

<section name="userRepository Idp"
type="ModusSuite.Common.SystemFramework.OAuth.IdpConfiguration,
ModusSuite.Common.SystemFramework" />

</configSections>

Find the line beginning with <odinSettings configSource= and add the following line
directly below.

<userRepository Idp configSource="UserRepository Idp.config"/>

Find the <runtime> element and add the assemb1yBinding element as in the following
example.

Example

<runtime>
<generatePublisherEvidence enabled="false"/>

<assemblyBinding xmlns="urn:schemas-microsoft-com:asm.v1">
<probing privatePath="NetCore2.1.1" />
<dependentAssembly>
<assemblyIdentity name="Newtonsoft.Json"
publicKeyToken="30ad4fe6b2a6aeed" culture="neutral" />
<bindingRedirect oldVersion="0.0.0.0-12.0.0.0"
newVersion="12.0.0.0" />
</dependentAssembly>
<dependentAssembly>
<assemblyIdentity name="System.IdentityModel.Tokens.Jwt"
publicKeyToken="31bf3856ad364e35" culture="neutral" />
<bindingRedirect oldVersion="0.0.0.0-6.5.1.0"
newVersion="6.5.1.0" />
</dependentAssembly>
<dependentAssembly>
<assemblyIdentity name="Microsoft.IdentityModel.Tokens"
publicKeyToken="31bf3856ad364e35" culture="neutral" />
<bindingRedirect oldVersion="0.0.0.0-6.5.1.0"
newVersion="6.5.1.0" />
</dependentAssembly>
<dependentAssembly>
<assemblyIdentity name="Microsoft.Extensions.Logging"
publicKeyToken="adb9793829ddae60" culture="neutral" />
<bindingRedirect oldVersion="0.0.0.0-2.2.0.0"
newVersion="2.1.1.0" />
</dependentAssembly>
<dependentAssembly>
<assemblyIdentity
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1.
12.

name="Microsoft.Extensions.Logging.Abstractions"
publicKeyToken="adb9793829ddae60" culture="neutral" />
<bindingRedirect oldVersion="0.0.0.0-2.2.0.0"
newVersion="2.2.0.0" />
</dependentAssembly>
<dependentAssembly>
<assemblyIdentity name="Microsoft.Extensions.Options"
publicKeyToken="adb9793829ddae60" culture="neutral" />
<bindingRedirect oldVersion="0.0.0.0-2.2.0.0"
newVersion="2.2.0.0" />
</dependentAssembly>
</assemblyBinding>
</runtime>

Save and close thefile.

To enable other Content Composer services to connect to the OnBase Document APl and use
the Monalisa library MLOnBaseDocumentApi to archive documents, repeat the previous steps
for the corresponding configuration files.

Modifying the IdP Configuration File

The file UserRepository_ldp.config contains the general IdP settings required by Content Composer Studio
and backend applications. Complete the following steps on the Content Composer Server and on each
computer on which Content Composer Studio is installed.

1.

From the %Composerdir% directory, open the UserRepository_ldp.config file with a text editor
that supports UTF-8.

Find the following attributes and update their values to the values of your IdP server configuration
provided by your IdP administrator.

e authority
e redirectUri: Use the redirectUri for Content Composer Studio.
e audience
e idpConfigurationURL
Example

<?xml version="1.0" encoding="utf-8" 2>
<userRepository Idp
authority = "https://[IDP-WEB-SERVER]/idp"
redirectUri = "http://localhost:4200/auth"
audience="https://[IDP-WEB-SERVER] /idp/resources"

idpConfigurationURL = "https://[IDP-WEB-SERVER]/idp/.well-
known/openid-configuration”
scopeAuthorizationCode= "openid group iam.user-catalog.read

offline access"
scopePasswordGrant = "openid group iam.user-catalog.read offline
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access"
groupKey = "group"
userKey = "username"

/>

3. Save and close thefile.

Load Balancer Configuration

To achieve optimal performance, scalability, and security, you can configure the following Content Composer

applications to work behind a load balancer:

Content Composer Server
Content Composer Studio
Content Composer Web Client

Note: A Content Composer system behind a load balancer communicates over TCP, so sticky or cookie-
based sessions are not supported.

Prerequisites

Content Composer version EP4 or higher.

Minimum two Content Composer REST API servers for communication with Content Composer
Studio and Web Client.

For more information, see "About Configuring the MWS REST APl Communication Channel" in the
Content Composer Installation Guide.

A front-end web server. The Content Composer Web Client must be hosted in 1IS on another
system or one of the Rest API servers.

A load balancer server and its DNS name.
A Content Composer Studio installation on a computer other than the servers.
A database server, accessible from the Content Composer servers and Content Composer Studio.

At least two different IP ports, one for WCF communication between the Content Composer
services and Content Composer Studio, and another port for the MWS Rest API and Content
Composer Web Client.

All Content Composer servers must have access to the shared network directory in which the
configuration files reside.

The Windows user account that executes the Content Composer service Composer.Core must
have full access to the shared network directory.

An SSL certificate. For more information, see Installing the Certificate.

Content Composer servers and Studio must be configured so that they all use the same port that is
open for external network communication.
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« Content Composer server, Studio, and Web Client must be configured to use HTTPS.

« The Content Composer servers must be configured to use a common database using the database
server name.

« The Content Composer servers must be configured to use a shared folder to access the shared
configuration files.

o The system must support TLS 1.2

Backing Up the Configuration Files
To back up the configuration files:

« Onthe Content Composer server, from the %Composerdir% directory, copy the following files to
a backup directory:
« Composer.Core.exe.config

« Composer.MWS.exe.config

« Composer.OWS.exe.config

o Composer.XWS.exe.config

« Composer.Studio.exe.config

o Composer.WindowsServiceHost.exe.config

Environment Variables
You can use environment variables to specify the paths in the configuration files.
Example

<appSettings>

<add key="rws config" value="%MySharedPath%\repository.config" />

<add key="systemlayout config" value=%MySharedPath%\systemlayout.config"
/>

Installing the Certificate

Prerequisite
An SSL certificate from a certificate authority or a self-signed certificate.
This certificate must have a subject name or subject alternative name that matches the DNS name of your

load balancer server and "localhost" for the HTTPS communication between the Content Composer services
on the same machine.

1. Import your SSL certificate into the certificate stores Personal and Trusted Root Certification
Authorities of all Content Composer servers and Content Composer Client computers.
2. Tobind the certificate to the port number, complete the following substeps:
1. Open the certificate.
2. Onthe Details tab, find the Thumbprint field and copy its value to the clipboard.
3. Opena Command Prompt window with Administrator rights.



4. Execute the following command, replacing [ PortNr] with the port number used in the
Content Composer server configuration files and [ Thumbprint] with the thumbprint
value of your certificate.

netsh http add sslcert ipport=0.0.0.0:[PortNr] certhash=
[Thumbprint] appid=[any GUID]

Note: Binding is not needed for Content Composer Client computers.

IP Network Port Configuration

This section describes how to change the configuration so that only one IP port is used for all Content
Composer services and Content Composer Studio using WCF communication. The examples in this section
are using port 8100.

Follow the instructions in the following topics:

L]

L]

Modifying Composer.Core.exe.config to use one IP Port

Modifying Composer.MWS.exe.config to use one |IP Port

Modifying Composer.OWS.exe.config to use one IP Port

Modifying Composer.XWS.exe.config to use one IP Port

Modifying Composer.WindowsServiceHost.exe.config to use one IP Port
Modifying Composer.Studio.exe.config to use one IP Port

To use Content Composer Web Client, you must have the MWS Rest API endpoint enabled on the server
listening on a different IP port. For more information, see Content Composer Web Client Configuration for
Load Balancing.

Modifying Composer.Core.exe.config to use one IP Port

To modify Composer.Core.exe.config:

1.

From the %Composerdir% directory, open Composer.Core.exe.config with a text editor that
supports UTF-8.

Within the <appsSettings> element, change all IP ports to the same number, in the following
example 8100:

Example
<appSettings>
<add key="rws" value="http://localhost:8100/rws" />

<add key="sts" value="http://localhost:8100/sts" />
<add key="login" value="http://localhost:8100/mur/login"™ />
<add key="mur" value="http://localhost:8100/mur/data" />

3. Withinthe <crossbomainServices> element:

1. Comment out the first <add baseAddress line.
2. Inthe second <add baseAddress line:
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« Changehttpstohttp.
« Change localhost tothe DNS name of the load balancer server.
« Changethe IP portto 8100.

Example

<crossDomainServices policy="%Composerdir%ClientAccessPolicy.xml">
<baseAddresses>
<!-- <add baseAddress="http://localhost:8011/"/> -—>
<add baseAddress="http://[DNS name of the load balancer
server] :8100/"/>
</baseAddresses>
</crossDomainServices>

Below the line <service name="STS" behaviorConfiguration ="STSBehaviour" >:
« Change localhost tothe DNS name of the load balancer server.
« Changethe IP portto 8100.

o AddthelinebindingConfiguration="STS
WindowsBindingConfiguration".

Example
<service name="STS" behaviorConfiguration ="STSBehaviour" >
<host>
<baseAddresses>

<add baseAddress ="http://[DNS name of the load balancer
server] :8100/sts" />
</baseAddresses>
</host>
<endpoint address ="windows"
binding="wsHttpBinding"
bindingConfiguration="STS
WindowsBindingConfiguration"

contract
="ModusSuite.Runtime.STS.ISecurityTokenService" />
<endpoint address ="username"

Inthe <add baseAddress element below the line <service
name="ModusUserRepositoryService" behaviorConfiguration

="ModusSuiteServiceBehaviour" >
« Change localhost tothe DNS name of the load balancer server.
o Changethe IP portto 8100.

Example

<service name="ModusUserRepositoryService" behaviorConfiguration
="ModusSuiteServiceBehaviour">
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<host>
<baseAddresses>
<add baseAddress ="http:// [DNS name of the load balancer
server] :8100/mur" />

6. Inthe <add baseAddress element below the line <service
name="ModusSuite.DataProvider.DataProviderService"

behaviorConfiguration ="ModusSuiteServiceBehaviour" >
« Change localhost tothe DNS name of the load balancer server.
o Changethe IP portto 8100.

Example

<service name="ModusSuite.DataProvider.DataProviderService"
behaviorConfiguration ="ModusSuiteServiceBehaviour" >
<host>
<baseAddresses>
<add baseAddress ="http://[DNS name of the load balancer
server] :8100/dataprovider" />

7. Inthe <add baseAddress element below the line <service
name="ModusSuite.Repository.RepositoryWebService"

behaviorConfiguration ="ModusSuiteServiceBehaviour" >
« Change localhost tothe DNS name of the load balancer server.
« Changethe IP portto 8100.

Example

<service name="ModusSuite.Repository.RepositoryWebService"
behaviorConfiguration ="ModusSuiteServiceBehaviour" >
<host>
<baseAddresses>
<add baseAddress ="http:// [DNS name of the load balancer
server] :8100/rws" />

8. Save and close thefile.
Modifying Composer.MWS .exe.config to use one IP Port
To modify Composer.MWS.exe.config:

1. From the %Composerdir% directory, open Composer.MWS.exe.config with a text editor that
supports UTF-8.

2. Within the <appsSettings> element, change all IP ports to the same number, in the following
example 8100.

Example

<appSettings>
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<add key="rws" value="http://localhost:8100/rws" />

<add key="ows" value="http://localhost:8100/ows/owsrepository" />

<add key="sts" value="http://localhost:8100/sts" />

<add key="login" value="http://localhost:8100/mur/login" />
<add key="mur" value="http://localhost:8100/mur/data" />

<add key="license" value="http://localhost:8100/mur/license" />

</appSettings>

Below the line <service name="MWSRepositoryService"
behaviorConfiguration="ModusSuiteServiceBehaviour">

o Change 1localhost tothe DNS name of the load balancer server.
« ChangethelP portto 8100.
e Addmwsrepository.

o Change <endpoint address="mwsrepository" to<endpoint address=""
Example

<service name="MWSRepositoryService"
behaviorConfiguration="ModusSuiteServiceBehaviour">
<host>
<baseAddresses>
<add baseAddress=http://[DNS name of the load balancer
server] :8100/mws/mwsrepository />
</baseAddresses>
</host>
<endpoint address="" binding="wsHttpBinding"
bindingConfiguration="TokenBinding" contract="IMWSRepositoryService"
/>

</service>

Inthe <add baseAddress element below the line service
name="ModusSuite.MWS.MWSProcessService"

behaviorConfiguration="ModusSuiteServiceBehaviour">
o Change localhost tothe DNS name of the load balancer server.
« ChangethelP portto 8100.

Example

<service name="ModusSuite.MWS.MWSProcessService"
behaviorConfiguration="ModusSuiteServiceBehaviour">
<host>
<baseAddresses>
<add baseAddress="http://[DNS name of the load balancer
server] :8100/mws" />
</baseAddresses>
</host>
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5.

7.

Inthe <add baseAddress element below the line <service
name="ModusSuite.MWS.MWSProcessServiceBasic"

behaviorConfiguration="BasicBehaviour SSL">
o« Changehttpstohttp.
o Change localhost tothe DNS name of the load balancer server.
o ChangethelP portto 8100.

Example

<service name="ModusSuite.MWS.MWSProcessServiceBasic"
behaviorConfiguration="BasicBehaviour SSL">
<host>
<baseAddresses>
<add baseAddress="http://[DNS name of the load balancer
server] :8100/mwsbasic" />
</baseAddresses>
</host>
<endpoint address="mwsprocess" binding="basicHttpBinding"
bindingConfiguration="BasicBinding SSL"
contract="ModusSuite.MWS.Types.IMWSProcessServiceBasic" />
</service>

Inthe <add baseAddress element below the line <service
name="ModusSuite.MWS.MWSProcessServiceRest"

behaviorConfiguration="RestBehaviour">
o Change localhost tothe DNS name of the load balancer server.
o ChangethelP portto 8100.

Example

<service name="ModusSuite.MWS.MWSProcessServiceRest"
behaviorConfiguration="RestBehaviour">
<host>
<baseAddresses>
<add baseAddress="http://[DNS name of the load balancer
server] :8100/mwsrest" />
</baseAddresses>
</host>

Save and close the file.

Modifying Composer.OWS.exe.config to use one IP Port

To modify Composer.OWS.exe.config:

1.

From the %Composerdir% directory, open Composer.OWS.exe.config with a text editor that
supports UTF-8.

Within the <appSettings> element, change all IP ports to the same number, in the following
example 8100:
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Example

<appSettings>

<add key="rws" value="http://localhost:8100/rws" />

<add key="sts" value="http://localhost:8100/sts" />

<add key="login" value="http://localhost:8100/mur/login" />
<add key="mur" value="http://localhost:8100/mur/data" />

</appSettings>

Inthe <add baseAddress element below the line <service
name="ModusSuite.OWS.OWSService"

behaviorConfiguration="ModusSuiteServiceBehaviour">.
o Change 1localhost tothe DNS name of the load balancer server.
o ChangethelP portto 8100.

Example

<service name="ModusSuite.OWS.OWSService" behaviorConfiguration
="ModusSuiteServiceBehaviour" >
<host>
<baseAddresses>
<add baseAddress ="http://[DNS name of the load balancer
server] :8100/ows" />
</baseAddresses>
</host>

</service>

Inthe <add baseAddress element below the line <service
name="ModusSuite.OWS.0OWSServiceBasic"
behaviorConfiguration="BasicBehaviour">.

o Change localhost tothe DNS name of the load balancer server.

« ChangethelP portto 8100.

Example

<service name="ModusSuite.OWS.OWSServiceBasic" behaviorConfiguration

="BasicBehaviour" >
<host>
<baseAddresses>
<add baseAddress ="http://[DNS name of the load balancer
server] :8100/owsbasic" />
</baseAddresses>
</host>

</service>
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5. Save and close the file.
Modifying Composer.XWS.exe.config to use one IP Port
To modify Composer. XWS.exe.config:

1. From the %Composerdir% directory, open Composer.XWS.exe.config with a text editor that
supports UTF-8.

2. Within the <appSettings> element, change all IP ports to the same number, in the following
example 8100.

Example

<appSettings>

<add key="rws" value="http://localhost:8100/rws" />

<add key="sts" value="http://localhost:8100/sts" />

<add key="login" value="http://localhost:8100/mur/login" />
<add key="mur" value="http://localhost:8100/mur/data" />

3. Inthe <add baseAddress element below the line <service
name="ModusSuite.Xdata.SelectionService"

behaviorConfiguration="ModusSuiteServiceBehaviour">
o Change localhost to the DNS name of the load balancer server.
o ChangethelP portto 8100.

Example

<service name="ModusSuite.Xdata.SelectionService"
behaviorConfiguration ="ModusSuiteServiceBehaviour" >
<host>
<baseAddresses>
<add baseAddress ="http://[DNS name of the load balancer
server] :8100/xws" />
</baseAddresses>
</host>

</service>

4. Inthe <add baseAddress element below the line <service
name="ModusSuite.Xdata.SelectionServiceBasic"

behaviorConfiguration="BasicBehaviour">:
o Change localhost tothe DNS name of the load balancer server.
« ChangethelP portto 8100.

Example

<service name="ModusSuite.Xdata.SelectionServiceBasic"
behaviorConfiguration ="BasicBehaviour">
<host>
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<baseAddresses>
<add baseAddress ="http://[DNS name of the load balancer
server] :8100/xwsbasic" />
</baseAddresses>
</host>

</service>
5. Save and close the file.
Modifying Composer.WindowsServiceHost.exe.config to use one IP Port

To modify Composer.WindowsServiceHost.exe.config:

1. From the %Composerdir% directory, open Composer.WindowsServiceHost.exe.config with a
text editor that supports UTF-8.

2. Within the <appSettings> element, change all IP ports to the same number, in the following
example 8100:
Example

<appSettings>
<add key="rws" value="http://localhost:8100/rws" />
<add key="ows" value="http://localhost:8100/ows/owsrepository" />
<add key="sts" value="http://localhost:8100/sts" />
<add key="login" value="http://localhost:8100/mur/login" />

</appSettings>
3. Save and close the file.
Modifying Composer.Studio.exe.config to use one IP Port

To modify Composer.Studio.exe.config:

1. From the %Composerdir% directory, open Composer.Studio.exe.config with a text editor that
supports UTF-8.

2. Within the <appSettings> element, change all IP ports to the same number, in the following
example 8100.

« Change all occurences of 1ocalhost tothe DNS name of the load balancer server.
« Change all IP ports to the same number, in the following example 8100
Example
<appSettings>
<add key="sts" value="http://[DNS name of the load balancer
server] :8100/sts" />
<add key="login" value="http://[DNS name of the load balancer

server] :8100/mur/login" />
<add key="license" value="http://[DNS name of the load balancer
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3.

server] :8100/mur/license" />

<add key="rws" value="http://[DNS name of the load balancer
server] :8100/rws" />

<add key="mwsrws" value="http://[DNS name of the load balancer
server] :8100/mws/mwsrepository" />

<add key="dpws" value="http://[DNS name of the load balancer
server] :8100/dataprovider" />

<add key="ows" value="http://[DNS name of the load balancer
server] :8100/ows/owsrepository" />

Save and close the file.

HTTPS Configuration for Load Balancer

This section describes the changes needed in the configuration files to use HTTPS.

Follow the instructions in the following topics:

L]

L]

Modifying Composer.Core.exe.config to use HTTPS

Modifying Composer.MWS.exe.config to use HTTPS

Modifying Composer.OWS.exe.config to use HTTPS

Modifying Composer.XWS.exe.config touse HTTPS

Modifying Composer.WindowsServiceHost.exe.config to use HTTPS
Modifying Composer.Studio.exe.config to use HTTPS

Modifying Composer.Core.exe.config to use HTTPS

To modify Composer.Core.exe.config:

1.

2.

From the %Composerdir% directory, open Composer.Core.exe.config with a text editor that
supports UTF-8.

Within the <appSettings> element, change all ht tp occurences tohttps.
Example
<appSettings>

<add key="rws" value="https://localhost:8100/rws" />

<add key="sts" value="https://localhost:8100/sts" />
<add key="login" value="https://localhost:8100/mur/login" />
<add key="mur" value="https://localhost:8100/mur/data" />

Search forthe line <service name="remotecontrol"
assembly="ModusSuite.Runtime.RemoteControlService"

type="ModusSuite.Runtime.RemoteControlService"/>and comment it out.
Example

<modusruntime>
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<runtimeservices>

<!-- <service name="remotecontrol"
assembly="ModusSuite.Runtime.RemoteControlService"
type="ModusSuite.Runtime.RemoteControlService" /> -->

Search forthe line <service name="crossdomain"
assembly="ModusSuite.Runtime.CrossDomainService"

type="ModusSuite.Runtime.CrossDomainRuntimeService" /> and ensure that it is not

commented out.
Example

<modusruntime>
<runtimeservices>

<service name="crossdomain"
assembly="ModusSuite.Runtime.CrossDomainService"
type="ModusSuite.Runtime.CrossDomainRuntimeService"/>

Within the <baseAddresses> element below the line <crossbomainServices
policy="%Composerdir%ClientAccessPolicy.xml">
o Comment out the first <add baseAddress element.

« Inthe second <add baseAddress element, change 1ocalhost tothe DNS name of
the load balancer server and the IP port to 8100.

Example

<crossDomainServices policy="%Composerdir%ClientAccessPolicy.xml">
<baseAddresses>
<!-- <add baseAddress="http://localhost:8011/"/> -—>
<add baseAddress="https://[DNS name of the load balancer
server] :8100/"/>
</baseAddresses>
</crossDomainServices>

Within the <add baseAddress element below the line <service name="STS"
behaviorConfiguration ="STSBehaviour" >

o« Changehttptohttps.
o Change 1ocalhost tothe DNS name of the load balancer server.
o ChangethelP portto 8100.

e Inthe <endpoint address ="windows",addbindingConfiguration="STS

WindowsBindingConfiguration".
Example

<service name="STS" behaviorConfiguration ="STSBehaviour" >
<host>
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<baseAddresses>
<add baseAddress ="https://[DNS name of the load balancer
server] :8100/sts" />
</baseAddresses>
</host>
<endpoint address ="windows"
binding="wsHttpBinding"
bindingConfiguration="STS WindowsBindingConfiguration"

Inthe <add baseAddress element below the line <service
name="ModusUserRepositoryService" behaviorConfiguration
="ModusSuiteServiceBehaviour" >

o« Changehttptohttps.
o Change 1ocalhost tothe DNS name of the load balancer server.
« ChangetheIP portto 8100.

Example

<service name="ModusUserRepositoryService" behaviorConfiguration
="ModusSuiteServiceBehaviour" >
<host>
<baseAddresses>
<add baseAddress ="https://[DNS name of the load balancer
server] :8100/mur" />
</baseAddresses>
</host>

Inthe <add baseAddress element below the line <service
name="ModusSuite.DataProvider.DataProviderService"
behaviorConfiguration ="ModusSuiteServiceBehaviour" >

o« Changehttptohttps.
o Change 1ocalhost tothe DNS name of the load balancer server.
o ChangetheIP portto 8100.

Example

<service name="ModusSuite.DataProvider.DataProviderService"
behaviorConfiguration ="ModusSuiteServiceBehaviour" >
<host>
<baseAddresses>
<add baseAddress ="https://[DNS name of the load balancer
server] :8100/dataprovider" />
</baseAddresses>
</host>

Inthe <add baseAddress element below the line <service
name="ModusSuite.Repository.RepositoryWebService"
behaviorConfiguration ="ModusSuiteServiceBehaviour" >
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10.

11.

o« Changehttptohttps.
o Change 1ocalhost tothe DNS name of the load balancer server.
« ChangetheIP portto 8100.

Example

<service name="ModusSuite.Repository.RepositoryWebService"
behaviorConfiguration ="ModusSuiteServiceBehaviour" >
<host>
<baseAddresses>
<add baseAddress ="https://[DNS name of the load balancer
server] :8100/rws" />
</baseAddresses>

Within the <bindings> element:

« Change all occurrences of <security mode="Message">t0<security
mode="TransportWithMessageCredential">

« Add anew binding named STS WindowsBindingConfiguration.
Example

<bindings>
<wsHttpBinding>
<binding name="TokenBinding" maxBufferPoolSize="2147483600"
maxReceivedMessageSize="2147483600" receiveTimeout="Infinite">

<security mode="TransportWithMessageCredential">

<binding name="STS UsernameBindingConfiguration"
maxBufferPoolSize="2147483600" maxReceivedMessageSize="2147483600">
<security mode="TransportWithMessageCredential">

<binding name="STS_ WindowsBindingConfiguration"
maxBufferPoolSize="2147483600" maxReceivedMessageSize="2147483600">
<security mode="TransportWithMessageCredential">
<message clientCredentialType="Windows" />
</security>
</binding>
</wsHttpBinding>

Within the <behavior name="STSBehaviour"> element:

o Change <serviceMetadata httpGetEnabled="true"/>t0
<serviceMetadata httpGetEnabled="true" httpsGetEnabled="true"

/>.

12. Withinthe <behavior name="ModusSuiteServiceBehaviour"> element:

o Change <serviceMetadata httpGetEnabled="true"/>t0
<serviceMetadata httpGetEnabled="true" httpsGetEnabled="true"
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13.

/>,
Save and close the file.

Modifying Composer.MWS.exe.config to use HTTPS
To modify Composer.MWS.exe.config:

1.

2

3.

From the %Composerdir% directory, open Composer.MWS.exe.config with a text editor that
supports UTF-8.

Within the <appSettings> element, change all ht tp occurences tohttps.
Example

<appSettings>

<add key="rws" value="https://localhost:8100/rws" />

<add key="ows" value="https://localhost:8100/ows/owsrepository" />
<add key="sts" value="https://localhost:8100/sts" />

<add key="login" value="https://localhost:8100/mur/login" />

<add key="mur" value="https://localhost:8100/mur/data"™ />

<add key="license" value="https://localhost:8100/mur/license" />

</appSettings>

Comment out the following lines.

e <service name="debuging"
assembly="ModusSuite.Runtime.DebugService"
type="ModusSuite.Runtime.DebugService" />

e <service name="remotecontrol"
assembly="ModusSuite.Runtime.RemoteControlService"
type="ModusSuite.Runtime.RemoteControlService" />

Uncomment service name="mwsrest-api"
assembly="ModusSuite.Runtime.MWSRuntimeService"
type="ModusSuite.Runtime.MwsWebApiRuntimeService"™ />

Example

<modusruntime>
<runtimeservices>

<!-- <service name="debuging"
assembly="ModusSuite.Runtime.DebugService"
type="ModusSuite.Runtime.DebugService" /> --><!-- <service
name="remotecontrol"
assembly="ModusSuite.Runtime.RemoteControlService"
type="ModusSuite.Runtime.RemoteControlService" /> -->

service name="mwsrest-api"
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assembly="ModusSuite.Runtime.MWSRuntimeService"
type="ModusSuite.Runtime.MwsWebApiRuntimeService" />

Inthe <add baseAddress element below the line <service
name="MWSRepositoryService"

behaviorConfiguration="ModusSuiteServiceBehaviour">, changehttptohttps.
Example

<service name="MWSRepositoryService"
behaviorConfiguration="ModusSuiteServiceBehaviour">
<host>
<baseAddresses>
<add baseAddress=https://[DNS name of the load balancer
server] :8100/mws/mwsrepository />
</baseAddresses>
</host>

Inthe <add baseAddress element below the line service
name="ModusSuite.MWS.MWSProcessService"

behaviorConfiguration="ModusSuiteServiceBehaviour">, changehhttptohttps.
Example

<service name="ModusSuite.MWS.MWSProcessService"
behaviorConfiguration="ModusSuiteServiceBehaviour">
<host>
<baseAddresses>
<add baseAddress="https://[DNS name of the load balancer
server] :8100/mws" />
</baseAddresses>
</host>

Inthe <add baseAddress element below the line <service
name="ModusSuite.MWS.MWSProcessServiceBasic"

behaviorConfiguration="BasicBehaviour SSL">,changehttptohttps.
Example

<service name="ModusSuite.MWS.MWSProcessServiceBasic"
behaviorConfiguration="BasicBehaviour SSL">
<host>
<baseAddresses>
<add baseAddress="https://[DNS name of the load balancer
server] :8100/mwsbasic" />
</baseAddresses>
</host>
<endpoint address="mwsprocess" binding="basicHttpBinding"
bindingConfiguration="BasicBinding SSL"
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10.

11.

12.

contract="ModusSuite.MWS.Types.IMWSProcessServiceBasic" />
</service>

Inthe <add baseAddress element below the line <service
name="ModusSuite.MWS.MWSProcessServiceRest"

behaviorConfiguration="RestBehaviour">, changehttptohttps.
Example

<service name="ModusSuite.MWS.MWSProcessServiceRest"
behaviorConfiguration="RestBehaviour">
<host>
<baseAddresses>
<add baseAddress="https://[DNS name of the load balancer
server] :8100/mwsrest"™ />
</baseAddresses>
</host>

Changetheline <security mode="Message">to<security
mode="TransportWithMessageCredential">

Within the <behavior name="ModusSuiteServiceBehaviour"> element, change
<serviceMetadata httpGetEnabled="true"/>t0<serviceMetadata
httpGetEnabled="true" httpsGetEnabled="true" />

Within the <behavior name="RestBehaviour"> element, change <serviceMetadata
httpGetEnabled="true"/>10<serviceMetadata httpGetEnabled="true"
httpsGetEnabled="true" />

Save and close the file.

Modifying Composer.OWS.exe.config to use HTTPS
To modify Composer.OWS.exe.config:

1.

2

From the %Composerdir% directory, open Composer.OWS.exe.config with a text editor that
supports UTF-8.

Within the <appSettings> element, change all ht tp occurences to https.
Example
<appSettings>
<add key="rws" value="https://localhost:8100/rws" />
<add key="sts" value="https://localhost:8100/sts" />
<add key="login" value="https://localhost:8100/mur/login" />
<add key="mur" value="https://localhost:8100/mur/data"™ />
</appSettings>

Comment out the line <service name="remotecontrol"
assembly="ModusSuite.Runtime.RemoteControlService"

type="ModusSuite.Runtime.RemoteControlService" />
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8.

Example

<modusruntime enablecache="true">
<runtimeservices>
<!-- <service name="remotecontrol"
assembly="ModusSuite.Runtime.RemoteControlService"
type="ModusSuite.Runtime.RemoteControlService" /> -->

Inthe <add baseAddress element below the line <service
name="ModusSuite.OWS.OWSService"

behaviorConfiguration="ModusSuiteServiceBehaviour">, changehttptohttps.

Example

<service name="ModusSuite.OWS.OWSService"
behaviorConfiguration="ModusSuiteServiceBehaviour">
<host>
<baseAddresses>
<add baseAddress=https://[DNS name of the load balancer
server] :8100/ows />

Inthe <add baseAddress element below the line <service
name="ModusSuite.OWS.OWSServiceBasic"

behaviorConfiguration="BasicBehaviour">, change httptohttps.
Example

<service name="ModusSuite.OWS.OWSServiceBasic" behaviorConfiguration
="BasicBehaviour" >
<host>
<baseAddresses>
<add baseAddress ="https://[DNS name of the load balancer
server] :8100/owsbasic" />
</baseAddresses>

Change theline <security mode="Message">to<security
mode="TransportWithMessageCredential">.

Within the <behavior name="ModusSuiteServiceBehaviour"> element, change
<serviceMetadata httpGetEnabled="true"/>t0o<serviceMetadata
httpGetEnabled="true" httpsGetEnabled="true" />

Save and close the file.

Modifying Composer.XWS.exe.config to use HTTPS
To modify Composer.XWS.exe.config:

1.

From the %Composerdir% directory, open Composer.XWS.exe.config with a text editor that
supports UTF-8.

Within the <appSettings> element, change all ht tp occurences tohttps.

Example
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<appSettings>

<add key="rws" value="https://localhost:8100/rws" />

<add key="sts" value="https://localhost:8100/sts" />

<add key="login" value="https://localhost:8100/mur/login" />
<add key="mur" value="https://localhost:8100/mur/data" />

Comment out the line <service name="remotecontrol"
assembly="ModusSuite.Runtime.RemoteControlService"

type="ModusSuite.Runtime.RemoteControlService" />

Inthe <add baseAddress element below the line <service
name="ModusSuite.Xdata.SelectionService" behaviorConfiguration

="ModusSuiteServiceBehaviour" >,changehttptohttps.
Example

<service name="ModusSuite.Xdata.SelectionService"
behaviorConfiguration ="ModusSuiteServiceBehaviour" >
<host>
<baseAddresses>
<add baseAddress ="https://[DNS name of the load balancer
server]:8100/xws" />
</baseAddresses>
</host>

</service>

Inthe <add baseAddress element below the line <service
name="ModusSuite.Xdata.SelectionServiceBasic"
behaviorConfiguration="BasicBehaviour">, change httptohttps..

Example

<service name="ModusSuite.Xdata.SelectionServiceBasic"
behaviorConfiguration ="BasicBehaviour">
<host>
<baseAddresses>
<add baseAddress ="https://[DNS name of the load balancer
server] :8100/xwsbasic" />
</baseAddresses>
</host>

</service>

Change theline <security mode="Message">to<security
mode="TransportWithMessageCredential">.

Within the <behavior name="ModusSuiteServiceBehaviour"> element, change
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8.

<serviceMetadata httpGetEnabled="true"/>t0o<serviceMetadata
httpGetEnabled="true" httpsGetEnabled="true" />

Save and close the file.

Modifying Composer.WindowsServiceHost.exe.config to use HTTPS

To modify Composer.WindowsServiceHost.exe.config:

1.

4.

From the %Composerdir% directory, open Composer.WindowsServiceHost.exe.config with a
text editor that supports UTF-8.

Within the <appSettings> element, change all ht tp occurences to https.
Example

<appSettings>
<add key="rws" value="https://localhost:8100/rws" />
<add key="ows" value="https://localhost:8100/ows/owsrepository" />
<add key="sts" value="https://localhost:8100/sts" />
<add key="login" value="https://localhost:8100/mur/login" />

</appSettings>

Within the <bindings> element, add a new <binding name element as shown in the following
example:

Example

<wsHttpBinding>
<binding name="TokenBinding" maxBufferPoolSize="2147483600"
maxReceivedMessageSize="2147483600" receiveTimeout="Infinite">
<readerQuotas maxStringContentLength="2147483647"
maxArraylLength="2147483647" />
<security mode="TransportWithMessageCredential">
<message clientCredentialType="IssuedToken"
establishSecurityContext="false"/>
</security>
</binding>

Save and close the file.

Modifying Composer.Studio.exe.config to use HTTPS

To modify Composer.Studio.exe.config:

1.

2.

From the %Composerdir% directory, open Composer.Studio.exe.config with a text editor that
supports UTF-8.

Within the <appSettings> element, change all ht tp occurences tohttps.
Example

<appSettings>
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3.

<add
server]
<add
server])
<add
server])
<add
server]
<add
server]
<add
server])

<add

server] :

key="sts" value="https://[DNS name of the load balancer

:8100/sts" />

key="login" value="https://[DNS name of the load balancer

:8100/mur/login" />

key="1license" value="https://[DNS name of the load balancer

:8100/mur/license" />

key="rws" value="https://[DNS name of the load balancer

:8100/rws" />

key="mwsrws" value="https://[DNS name of the load balancer

:8100/mws/mwsrepository" />

key="dpws" value="https://[DNS name of the load balancer

:8100/dataprovider" />

key="ows" value="https://[DNS name of the load balancer
8100/ows/owsrepository" />

Save and close the file.

Shared Configuration Files

This section describes the changes required to enable two or more Content Composer installations to use
shared configuration files.

Setting Up the Initial Environment

To setup the first Content Composer installation in your environment, complete the following steps.

1.

Complete the steps in "Configuring Content Composer Server" in the Content Composer
Installation Guide using the IP address or the DNS name of the shared database server.

Follow the encryption instructions as described in "About RSA Encryption" in the Content
Composer Installation Guide.

On a network share, create a new shared directory.

Copy the following files from the % Composerdir% directory to the newly created shared directory.

« repository.config

« systemlayout.config

« UserRepository.config

« UserRepository_Ldap.config

« UserRepository_ldp.config

o %ComposerDir%\Admin\rws_work

5. Tomodify Composer.Core.exe.config:

1. From the %Composerdir% directory, open Composer.Core.exe.config with a text
editor that supports UTF-8.

2. Inthe <appSettings> element, set the value of the keys rws configand
systemlayout config tothe shared directory created before.

Example
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<appSettings>

<add key="rws config"
value="
\\SharedFolderDnsName\SharedConfigDir\repository.config" />
<add key="systemlayout config"
value="
\\SharedFolderDnsName\SharedConfigDir\systemlayout.config" />

3. Inthe <appSettings> element, below the key EnableHylandLogging insert the
new keys as in the following example and set the values of the keys
userRepository, userRepository Ldap, and userRepository Idptothe
shared directory created before.

Example

<appSettings>

<add key="userRepository"
value="\\SharedFolderDnsName\SharedConfigDir\UserRepository.co
nfig" />

<add key="userRepository Ldap"
value="\\SharedFolderDnsName\SharedConfigDir\UserRepository
ldap.config" />

<add key="userRepository Idp" value="\\
SharedFolderDnsName\SharedConfigDir\UserRepository Idp.config"
/>

4. Onall Content Composer server installations, create a new environment variable named
sharedDir and set the value to the shared directory created before.

Example

sharedDir=\\SharedFolderDnsName\SharedConfigDir

5. Inthe <appSettings> element, set the value of the key rws_work dir as shownin
the following example.

Example
<appSettings>

<add key="rws work dir" value="$%$sharedDir$%\Admin\rws_work"
/>

6. Save and close thefile.
6. To modify Composer.MWS.exe.config:

1. From the %Composerdir% directory, open Composer.MWS.exe.config with a text
editor that supports UTF-8.

2. Inthe <appSettings> element, below the key EnableHylandLogging insert the
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new keys as in the following example and set the values of the keys
userRepository, userRepository Ldap, and userRepository Idptothe
shared directory created before.

Example

<appSettings>

<add key="userRepository"
value="\\SharedFolderDnsName\SharedConfigDir\UserRepository.co
nfig" />

<add key="userRepository Ldap"
value="\\SharedFolderDnsName\SharedConfigDir\UserRepository _
ldap.config" />

<add key="userRepository Idp" value="\\
SharedFolderDnsName\SharedConfigDir\UserRepository Idp.config"
/>

3. Save and close thefile.

7. Ensure that the Windows user account configured to execute the services Composer.Core and
Composer.MWS has full access rights to the shared directory created before.

8. To activate the configuration changes, in Windows Services, restart the services Composer.Core
and Composer.MWS.

Setting Up an Additional Environment
To setup an additional Content Composer server in your environment, complete the following steps:

1. Perform an installation of Content Composer that includes at least the Content Composer Server
feature. For more information, see "Performing a Complete Installation of Content Composer" in
the Content Composer Installation Guide.

Important: Do not execute the Composer.SetupAssistant when installing an additional
Composer Server.

2. Follow the encryption instructions as described in "About RSA Encryption" in the Content
Composer Installation Guide.

3. From the initial installation, copy the following files to the % Composerdir%" directory of the
additional server installation:

o Composer.lic
« All existing DOTM files
« All CONFIG files
4. On all Content Composer server installations, create a new environment variable named
sharedDir and set the value to the shared directory.
Example

sharedDir=\\SharedFolderDnsName\SharedConfigDir

132



5.

6.

11.
12.

From the %Composerdir% directory, open Composer.Core.exe.config with a text editor that
supports UTF-8.

Inthe <appSettings> element, set the value of the keys rws configand systemlayout
config tothe shared directory.
Example

<appSettings>

<add key="rws config"
value="\\SharedFolderDnsName\SharedConfigDir\repository.config" />

<add key="systemlayout config"
value="\\SharedFolderDnsName\SharedConfigDir\systemlayout.config" />

Inthe <appSettings> element, below the key EnableHylandLogging insert the new keys as
in the following example and set the values of the keys userRepository, userRepository
Ldap, and userRepository Idp tothe shared directory created before.

Example

<appSettings>

<add key="EnableHylandLogging" value="False" />

<add key="userRepository"
value="\\SharedFolderDnsName\SharedConfigDir\UserRepository.config" />

<add key="userRepository Ldap"
value="\\SharedFolderDnsName\SharedConfigDir\UserRepository
ldap.config" />

<add key="userRepository Idp" value="\\
SharedFolderDnsName\SharedConfigDir\UserRepository Idp.config" />

<add key="EnableSecureContextMessageHandshake" value="false"/>

Inthe <appSettings> element, set the value of the key rws_work dir as showninthe
following example.

Example

<appSettings>

<add key="rws work dir" value="$%$sharedDir$%\Admin\rws_work" />

Save and close the file.

From the %Composerdir% directory, open Composer.MWS.exe.config with a text editor that
supports UTF-8.

Search for the line beginning with <mws systemoid=.
Replace the line with the corresponding line from the Composer.MWS.exe.config on the initial
environment.

Example



<mws systemoid="TestSystemOID" />

13. Save and close thefile.

14. To activate the configuration changes, in Windows Services, restart the services Composer.Core
and Composer.MWS.

Using Studio through the Load Balancer Server

This section describes the changes required to enable Content Composer Studio to communicate with
Content Composer Server through the load balancer.

Prerequisite The steps in the topics

o |IP Network Port Configuration

« HTTPS Configuration for Load Balancer

« Setting Up the Initial Environment

o Setting Up an Additional Environment
must have been completed.

1. Onthe server where Content Composer Studio is installed, from the %Composerdir% directory,
open Composer.Core.exe.config with a text editor that supports UTF-8 and perform the following

changes:
1. Search for the <wsHt tpBinding> element and replace the element with the following
content:
<wsHttpBinding>

<binding name="TokenBinding"
maxBufferPoolSize="2147483600"
maxReceivedMessageSize="2147483600"
receiveTimeout="Infinite">
<readerQuotas maxStringContentLength="2147483647"
maxArrayLength="2147483647" />
<security mode="TransportWithMessageCredential">
<message clientCredentialType="IssuedToken"
establishSecurityContext="false" />
</security>
</binding>
<!-- Settings for the communication with the repository
(rws) DON'T DELETE the binding element, because the element
will read out at the creation of the channel -->
<binding name="rws" sendTimeout="00:05:00" />
<binding name="STS UsernameBindingConfiguration"
maxBufferPoolSize="2147483600"
maxReceivedMessageSize="2147483600">
<security mode="TransportWithMessageCredential">
<message clientCredentialType="UserName"
establishSecurityContext="false" />
</security>
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</binding>
<binding name="STS WindowsBindingConfiguration"
maxBufferPoolSize="2147483600"
maxReceivedMessageSize="2147483600">
<security mode="TransportWithMessageCredential">
<message clientCredentialType="Windows"
establishSecurityContext="false" />
</security>
</binding>
</wsHttpBinding>

2. Inthe <appSettings> element, add the following line:

<add key="EnableSecureContextMessageHandshake"
value="false"/>

3. Save and close the file.

From the %Composerdir% directory, open Composer.MWS.exe.config with a text editor that
supports UTF-8 and perform the following changes:

1. Searchforthe <binding name="TokenBinding" elementand replace the element
with the following content:

<binding name="TokenBinding" maxBufferPoolSize="2147483600"
maxReceivedMessageSize="2147483600"
receiveTimeout="Infinite">

<readerQuotas maxStringContentLength="2147483647"
maxArrayLength="2147483647" />

<security mode="TransportWithMessageCredential">

<message clientCredentialType="IssuedToken"

establishSecurityContext="false"/>

</security>
</binding>

2. Inthe <appSettings> element, add the following line:

<add key="EnableSecureContextMessageHandshake"
value="false"/>

3. Save and close the file.
From the %Composerdir% directory, open Composer.OWS.exe.config with a text editor that
supports UTF-8 and perform the following changes:

1. Searchforthe <binding name="TokenBinding" elementand replace the element
with the following content:

<binding name="TokenBinding” maxBufferPoolSize="2147483600"
maxReceivedMessageSize="2147483600"
receiveTimeout="Infinite”>

<readerQuotas maxStringContentLength="2147483647"
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maxArrayLength="2147483647" />
<security mode="TransportWithMessageCredential”>
<message clientCredentialType="IssuedToken”
establishSecurityContext="false” />
</security>
</binding>

2. Inthe <appSettings> element, add the following line:

<add key="EnableSecureContextMessageHandshake”
value="false”/>

3. Save and close the file.
4. From the %Composerdir% directory, open Composer.XWS.exe.config with a text editor that
supports UTF-8 and perform the following changes:
1. Searchforthe <binding name="TokenBinding" element and replace the element
with the following content:

<binding name="TokenBinding” maxBufferPoolSize="2147483600"
maxReceivedMessageSize="2147483600"
receiveTimeout="Infinite”>

<readerQuotas maxStringContentLength="2147483647"
maxArrayLength="2147483647" />

<security mode="TransportWithMessageCredential”>

<message clientCredentialType="IssuedToken”

establishSecurityContext="false” />

</security>
</binding>

2. Inthe <appSettings> element, add the following line:

<add key="EnableSecureContextMessageHandshake”
value="false”/>

3. Save and close thefile.
5. From the %Composerdir% directory, open Composer.Studio.exe.config with a text editor that
supports UTF-8 and perform the following changes:
1. Search forthe <wsHt tpBinding> element and replace the element with the following
content:

<wsHttpBinding>

<!-- Settings for the communication with the repository
(rws) DON'T DELETE the binding element, because the element
will read out at the creation of the channel -->

<binding name="TokenBinding"
maxBufferPoolSize="2147483600"
maxReceivedMessageSize="2147483600"
receiveTimeout="Infinite">
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<readerQuotas maxStringContentLength="2147483647"
maxArrayLength="2147483647" />
<security mode="TransportWithMessageCredential">
<message clientCredentialType="IssuedToken"
establishSecurityContext="false"/>
</security>
</binding>
<binding name="rws" sendTimeout="00:05:00" />
<binding name="mws" receiveTimeout="00:05:00"
sendTimeout="00:05:00" />

<!-- configuration for monalisa extension 'MLMwsClient'-->

</wsHttpBinding>

2. Within the <appSettings> element, change all ht tp occurrences to https, all

localhost occurrences to the DNS name of the load balancer server, and all IP ports

to the same number, in the following example 8100:
Example

<appSettings>

<add key="sts" value="https://[DNS name of the load
balancer server]:8100/sts" />

<add key="login" value="https://[DNS name of the load
balancer server]:8100/mur/login" />

<add key="license" value="https://[DNS name of the load
balancer server] :8100/mur/license" />

<add key="rws" value="https://[DNS name of the load
balancer server]:8100/rws" />

<add key="mwsrws" value="https://[DNS name of the load
balancer server]:8100/mws/mwsrepository" />

<add key="dpws" value="https://[DNS name of the load
balancer server]:8100/dataprovider" />

<add key="ows"
value="
https://LoadBalancerServerkExample:8100/ows/owsrepository" />

3. Inthe <appSettings> element, add the following line:

<add key="EnableSecureContextMessageHandshake"
value="false"/>

4. Save and close thefile.

6. From the %Composerdir% directory, open Composer.WindowsServiceHost.exe.config with a

text editor that supports UTF-8 nd perform the following changes:
1. Inthe <appSettings> element, add the following line:

<add key="EnableSecureContextMessageHandshake"
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value="false"/>

2. Search forthe <wsHttpBinding> element and replace the element with the following
content:

<wsHttpBinding>
<binding name="TokenBinding"

maxBufferPoolSize="2147483600"
maxReceivedMessageSize="2147483600"
receiveTimeout="Infinite">

<readerQuotas maxStringContentLength="2147483647"
maxArrayLength="2147483647" />

<security mode="TransportWithMessageCredential">

<message clientCredentialType="IssuedToken"

establishSecurityContext="false"/>

</security>
</binding>
<!-- Settings for the communication with the repository
(rws)
DON'T DELETE the binding element, because the element will
read out at the creation of the channel -->

<binding name="rws" sendTimeout="00:05:00"/>

<binding name="mws" receiveTimeout="00:05:00"
sendTimeout="00:05:00" /> <!-- configuration for monalisa
extension 'MLMwsClient'-->
</wsHttpBinding>

3. Save and close thefile.

Content Composer Web Client Configuration for Load Balancing

This section describes the changes that are required to enable Content Composer Web Client to
communicate with Content Composer Server through the load balancer.

Preparing Content Composer Rest API Servers
Prerequisite The steps in the topics

o |IP Network Port Configuration

« HTTPS Configuration for Load Balancer

« Setting Up the Initial Environment

« Setting Up an Additional Environment

« Using Studio through the Load Balancer Server

« " About Configuring the MWS REST APl Communication Channel" in the Content Composer
Installation Guide.

must have been completed.

Complete the following steps:
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5.
6.

Launch any Content Composer Studio installed behind a load balancer.
Switch to the default system.
From the Navigator, open the MWS_Standard process.

In the Object Inspector pane, change the Process directory property to a shared directory
accessible to all servers.

On the Process Designer Tools tab, click Save.
Close Content Composer Studio.

Installing Content Composer Web Client

1.

Install and configure Content Composer Web Client. For more information, see the Content
Composer Web Client Installation Guide.

From the [Installation path]\hy-app\configs directory, open init-config.json in a text editor that
supports UTF-8.

Find the following line and replace <DNS name of the load balancer server> withthelP
or DNS name of your load balancer server.

"baseApiUrl": https://<DNS name of the load balancer server>:9010/mws
Save and close the file.

Ensure that your firewall allows communication through port 9010.

Load Balancer Sample Configuration

Sample Frontend Load Balancer Configuration for Content Composer Web Client

frontend ccm clients web

bind *:9010

mode tcp

option tcplog

default backend ccm_ servers web

Sample Backend Load Balancer Configuration for Content Composer Web Client

backend ccm servers web
mode tcp

option tcplog

balance roundrobin

server cocoserverl:9010

server cocoserver2:9010
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Sample Frontend Load Balancer Configuration for Content Composer Studio

frontend ccm clients studio

bind *:8100

mode tcp

option tcplog

default backend ccm _servers studio

Sample Backend Load Balancer Configuration for Content Composer Studio

backend ccm_servers studio
mode tcp

option tcplog

balance roundrobin

server cocoserverl:8100
server cocoserver2:8100
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