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Chapter 1 - Introduction

In this chapter:
e  Purpose of this Installation and Operations Guide
e Who Should Read this Guide
e How to Use this Guide
e Related Documents and Reference Sources
e Conventions Used in this Guide

e Recommended Support Process

Purpose of this Installation and Operations Guide

Acuo Technologies prides itself on the customized assistance it provides to customers in support of the
installation and implementation of new systems. This guide is to be used in conjunction with that process and
serves as a reference for how to perform many routine, daily operational tasks — such as how to install
databases, configure AcuoStore managed shares and applications, perform remote management, and handle
system backup and recovery planning.

The guide describes all available AcuoStore features. However, certain features are individually licensed and
may, therefore, not be part of your currently installed AcuoStore system. Please contact Acuo Technologies if
you would like to add more capabilities to your current AcuoStore implementation.

Who Should Read this Guide

This guide is written primarily for a system administrator level person who may typically work with a database
administrator charged with maintaining the Acuo Technologies server and applications. Much of what is
involved with actually operating Acuo Technologies’ products is installing and configuring them. So someone
such as a system administrator or database administrator who is experienced using these types of products on
a daily basis will best be able to perform the tasks described in this guide.

How to Use this Guide

If you are simply referring to this guide at some point after the initial installation and implementation of the
product, you will probably not need to revisit material such as the Getting Started information. However, if
you are new to Acuo Technologies’ products, it is recommended that you read the Overview to get a better
understanding of the general environment in which the products operate and the functions they perform.
After that, refer to the other chapters of the guide for specific information on the tasks you need to perform.

The following topic summarizes by chapter the types of information this guide contains.
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Contents of this Guide

Here is a summary of the information provided in this document:

Chapter 1 - Introduction: This chapter provides an overview of the information that you will find in this
document along with information about how to best use the document. In addition, it provides key
information such as how to contact technical support.

Chapter 2 — AcuoStore Overview: This chapter describes the overall environment in which the AcuoStore
product works and provides valuable insight into how it can be used to advantage. In addition, it also
summarizes the product’s key functions.

Chapter 3 — Getting Started: This chapter gives step-by-step procedures for installing AcuoStore, creating
an MMC console, and performing AcuoStore database installation.

Chapter 4 — AcuoStore Configuration: This chapter provides an AcuoStore configuration example that
includes step-by-step instructions of how to build the sample configuration.

Chapter 5 — Remote Management: This chapter provides information describing the various ways in
which you can manage AcuoStore functionality from a remote site.

Chapter 6 — System Backup and Recovery: This chapter covers system backup and recovery procedures
and other procedures required to keep databases in sync and their contents protected.

Appendix A — Frequently Asked Questions: This appendix includes a number of answers to frequently
asked questions.

Appendix B - Troubleshooting: This appendix describes available troubleshooting aids and the various
steps you can take if you encounter problems using Acuo products.

Appendix C — AcuoStore Network Profile: This can be used as a reference when planning or
troubleshooting Anti-virus, firewall, VPN, load balancing or other network related technologies in
conjunction with an AcuoStore deployment.

Glossary: The glossary contains definitions of terms and acronyms used in Acuo Technologies’ product
environments.
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Related Documents and Reference Sources

There are a number of very useful related documents and reference sources that you may want to review.
These include the following:

The AcuoMed Image Manager Installation and Operations Guide or, if you are using a client application
other than AcuoMed, reference the documentation that comes with that product.

The Windows Server Help System and the Microsoft SQL Server Help System, accessed by choosing Help
from the Windows Start menu.
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Conventions Used in this Guide

It is important to keep in mind a few basic conventions used for presenting information in this document.
These conventions are summarized below.

Procedures

As much as possible, instructions for performing installation and operational tasks are presented by means of
procedures. A procedure consists of several numbered steps to be performed in sequence. Procedure steps
are numbered and may include additional explanatory information as is appropriate. Here is an example of
how procedure steps appear in this manual:

1. Before beginning installation, review configuration recommendations.

Chapter 3 — Getting Started, provides hardware, software, network, and offline storage configuration
information.

2. Back up the target system before starting Setup.

Make sure a full backup of the system and its registry is done before proceeding with installation.

Optional Procedure Steps

Certain steps in a procedure may not be required in all cases. Procedure steps that contain optional actions
are indicated by the word (Optional) in parenthesis at the beginning of the procedure step, as shown in the
example here:

1. (Optional) For maximum protection, make a second backup of your current data before beginning
installation.

What Keys and Buttons Look Like

Specific keyboard keys that you are instructed to press appear in boldface type, as in the following example:
Press Enter to continue.

On-screen buttons that you are instructed to click appear in two ways:

e  For labeled buttons, the button’s label appears in boldface type, as in: Click OK to continue.

e  Foricon buttons, the icon appears in the text, as in: Click E to save your file.

Notes, Cautions, and Warnings

Notes provide additional explanatory information or special instructions that apply to the process you are
currently doing. Notes can also contain tips and special instructions about things you need to do under certain
conditions. Here is an example Note.

NOTE: You should read all notes to be sure not to miss any important installation or operations
information.

Caution messages call your attention to conditions or actions that may result in damage to hardware or
software systems or that may jeopardize operational integrity or your data. An example caution looks like this:

AcuoStore Digital Asset Manager — Installation and Operations Guide 8
Proprietary and Confidential — Acuo Technologies®



Caution

Close Microsoft Windows before powering off your workstation. Powering down with Windows running may
cause future operational problems in your Windows environment.

Warning messages alert you to conditions or actions that may result in personal injury to you or serious
damage to your system, operational environment, or data. An example Warning looks like this:

Warning

It is possible to delete assets using the pop-up menu that is accessed by right-clicking an AcuoStore
application. This will actually remove the digital assets from the system. Be careful NOT to select Delete Assets
from the pop-up menu unless you intend to permanently remove the application’s digital assets from the
Acuo system.

Recommended Support Process

In order to appropriately track your support requests, during or after business hours, please use our online web portal
located at www.acuotech.com/support.html. New cases can be created and tracked through this online support tool.

Other ways to contact Acuo Support

In the event that your web portal request is not being handled appropriately please feel free to contact us through email
or phone:

e support-escalations@acuotech.com

e  (Calling 866-272-2286 (Acuo) will prompt callers to:

e  Press 1 for Software Support
. Press 2 for Migration Support
e  Press O for all other inquiries
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Chapter 2 — AcuoStore Overview

In this chapter:
e The AcuoStore Digital Asset Manager
e  AcuoStore Architecture

e Storage Management Interface

The AcuoStore Digital Asset Manager

The AcuoStore Digital Asset Manager, AcuoStore for short, is a general-purpose, digital asset management
service that lets you store, track, and retrieve virtually any type of digital asset routed to an AcuoStore archive
from a client application such as AcuoMed. Functioning like a digital vault for the client application, AcuoStore
checks digital assets into and out of storage archives that store digital assets. AcuoStore itself features an
easy-to-use interface that allows an administrator to set up and manage secure, easily expandable storage
archives on devices such as RAID 3 and RAID 5 disk arrays, tapes, and local servers, and several supported
archiving devices.

As it is being currently implemented, AcuoStore is part of a medical image storage system that collects and
distributes images from medical modalities such as CT scanners, ultrasound machines, and other image-based
devices. In this context, subscribers, such as a medical professional, hospital, or clinic, have access to and use
AcuoStore archives to store and retrieve medical-based images. However in all contexts, subscribers have a
unique Subscriber ID that allows them to store the kind of digital assets that they use in archives to which they
subscribe. By giving subscribers their own ID, AcuoStore can let multiple subscribers share an archive and, at
the same time, assure that one subscriber cannot access the assets of another subscriber. As might be
expected, depending on configuration constraints and usage needs, one subscriber may have access to
multiple AcuoStore archives.

When it receives a digital asset from a subscriber, AcuoStore automatically assigns the asset a Globally
Unique ID (GUID) and returns it to the subscriber. The GUID identifies the specific asset for future retrieval.
When a subscriber wants to retrieve a digital asset, he or she simply enters their AcuoStore archive, submits
the GUID associated with the desired asset, and AcuoStore makes the asset locally available.

For offline storage needs, a Content-Addressed Storage (CAS) or Fixed Content Storage (FCS) Device can be
installed to receive and store image files from AcuoStore based on pre-configured parameters indicating how
long files will remain in cache, and when the files will be written to the Archive Device. These parameters are
configurable for each Application within AcuoStore. When the writing process to the Archive Device is
complete, it returns a Clip ID which is stored in each files’ metadata that tracks its contents in the Archive
Device. AcuoStore uses the Clip ID to relocate the file in the Archive Device and makes the file locally
available.
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Figure 1 displays how the AcuoStore Digital Asset Manager serves as a digital vault between the client
application and the physical storage space.

Modalities

APl

. _— Image Submitted for Storage Ar i e Fdatal & ccmt
Client Application AcuoStore Digital Asset Y
(for example, Acuoked) IWanager

M Global Unique |D identifies Digital Image .

Or CAS5 Device

K\.
Fi
O /
I _,/

Figure 1: AcuoStore as the digital vault

Who Needs AcuoStore?

Organizations that generate a large amount of digital data that must be stored, searched, and retrieved can
use AcuoStore to their advantage. In a medical context, these kinds of organizations include hospitals with
clinics spread out over a geographic area. These organizations can take advantage of AcuoStore’s push-based
technology to send images to other servers where medical professionals who need to examine the images are
located.

Some other environments and organizations that may make use of AcuoStore include law firms,
manufacturers, or retail stores that store and retrieve digital images on a regular basis. AcuoStore, through its
easily expandable, modular architecture, makes it practical to build a system that can grow with an
organization’s needs. The following topic, Basic Usage Scenarios, describes several scenarios which illustrate
how AcuoStore is designed to handle all asset volume levels. The strength of AcuoStore is in its ability to
provide a reasonably simple way to set up, organize and then channel digital assets into a safe, yet easily
accessible storage compartment using readily accessible Windows Server technology.
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Basic Usage Scenarios

The following three basic usage scenarios describe a tiered system of storing digital assets based on how long
ago they were generated or last accessed. Using a tiered approach, the system seeks to overcome the
limitation that not all of your digital assets can be kept online where they are immediately accessible.
Generally, assets stored in the system more recently are usually available quicker than the assets stored in the
system longer.

There are three basic usage scenarios:
e  Online Storage
e Nearline Storage

e  Offline Storage

Online Storage

Online storage is characterized by quick access and is usually implemented through a RAID device on a local
server. Acuo Technologies recommends sizing online storage to hold digital assets received over the last one
year period. Refer to Appendix C — Storage Analysis in the AcuoMed Image Manager Installation and
Operations Guide for assistance with sizing storage devices.

When using a CAS Device, online means the data only resides on the local cache, and no copy exists on the
CAS Device (if configured).

Nearline Storage

Nearline storage is characterized by the use of tapes in a tape library that can be mounted when they are
needed with the use of robotics such as a jukebox. Accessing these tapes does not require manual
intervention. When a tape is called, the jukebox picks the appropriate tape and puts it into a drive that can be
accessed online. Acuo Technologies recommends sizing nearline storage to hold digital assets for up to a 5-
year period, depending on your requirements. Refer to Appendix C — Storage Analysis in the AcuoMed Image
Manager Installation and Operations Guide for assistance with sizing storage devices.

When using a CAS Device, nearline data is on the local cache and a copy also exists on the CAS Device.

Offline Storage

Offline storage refers to shelf storage of tapes. If information in offline storage is required, an operator must
retrieve and mount the appropriate tape(s) in a robotic device such as a jukebox. Tapes usually have human-
readable barcodes on them so that they can be easily identified. Offline storage provides an almost unlimited
amount of long-term storage space. However, care should be taken to store tapes properly. Store tapes in a
temperature and humidity controlled environment where tapes are not in direct sunlight or subjected to any
magnetic interference.

When using a CAS Device, offline is data that has been deleted or purged from the local cache and only
remains on the CAS Device.

Password-Level Security

Password-level security refers to using Login information to control access to the AcuoStore database for the
AcuoStore application itself. The client application, such as AcuoMed, and AcuoStore applications are the only
services that should be allowed to access the AcuoStore database.

As a person using AcuoStore, you will not be asked to supply this Login information at any time during day-to-
day operation of AcuoStore. However, there may be cases where you need to change the Login information.
For example, when your SQL Server administrator requires that passwords be changed every 30 days.
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If your login or password information for SQL Server changes (by an administrator for example), you will need
to change the login for AcuoStore in order for AcuoStore to continue to have access to the AcuoStore
database. This change is made by right-clicking on the AcuoStore Server node in the MMC console tree and
selecting Change Database Connection from the pop-up menu. This selection displays the Database
Connection Parameters dialog (Figure 2). You then change the Login parameters as required to match the new
SQL Server Login setup.

Database Connection Parameters -

Modify the database connection parameters:

Database Connection Parameters

Server Type: | M5 SCL Server J

ServeriInstance: |vm1'l,sq|instance|

Database Mame: | Acuoshh

Dakabase connection bype:

" ‘Windows user authentication using the service credentials

* 5QL login authentication using the name and password below

DE Login: | =]

Password; | R

< Back | Finish | | Cancel |

Figure 2: Database Connection Parameters — MS SQL Server

AcuoStore password-level security works in conjunction with standard Microsoft SQL Server security to ensure
that only users with the proper system privileges can access the AcuoStore database. If you need additional
information, contact the SQL Server administrator at your site or refer to the appropriate Microsoft SQL Server
documentation.

Configuration Security — Microsoft Management Console

Configuration security refers to an administrator’s control over the process of building an MMC console
application and using the application to configure the AcuoStore service. An administrator can reserve these
privileges for himself or can assign them to other users. An administrator can also build an MMC console, send
it to another user, and then give that user the privilege to configure the AcuoStore service through that MMC
console.

AcuoStore’s configuration security is integrated with Windows login security for MMC console applications.
Through this integration, AcuoStore’s configuration security allows an administrator to build toolboxes of
management applications and assign Windows login and password level security to those console applications.
Therefore, AcuoStore’s configuration security runs within MMC security and observes all the controls and
capabilities of MMC security. In addition, AcuoStore’s configuration security will leverage any future
capabilities that Microsoft may add to MMC security.
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AcuoStore Architecture

By linking a manageably small number of products and confining AcuoStore to a straightforward set of
configuration options, AcuoStore provides a simple, efficient way to securely manage digital assets. AcuoStore
itself functions due to the configuration of just two primary components: managed shares and applications.
These two components, once configured, serve as the key elements within AcuoStore that are responsible for
carrying and directing digital asset traffic between the client application and the storage devices. Managed
shares and applications are described in the following topics.

Figure 3 shows the AcuoStore architecture.

Client Application

(for example, AcuchMed)

( b )

AcuoStore Digital
Asset Manager

Set Up Shares Set Up Applications
=| Share Properties == =| Application Properties =[]+

Select the following: . Select the following: :

* Share Mame + Application Mame

Mode

Share Allocation
Username & Passwaord
Space Allocation

| \

[===1)

* Share Type
* Device Type
v Share Itself

- -

Tape Drive_*
or CAS Device -
! ANDVOR
=1 o=
— . r -~
R = i
ANDIOR . == ANDIOR - pptical Drive
Figure 3: AcuoStore architecture
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Managed Shares

A managed share is a logical mapping to a physical storage space. Configured using AcuoStore, managed
shares function like conduits through which digital assets flow to and from specific storage devices such as
RAID disk arrays, servers, optical drives, or other storage media. In contrast to applications that basically use
shares to control traffic, managed shares function merely as the road on which the traffic flows.

You can configure AcuoStore to use virtually any type of conventional storage device that can be shared as an
NTFS File System. Figure 4 illustrates these concepts.

Multiple Shares With Different Names Pointing to One Device

AcuoStore Digital

<
» Asset Manager
application application
A
application
Share Name: I Share Name:
X-Ray Images Share Name: Ultrasound Images

Radiology Images

AcuoStore AcuoStore
Managed Managed
Share One Share Two

AcuoStore
Managed
Share Three

NTFS Physical NTFS Physical
Shares One Shares Two

NTFS Physical

Shares Three

Figure 4: Managed share variations

As shown in Figure 4, note that AcuoStore Managed Shares are logical shares managing the data within NTFS
Physical Shares. This type of NTFS Physical Share can extend the capacity of the Managed Share almost
indefinitely and without the need to alert subscribers. From the subscriber’s perspective, they use the
AcuoStore share Radiology Images. Thus, from an administrative standpoint, if you need to add storage space
once a managed share is set up, all you have to do is logically attach a new storage device to your original
managed share or add storage to an existing NTFS share.

NOTE: In Windows users must manually set the permission on each folder shared. Right-click on the
folder to share > select Properties > click on tab for sharing - select three Acuo Users (Acuo
Administrators, Acuo Power Users and Acuo Users) and apply full permissions to Acuo
Administrators, full permission to Acuo Power Users and read only permissions to Acuo Users. Do
the same thing within the Security tab of the share folder.
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Managed Share Configuration Options

Managed share configuration options allow the administrator to set up shares and tailor them to conform to
the client’s particular hardware constraints. When setting up a managed share, you are given the following
configuration options:

e Name the Share
e Select the Online Storage Type (Managed Share)

e  Attach to the online storage type (Managed Share)

Name the Share

It is a good idea to give shares a name that means something to those who will be using the share. If
AcuoStore is being implemented in a medical environment, then a name such as Radiology Images may
represent a suitable example.

Share Propetties B

General | Metwork Share I

[T (B adiology Images|

 Online Storage————————————— — “Offline Storage
! LocalWolume = Hane
% Mebwork Share ) Tape
£ DFS Domain Share  DYD

' Wagnetic Dptical

[ 4dd |[ conce |

Select the Online Storage Type

There are three kinds of online storage types from which to choose:
e  Physical Share (Local Volume)

e Network Share

e DFS Domain Share

Logical Share (Network Share)

A logical share is the recommended share type. When a logical share is set up, it is actually considered a
namespace. Since the share is to a namespace, it means that you may attach an almost unlimited number of
physical devices to a namespace thus extending almost indefinitely the amount of storage space the
namespace may represent. See the Glossary on page 90 for a more complete definition of the term
namespace.

From a performance standpoint, a logical share, which is usually set up over a network, is generally slower
than a physical share that is located on the same volume as the AcuoStore installation. However, this
limitation is usually outweighed by the benefit of being able to easily expand the amount of physical storage
space by adding more logical shares.
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Physical Share (Local Volume)

A physical share is limited by how much space is actually available on the physical device. However, this
limitation is offset to some extent by the increase in speed inherent with a local volume and the fact that
certain local devices, such as a RAID 5 disk array, hold large amounts of digital information.

DFS Domain Share

A Distributed File System (DFS) is a file system that allows access to files from multiple hosts sharing through a
network. This makes it possible for multiple users on multiple machines to share files and storage resources.
Attach to the online storage type — Network Share

Figure 5 shows the Share Properties dialog box for adding a Managed Share (Network Share) from within the
AcuoStore GUI. To locate a share on a different device, you must first browse to that device. The local Server
Name will otherwise appear in the Server Name field. To make an attachment, click the Share list, navigate to
the share to which you want to attach, and click Add.

Share Propetties &

General Metwork Share |

—Metwark Share Configuration

Server Name: IJEF\NNE Browse ... |

Share:

tdd || cancel |

Figure 5: Network Share dialog box
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Attach to the online storage type — DFS Domain Share

To create a Managed Share using a DFS Domain Share, on the DFS Domain Share tab, enter or browse to the
appropriate Domain Name, and select one of the available DFS Links.

Share Properties |

"General DFS Domain Share |

—DFS Domain Share Caonfiguration

Domain Mame: I Browsze ... I

DFS Link:

[ - |

Finish I | Cancel I | Apply I
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Applications

Once you configure their set of simple, straightforward options, applications let you control which subscribers
have access to a managed share and how much space the subscriber can use on it. Like a digital safety deposit
box, applications let authorized users into and out of storage devices in where a subscriber’s digital assets are
stored.

Applications provide the point at which the client application, such as AcuoMed, makes contact with
AcuoStore. In practice, this means that through a client application, subscribers interface to an application and
the application then either grants or denies the subscriber access to the managed share that houses their
digital assets. When provided with the appropriate API calls, virtually any type of client, such as AcuoMed, can
link to an application created using AcuoStore.

Finally, two or more managed shares can be allocated to one application to extend storage needs for that
application. For example, say you have a current managed share that no longer has space available to store
new images, so a new physical share and managed share must be created to extend your storage needs. Once
the managed share is configured, all that is needed is to update the associated application, de-allocate the old
managed share and allocate the new managed share. There are no changes made to the subscriber or
AcuoMed User’s point of view, and you can add storage as you need it.

Application Configuration Options

Application configuration options allow the administrator to allocate specified amounts of storage space to
particular subscribers and utilize the managed shares that have already been set up. When setting up an
application, you are given the following configuration options:

e Name the Application

e Select Archive Device (Optional)

e Select Application Type (DICOM or XDS)

e Select High Availability Type (if applicable)
e Select an Active Share

e Select a User Name and Password

e Allocate Disk Space

Name the Application

It is a good idea to give applications a meaningful name. If AcuoStore is being implemented in a medical
environment or in a particular city, then a name such as Rochester Images may represent a suitable example.
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Application Properties -
tain ] Managed Shares
Application Type
+ DICOM
MHame; “
" XDS
Archive Device Application Suppart
Archive Device:  [No Archive j
File Parameters High Avvailability Type
Ol
Store File to Aichive Device After [Days): |1 =
Remove File From Cache After [Days]: |2 el
~
Add Cancel

Select Archive Device (Optional)

If an Archive Device is connected, select the device from the Archive Device drop-down list. If the Archive
Device is not connected to AcuoStore, this section will be grayed out. See the following section labeled
“Configuring an Archive Device” for more information.

Select Application Type

Applications can be created for both DICOM and XDS implementations. The type is specified in the Application
Type section.

Select High Availability Type (if applicable)

Specify whether the application will use High Availability, and if so, what role the application will server, such
as Publisher and Subscriber.

Select an Active Share

This option lets you select an active share from those that are available. To do this, on the Application
Properties dialog box, on the Managed Shares tab, select an available share, and then click the right-arrow to
move the share into the Allocated Shares window. The allocated share automatically becomes the Active
Managed Share.

To deactivate a share, select an allocated share in the Allocated Managed Shares box, and then click the left-
arrow to move the share into the Available Managed Shares window. If there are no other allocated shares,
the Active Share list becomes blank. Otherwise, the next allocated share in line moves up and becomes the
active share. Deactivating a share is not recommended if images are already stored and reside in that
managed share.
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Application Properties

Main  Managed Shares | Uszer |

Awailable Managed Shares Allocated Managed Shares

o5 | Radiology Images
< |

Active Managed Share: |F| adiology Images j

tdd || cancel |

Click the Finish button to complete configuring the application and to select all your options.

Storage Management Interface

Storage management interface refers to the type of interface that must be in place to support, and in some
cases enhance, AcuoStore functions.

There is one key interface:

e NTFS Interface

NTFS Interface

The NT File System (NTFS) is a file system that is available with Windows Server 2008 and later. This is the
recommended file system, over FAT and FAT32, for AcuoStore applications due to the fact that it supports
other needed features such as Distributed File System (DFS), Remote Storage Services (RSS), and file
compression. An additional feature with NTFS is that it provides security levels that allow you to lock down file
system access so that only users with administrator authorization can log on and look at the system’s assets.
Spanning volumes are only allowed in NTFS. Be sure that RAIDs are initialized as Dynamic Disks, if your
implementation requires support for volume spanning. Dynamic disks are not supported in a clustered
configuration, basic disks are required.
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Chapter 3 — Getting Started

In this chapter:

e Recommended Configurations
e  Pre-requisite Installation

e  Host Server Setup

e AcuoStore Installation

e MMC Console Creation

e Database Installation

e Changing a Database Connection

Recommended Configurations

IMPORTANT: Prior to installing AcuoStore, ensure that your hardware, software and network components
meet or exceed the recommended configuration levels detailed in the AcuoMed Image Manager Installation
and Operations Guide. Even if you are building an AcuoStore implementation with a client application other
than AcuoMed, the recommended components that are described in the AcuoMed manual will prove very
useful in terms of ensuring your implementation’s overall success.

AcuoStore Installation

AcuoStore installation must be done before the client application installation, such as AcuoMed. Refer to the
AcuoMed Image Manager Installation and Operations Guide for the AcuoMed installation procedure. For an
overview of AcuoStore setup and configuration, refer to The AcuoStore Digital Asset Manager on page 10.

Follow these steps to install AcuoStore.
1. Install Prerequisites.
2. Install Host Setup.
3. Start the AcuoStore InstallShield Wizard.
e Access the Acuo Installation software.

e Expand the folder structure as follows:

AcuoStore Digital Asset Manager [Release # Build #] > AcuoStore Digital Asset Manager [Release #
Build # Service Pack #] > Diskimage >DISK1

e Locate and double-click the file Setup.exe.
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The InstallShield Wizard Welcome screen displays.

Acuo Technologies - Installshield Wizard E

Welcome to the Install5hield Wizard for
AcuoStore Digital Asset Manager

The InstallShield® Wizard will install AcuoStare Digital
Azzet Manager 6.0.0.86 on your computer, Click Mext to
continue.

< Back: | Mest = I Caricel

4. Click Next to begin the installation.

The license agreement displays.

Acuo Technologies - Installshield Wizard

AcuoStore Digital Asset Manager License Agreement

Thi=s product i= an Acuo Technologies licensed
software product. Please refer to the separate
Aocuo Fechaofogres Spofevare ficonse dgrccomcnr
for complete licensing information.

In=talling this product indicates ywou have read,
under=tand and accept the terms of the dowme

Fechpoiories Sofeears ficanss doreanasne. If you have
not read thiz agreement do not install this Saftware._

|
¥ | accept the terms of the license agreement Frit |

" | do not aceept the terms of the license agreement

InstallShield

< Back | MHest » I Cancel I
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5.

After reviewing and accepting the License Agreement, click Next to continue.

Acuo Technologies - Installshield Wizard

Service Logon Information ‘

Specify the log an account far services. I .

Specify the user name and password of the log on account for this application. The user account
must be in the form DOMAIN U zermame.

Service user name:

INMF’F\:‘IEW1 W cuoS ervicell zer

Pazzword:

IrnstallShield

< Back | et > I Cancel

6. Type the desired Service user name and password. Click Next to continue.

The Setup Type screen displays.
Acuo Technologies - Installshield Wizard | x|

Setup Type ‘

Select the setup twpe that best suits your needs. I e .

Cusztom Install 2ll compaonents

Click the type of setup you prefer.

— Description

|matallShield

< Back | MHext = I Cancel |

7. Toinstall all program features, select Complete and then click Next to continue (go to Step 11). Or to
choose program features and install location, select Custom and then click Next to continue (go to Step

6).

8. Optional. If you chose Custom and select the Browse button, you can modify the Installation location.

For example, you might want to do this if there is limited space available for the default install location.
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Acuo Technologies - InstallShield Wizard E3
Start Copying Files %

Review settings before copying files. l - -

Setup has enough information to start copying the program files. 1F pou want to review or
change any settings. click Back. |f you are zatisfied with the settings, click Mext ta begin
copying files.

Current Settings:

Installing all features ;l
Inztallation Falder : C:\Program Files [#861%Acuo Technologies\AcuoStorel,

i of

|mstall Shield

< Back | P et I Cancel |

Should you want to install the software on a drive other than the C drive, click Back and choose Custom as
noted in number nine below. When changing the Destination Folder location, be sure to keep the
AcuoStore installation on the AcuoStore Server system drive (that is, do not install AcuoStore on the drive
where images will be stored).

9. Optional. Click the Browse button to install the software in a different location on the system.

Acuo Technologies - InstallShield Wizard E

Start Copying Files
' olEtizainy.

Setup has enough information to start copying the program files. 1F pouw want to review or
change any settings. click Back. |f you are satisfied with the settings, click Mext ta begin
copying files.

Review settings before copying files.

Current Settings:

Installing all features ;I
Installation Falder : C:\Program Files [#861%Acuo Technologies'\AcuoStorel,

i of

|mstallShield

< Back | R I Cancel |

Browse for the new Destination Folder and then click Next.
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10. Optional. Click one or more icons in the list to change how features will be installed, as shown in the
sample below. The disk space requirement is noted as features are selected or deselected. Click Next to

continue.
Acuo Technologies - InstallShield Wizard
Select Features wﬂ&
Select the features setup will install. I - -

Select the features vou want ta inzstall, and deselect the features wou do not want to install

— Dezcription

Fequired Components and b anuals
B MMC Configuration and Management Consale Ulzer manuals and compaonents
B fsset Storage Service required for the product

B Tier Manager Service

W] &rchive Cache Manger Service
i [] Utilities and Tools

36.71 MB of space required on the C drive
21326.11 MB of space available onthe C dive
|mstallShield

¢ Back | Meut » I Cancel

The features that can be configured by clicking the icons in the Custom Setup list have the following basic
functionality:

e Manuals and Required Components

e MMC Configuration and Management Console — the Microsoft Management Console components
that are required to setup and operate AcuoStore and provide remote management capabilities.

e Asset Storage Service —the AcuoStore product which is installed as an MMC snap-in.

e Tier Manager Service - This service is responsible for orchestrating the writing of assets to offline
storage devices, excluding EMC Centera devices.

e Archive Cache Manager Service — This service is responsible for managing the archive cache.

e AcuoStore Utilities - an AcuoStore program group that resides on the Windows desktop and provides
quick access to a number of useful functions.
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11. Before installing, you can review any of your installation selections and can change your selections by

clicking Back to return to previous screens.

AcuoStore Digital Asset Manager - InstallShield Wizard m
Start Copying Files ‘

Review settings before copying files. I .

Setup has enough information to start copying the programm files. [F pou want to review or
change any settings. click Back. If you are satisfied with the settings, click Mext to begin
copying files.

Current Settings:

Inztalling all features ﬂ
Install Folder ; C:A\Program Filescuo Technologies\AcuoStare’

4 o

|ztallShield

< Back | Mt » I Cancel |

When you are ready to install the program, click Next to continue.

12. You can monitor the installation progress, as shown below.

AcuoStore Digital Asset Manager - InstallShield Wizard m
Setup Status “

“‘M

AcuoStare Digital Azzet Manager iz configuring your new software installation.

C:h. ADBScripts\S QLS ervervdcuoS D bhupgrade 332t04 00.2ql

| stallS hield

Cancel
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13. When installation is finished, the InstallShield Wizard Complete screen displays.

AcuoStore Digital Asset Manager - InstallShield Wiza

InstallShield Wizard Complete

Setup has finished inztaling AcucStore Digital Azset Manager
O Yo computer,

< Back | Finish I Cance|

Click Finish to exit the wizard.
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Acuo Technologies Program Group

AcuoStore installation adds an Acuo Technologies folder to the Windows desktop. Double-clicking this folder
icon launches the Acuo Technologies screen which provides quick access to useful Acuo and AcuoStore
program functions.

The Acuo utilities are used for performing Acuo-wide program functions. Notice that there is a separate folder
of AcuoStore Utilities.

AcuoStore Utilities

The AcuoStore utilities provide quick access to a number of useful AcuoStore-specific program functions.

To access these utilities, double-click the Acuo Technologies folder icon on the Windows desktop. Within the
Acuo Technologies utilities screen, double-click the AcuoStore Utilities folder.

B Acuostore Utilities M= E|
(_; (__;J? | ~ Acuo Te... v AcunStore Lilities * k5 I search AcuoStore Utilities (22|
File Edit ‘iew Tools Help
Organize v  Includeinlibrary +  Sharewith ~  Burm  Mew folder 4= - E] ﬂ
Mame = | Dake modified | Type | Size |
@ AcunsStore MMC Zlzalzols 1126 AM Shortout FEE
[Pl AcuoStore Service Log 22812015 11:27 AM Shorkout GEKE
E] AcuoStore User Guide 212812013 11:26 AM  Shorkcut 3KB
| | ]

Figure 6: AcuoStore Utilities
The AcuoStore utilities perform the following functions:

e AcuoStore MMC Snapln — creates a new MMC console that includes the AcuoStore Digital Asset Manager
snap-in. If there is current AcuoStore configuration data on the server, this AcuoStore configuration will
display in the new MMC console.

e AcuoStore Service Log - monitors the AcuoStore Interface Activity.

e AcuoStore User Guide — opens an electronic copy of the AcuoStore User Guide.
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MMC Console Creation

MMC, which stands for Microsoft Management Console, is a framework for hosting consoles within Windows
environment. MMC provides the tools and commands that you need to build new consoles. A console is an
administrative structure that can contain tools, folders, web pages, and other administrative items. You can
set up different consoles to manage different parts of your AcuoMed and AcuoStore network such as, a local
console and a remote console. Consoles are hosted within MMC.

You can set up multiple consoles for different purposes and restrict their use through Windows security
features. Using different consoles to manage different parts of your network is a good example of a case when
you might want to set up more than one console. You can set up one console for local administration and one
or more additional consoles for remote administration.

Since you will operate AcuoMed and AcuoStore from an MMC console, you must create at least one console
where you will add the AcuoMed or AcuoStore service. You can also add them to an existing console.

NOTE: A default AcuoStore console (AcuoStore.msc) comes with the AcuoStore product. You can either
customize the AcuoStore.msc console or you can use the procedure below to create a totally new
console. Keep in mind that if you use the included .msc file, any setting changes made to that file
will be lost upon reinstallation of the software.

Follow these steps to create an Acuo console.

1. Click the Start menu and then click Run.
Run ﬂ

Type the name of a program, Folder, document, ar
Internet resource, and Windows will open it For wou,

Open: Iﬁ j

oK I Cancel | Browse.., |

2. Inthe Run dialog box, type MMC (as shown above) and click OK.

A new blank console displays.

NOTE: If creating the MMC on a 64 Bit Operating System, in the Run dialog box, type MMC -32 and click OK.

= Consolel - [Console Root] (=] E3 .

File Action View Favorites  ‘Window  Help ‘- &| x|

e EEI

| Console Raak Hame | Actions

There are no items to show in this view, onsole Rool FS

Mare Actions

|
3. From the Console menu, choose Add/Remove Snap-in.

The Add or Remove Snap-ins dialog box displays.
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Add or Remove Snap-ins

Y¥aou can select snap-ins for this consale From those available on wour computer and configure the selected set of snap-ins. Faor
extensible snap-ins, wou can configure which extensions are enabled.

Available smap-ins: Selected snap-ins:
Snap-in | Weni | Console ook Edit Extensions. .. |
42 NET Framework 1.1 Corfiguration  Micr: E t Mana
- Active Control Micr: Remove |
0 AcuoStore Digital Asset Manager f=Tuid
Authorization Manager IMicr Marve Up |
H Certificates Micri
CH Component Services Micr [ e Dratwn |
%Computer Managemment Micr Add > |
_.J:‘hl Device Manager Micr
=3 Disk Management Micri
Event Yiewer Micrt
| Folder Micr:
__’ Group Policy Object Editor Micr
'.ST IP Security Monitor Micr T
4 | » 4| | _;I Advanced. ..
Descripkion:

The configuration manager for the AcuoStore Digital Asset Manager {Copyright @ Acuo Technologies. All Rights Reserved. ).

oK I Cancel

4. Locate and click the AcuoStore Digital Asset Manager snap-in to select it and click Add.

The AcuoStore Digital Asset Manager is added to the Snap-ins list in the selected snap-ins dialog.

5. Locate and click the Services snap-in to select it and click Add.

The Services dialog displays. The services snap-in is used to start, stop, and configure Windows services.
Since AcuoStore and AcuoMed run as Windows services, you need to use the Services snap-in to manage

them.

Select the computer you want thiz Snap-in to manage.

Thiz snap-in will alwayps manage:

' Local computer: [the computer this console iz running on)

" Another computer: I Browse... |

[~ Allow the selected computer to be changed when launching from the command line. This
only applies if you save the console.

< Back I Finizh I Cancel |

6. To have the console manage the local computer, select Local computer and click Finish.

7. Optional. To have this console manage a remote computer, select Another computer, type the path or
click Browse and select the path to the remote computer, and click Finish.

8. Optional. You can add any other snap-ins that are needed for your application environment or for the
system management to the Acuo Console you are creating. For example, AcuoMed Image Manager,
another client application, Microsoft SQL Enterprise Manager, or Removable Storage Management.
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9. Click OK to close the Add or Remove Snap-ins dialog box.

You now should see the snap-ins you added in the Console Root tree (as shown below).

F= ATConsole - [Console Root] =] B3

File  #&ction Wiew Favoribes  ‘Window  Help |_|E’|5|
&= ==

Marne |
AcuoMed Image Manager (local) Ohcqued Image Manager (local)
Services (Local) 2services (Local

10. To save your new console, click the Console menu and choose Save As.
e The default “Save in” folder, Administrative Tools, is fine unless you have a reason to change it.

e  File name — a file name that is a combination of the console name and the system name is a good
choice. In our example below, the existing local console “ATCustomConsole” already exists and we
are adding the new console “ATCustomConsoleRemote” that will be used to manage a remote

system.
= save As
Save in: I , Common j 6 ? v |HER

Mame = | Y| Date modified | Y| Twpe | v|
EhTConsole 35/20135:50PM  Microsoft Comm, ..

[ ATCustomConsale 3(13/2013 335 PM  Microsoft Camm, ..

i ATMedCansale 3S/2013 5:50PM  Microsoft Camm, .,

[ ATPatientigmt 3(5/20135:E0PM  Microsoft Camm, ..

i ATStoreCansale 3(5/20135:50PM  Microsoft Camm, .

| | ]
File: hamne: IAT CustomConzaleR emate j Save |
Save as lppe: IMicrosoft M anagement Conszale Files [*.msc) j

4

11. Test to see that the newly created and saved console shows up, click the Start menu, select Programs >
Administrative Tools.

12. Create a shortcut on your desktop to the new console by right-clicking it in the Start Menu and clicking
Create Shortcut in the pop-up menu.

A shortcut icon is placed on your desktop.

13. Optional. Rename the desktop shortcut as desired.
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Restarting the AcuoStore Services after Configuration

After you make changes to the AcuoStore configuration, you must restart the AcuoStore Service in order for
the changes to take effect.

Caution

The client application, in our example AcuoMed, must be stopped prior to restarting the AcuoStore Service.

To restart the AcuoStore Service, follow these steps:

1. Verify that the Services snap-in is already added to the AcuoConsole.

If it is already added, the Services snap-in should appear in the Acuo MMC console tree as shown below
and skip to Step 3. If the Services snap-in does not appear in the console tree, continue to Step 2.

= ATCustomConsole - [Console RootServices {Local)]

& | HEE ez HE» n 0 p
| Console Root

Q AcuoMed Image Manager (local)
;‘_! Services (Local)

Acuo Cache Manager it Description Skatus Startup Type
Start the service : Manages offline ... Autkomatic AdcucSe
Captures securit. . Autornatic AdAcuoSe
Description: S Manages and ro... Automatic SNAcuoSe
Manages the online cache content {EL AcunStore Stores and retrie. .. Aukomatic ABcuose
-_’Tﬁnnlicatinn Expetie... Processes applic...  Started Manual LInca\ S_vleI
4 »

" Extended Standard/

2. Add the Services snap-in if it is not in the console tree.
1. From the Console menu, select Add/Remove Snap-in.
2. Inthe Add or Remove Snap-ins dialog box, click Add.

3. Inthe Add Standalone Snap-in dialog box, click the Services snap-in in the Available Standalone
Snap-ins group and click Add.

Add or Remove Snap-ins

‘ou can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, vou can configure which extensions are enabled,

Available snap-ins: Selected snap-ins:
Snap-in | Yendor |;| _|Cansole Roat Edit Extensions. ..
&) oal Users and Gro... Microsoft Cor... oncunMed Irmage Manager (local

2| MAP Client Configur,..  Microsoft Cor. .. _“_.!Services {Localy Remove

SPerformance Monitor — Microsoft Cor. ..
_|Remote Deskkop Ser... Microsoft Car... Moe Up
%Remote Desktop Ses... Microsoft Cor,.,
BB Remate Deskkops Micrasoft Car,,. Move Down
] i i Add =
=/ Resulant Set of Policy  Microsaft Cor...
= Routing and Remote...  Microsoft Car...

':J_‘;,Security Configurati...  Microsoft Car...
T Security Templates Microsaft Car...

Bservices Micrasaft Car. .

12 Shared Folders Micrasoft Car,,.

‘QSQL Server Configur... Microsoft Car... ] "

(1 Task Scheduler Microsoft Car, . LI 2l | LI vances .
Description:

Starts, stops, and configures \Windows services.,

oK Cancel
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3.  Select whether the snap-in will manage the Local computer or another computer and click Finish to add
the Services snap-in to the AcuoConsole.

4. Inthe console tree, click the Services snap-in to display the list of services in the right pane.

Refer to the screen sample in Step 1.

5. Inthe right pane, locate and right-click the AcuoStore or Acuo Tier Manager Service.

CAUTION: Before doing the next step, be sure that the client application has been stopped.

6. From the pop-up menu, select Restart.
Windows reports progress as it Stops and then Starts the service.

Note: You could also perform separate Stop and Start operations by selecting these options from the pop-
up menu. But the Restart option performs Stop and Start in a single step.
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Database Installation

Database installation includes both creating a database and connecting to the newly created database. For
SQL databases, connection happens automatically as part of the installation process.

Allow plenty of disk space when installing your databases. It is recommended that you install your database on
a RAID1+0 that has at least 50 GB of available space. This RAID should be separate from the RAID that serves
as the system drive, and from the RAID that is used to store images. For SQL, Acuo databases are set up by
default to grow automatically in 1 MB increments. This allows the databases to start small and then grow as
needed. For a more accurate configuration, please use the Acuo Volume Analysis found on
www.acuotech.com.

NOTE: When upgrading your current installation of AcuoStore, it is necessary to uninstall the current
product version, through Windows Add/Remove Programs, before installing the new product
version. The uninstall operation does not remove any currently installed databases that AcuoStore
is using. However, it will be necessary to reconnect to these databases after you have installed the
new version of the AcuoStore product. Refer to the topic Changing a Database Connection on page
38 for instructions on how to do this.

SQL Database Installation

For Microsoft SQL, you create a new database through an MMC console. You cannot install the initial database
for an MMC application remotely. You have to install the AcuoStore database on a machine that you are
actually logged onto. However, you can use Terminal Services Client to install as if you are logged onto that
machine. Refer to Chapter 5 — Remote Management on page 52 for more information.

There is one database installation required to use AcuoStore:
e  AcuoStore Database — procedure given below

It is only possible to install one AcuoStore Database for an AcuoStore Digital Asset Manager.

AcuoStore Database Installation

The initial installation of the AcuoStore database creates an empty database to be used by the AcuoStore
Digital Asset Manager. This new database contains blank tables for Managed Shares and for Applications.

NOTE: When a new version of AcuoStore is installed, the existing AcuoStore database remains on the
system. You use the “Change Database Connection” process to reconnect the existing database to
the new installation of AcuoStore. Refer to the topic Changing a Database Connection on page 38.

Follow these steps to perform the initial installation of an AcuoStore database.
1. To preform one of the following actions to start the Acuo MMC console.
e (Click the shortcut on the desktop located in the Acuo Technologies Folder.

e From the Windows Start menu, click All Programs > Administrative Tools > the Acuo MMC console.
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http://www.acuotech.com/

2 ATConsole - [Console Root', AcuoStore Digital Asset Manager (local),Digital Asset Manager ... =] E3 |

Filz  Action  Yiew  Faworbes  Window  Help |_|ﬁ'|5|

e 2 W) x| NEN ? e

“ Console Root
() AcuoMed Image Manager (local) Database Connectivity Problem
= O AcuoSkore Digital Assek Manager (local)
@ Digital & lana

This computer does not have a database configured For the
AcuoStore Asset Manager Service, A new database can only

Event Yiewer (Local) be installed from an MMC application running on the machine

i#1 Services (Local) where the AouoStore Asset Manager is installed, IF vou are an
the target machine, right click the server and install a
database,

2. Right-click Digital Asset Manager Server under the AcuoStore Digital Asset Manager in the left pane and
select Install Database.

The Install Database dialog displays.

Install Database E

—Database Install SQL Server Connection —DICOM Database Parameters
ServeriInstance: I FFz Database Mame: I AcuosSDh
Connection bype: Conneckion bype:
' Windows user authentication using your credentials & Windows user authentication using the service credentials
= 501 login authentication using the name and password below €~ 501 lagin authentication using the name and password below
5L Login: | DE Login: |
Password: I Password: I

—Mew Database Directories

Database:l Browse, .. |
Log:l Browse. .. |

= Back | Finish |
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Install Database B3

—Database Install SQL Server Connection —DICOM Database Parameters
Serverinstance: | WIMPFYIEW 1 Database Mame: I AcuosDb
Connection bype: Conneckion kype:
+ \Windows user authentication using your credentials ' WWindows user authentication using the service credentials
501 login authentication using the name and password below €~ 50L login authentication using the name and passwaord below
56 Login: | DE Login: |
Password: I Password: I

—Mew Database Directories

Database:l Browse. .. |
Log:l Erowse. .. |

< Back | Finish |

3. For the Database Install SQL Server Connection section, do the following:
e The Server\Instance is automatically shown as the default SQL Server Instance.
e Select a connection type:
e Windows user authentication — use the current user’s Windows credentials.

e SQL login authentication - enter your unique SQL Server administrative login and password. This
is the administrative authentication that allows you to install a new database in the Database
Server.

4. Forthe DICOM Database Parameters section, do the following:

e In the Database Name box, enter a name for the new database. You can use AcuoSDb or some other
name that you prefer for your installation.

e Select a connection type:

e  Windows user authentication — database will be created using the current user’s Windows
credentials.

e SQL login authentication - enter the desired SQL database login to be created with the Database.

5. Set the New Database Directories to determine where the database files will be installed.

e In the Database box, you can either type in a location or click Browse and select an existing location.
Do not install database files to your system drive, where your Windows installation is located,
because it is not possible to expand the system drive as your database grows. Instead, install the
database on a separate partition or different physical drive.

e Inthe Log box, Microsoft recommends that you save log files on a different drive than where the
database files are saved (but this is not a strong recommendation); so, you can save them in the same
directory as the database files if you prefer.
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6. Click Finish to complete the installation.

You can verify that the database is installed and connected. In the MMC console tree, click AcuoStore
Digital Asset Manager to select it. In the right pane for the AcuoStore Server/Database Server, you should
see a Configuration Database Status of Connected.

Changing a Database Connection

Changing a database connection allows you to connect to an AcuoStore database that has already been
installed on the system.

e SQL databases — The database connection is done automatically as part of the SQL database installation.
So the Changing a Database Connection procedure is not needed for the installation of a new SQL database.
However, when an AcuoStore application upgrade is installed, it is necessary to reconnect to existing SQL
databases, unless upon uninstalling the old version of AcuoStore, you answered “yes” to the following
guestion, “Do you wish to save the current AcuoStore Digital Asset Manager settings for reinstallation?”

Follow these steps to change a database connection to an AcuoStore database:

For AcuoStore, it is only possible to have one AcuoStore database per AcuoStore application per server.
1. Inthe MMC console tree, right-click Digital Asset Manager Server.

2. From the pop-up menu, select Change Database Connection.

The Database Connection Parameters dialog displays.

Database Connection Parameters

Modify the database connection parameters:

—Database Parameters

Database Twpe: I M5 S0L Server j

Database Instance: I TEST

Virtual ServeriInstance or Server

Database Name:

Login: | AcuoSDb

Password: I Frr—

= Back I Finish I Cancel |

3. Inthe Database Type list, select MS SQL Server.

4. Type the Server name in the Database Instance box where the database is installed.

5. Inthe Database Name box, type the Database name. This is the Database Name parameter that is
specified at database installation.
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6. Inthe Login box, type the database login. This is the login parameter that is specified at database
installation. If using Windows Authentication, leave this field blank.

7. Inthe Password box, type the database password. This is the password parameter that was specified
at database installation. If using Windows Authentication, leave this field blank.

8. Click Finish to change the database connection.
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Chapter 4 — AcuoStore Configuration
Example

In this chapter:

e  Configuration Example Overview
e  Configuring Archive Devices
e Configuring Applications

e Configuration Example Conclusion

Configuration Example Overview

The example configuration in this chapter demonstrates how to set up AcuoStore to fulfill the basic needs of a
typical implementation. AcuoStore has just two primary components that need to be configured — Managed
Shares and Applications. Once you have configured these, AcuoStore allows you to check digital assets in and
out of the storage archives that you selected in your configuration.

Before configuring AcuoStore, you must have completed the following tasks:

e Installed AcuoStore, an AcuoStore database and created a MMC console according to the corresponding
procedures found in Chapter 3 — Getting Started beginning on page 22.

e Analyzed the storage needs of your client application, such as AcuoMed, obtained and placed the storage
devices online that are necessary to support those needs. In the following AcuoStore configuration
procedure, there is a step that allows you to specify how much space to use on a given storage device. You
should have already assessed how much space you need and obtained devices sized to meet those needs.

e IMPORTANT: Using standard Windows techniques, set up a share to the storage device on which you
intend to store digital images.

NOTE: In Windows, administrators must manually set the permission and security on each folder shared.
Right-click on the folder to share, select Properties, click on the Sharing tab > click on box for
permissions and give full control to the users Acuo Administrators and Acuo Power Users. Give
read-only access to Acuo Users. These groups are installed upon installation of the service.
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As is shown in Figure 7, AcuoStore and the client application, such as AcuoMed, are installed on the same
server, and AcuoStore is mapped to the local image cache on a one-to-one basis. Note that if for some reason
you have more than one local image cache on your server, you must map all local image caches to the same
AcuoStore. Also, depending upon the needs of your implementation, AcuoStore and the client application can
be installed on different servers.

Server
Client Application It is possible to have
(for example AcuoMed) multlple local image caches
for a single AcuoStore
__________ e e Digital Asset Manager.
Application Each local image cache
(Oakdale_Clinic) must map to a different

Managed Share Managed Share.
(Oakdale_Clinic_Data) There is a 1-1 relationship
between a Managed Share
and a Local Image Cache.
There can be many
Manages Shares per
AcuoStore Digital Asset
Manager.

AcuoStore J

Figure 7: Detailed view of the configuration example

Also shown in Figure 7, is one managed share and one application are set up to create a link to the storage
area on the local image cache. The managed share, Oakdale_Clinc_Data, is associated with the application
named Oakdale_Clinic. This application will be limited to using 10 GB of physical disk space. The following

procedures demonstrate how to set up the example configuration described above.
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Configure Archive Device

AcuoStore currently supports several Archive Devices. The types of Archive Devices supported in this release
are as follows:

EMC Centera
e EMC Atmos

e NetApp/Bycast

e Dell-DX
e Dell Cloud
e Hitachi

e Nirvanix
e  Scality

e  FileStore

The steps below outline the process for configuring the supported devices.
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Configure an Archive Device

To connect a server to an archive device from the Acuo MMC console main dialog, right-click Archive Device
Configuration and select New > New Archive Device Configuration.

= ATConsole - [Console Root', AcunStore Digi

File Action Wiew Faworibes  Window |

® % 2[00 ([
~| Console Root
C'l AcuoMed Image Manager (local)
= C\ Acuostore Digital Asset Manager (local)
=] @ Digital Asset Manager Server

Archive Device Configuration
Managed Shares
Applications
¥ Trace Settings

Archive Device Properties

Friendly Mame: IAlchive Dievice Example

Archive Device Type: I j
— Tuning P
File P “wiiter/Cache Control P
Default Store File ta Archive Device After (Days): I30 Wiiting

. |
Launch Time: |D1_DU 00 &M = | Ensbled

Max Threads: [10 7 Corfinuous Interval (Mins.): |50

Default Remave File From Cache After [Days): |45

tax Container Size [MBs) |20

i~ Connection P

Advanced Options.

Add

1. Inthe Friendly Name box, type a name (no more than 64 characters) for the device.
2. Select the device from the Archive Device Type list.

The options in 6.0 are listed below:

e EMC Centera e Hitachi
e EMC Atmos e Nirvanix
e NetApp/Bycast e  Scality
e Dell-DX e  FileStore
e Dell Cloud
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3. Configure the Archive Device Tuning Parameters.

File Parameters are global default values. These values are inherited when a new application is created.
They can be modified when the Application is created or at a later time.

e Default Store File to Archive Device After (Days): The defaultis 0. File is considered Nearline.
NOTE: Recommend changing this setting to 1.

e Default Remove File From Cache After (Days): The default is 7. This number must be greater than
the Store File to Archive Device number. File is considered Offline .

e  Max Container Size (MBs): The default is 20 and the parameters are 5 - 100 (MBs).

Writer/Cache Control Parameters indicate the time each day a list of files, within the max container size,
will be written to the archive device. After successful write to the Atmos device, a CLIP ID will be entered
into the archive location column of each file in the list.

e Launch Time: Default is 1:00:00 AM. This is the daily time that data will begin to store to the
archive device. Correlate this time with your SQL maintenance job schedule so that both are not
running at the same time.

e Max Threads: Default is 10. This indicates the total number of threads that can be open to the
archive device at any given time. Please contact Acuo Technologies for assistance with this
advanced parameter.

e Toindicate a time interval in which to continuously write files to the archive device, select
Enabled under Continuous Writing and specify the time, in minutes, to use as the interval.
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Connection Parameters

The Connection String is the list of IP addresses and the port of the archive device. The connection string is
obtainable from the Field Service personnel.

Primary/Secondary IPs

AcuoStore has the ability to distribute load evenly to multiple nodes, and reference a set of secondary
nodes or IPs, if primary nodes are unavailable.

The primary means of communication to an archive device’s storage grid is through a Communication Load
Balancer (CLB). This node is aware of the state of all storage nodes in the grid and directs traffic to the
appropriate storage node for service. If a particular storage node is momentarily overloaded or offline, the
CLB will direct traffic to an alternative storage node. This frees AcuoStore from having to query the grid to
find appropriate endpoints to communicate with.

The URL, or Connection String, box contains the primary and secondary nodes. Primary nodes are
specified by ‘PriSaddr’ and secondary nodes as ‘Sec$addr’. An IP address with no designation will be the
primary address by default, making it possible to run on an existing system with new software without
reconfiguring. The connected Archive Device must support multiple IP addresses. Please reference the
screenshot below.

In the example below, 10.220.8.98 and 10.220.8.99 are the primary nodes. 12.18.16.98 and 12.18.16.99
are the secondary nodes.

Archier Drvn e Propeetics
Fiondy Name: [EMC At
Auckve Devien Tipe [m: At ﬂ
Turing Paramaters
[ e/ Comtred Prvammedess
el Slose Fie s Aschoen Do e [Dage] |5 Contirucus Witing
Wiket/Cacha Launch Tine: [0 0 M = T~ Frosbied
il Fiemerve Fie From Cache &es [Dage) [45
Max Theads: |10 Irierval Min. | |-
Mo Ciordinrwn Sirm (MB) |5
Correcion Parameteey
Cornection Stirg [1-.;‘.'.|rw Pofackia 101 750 B 99, S ackhn12 15 30 5, SrcPacklea? 19 2 94
Pt |80
Advanced Options

Default Security Parameters

The Default Security Parameters contain credentials necessary for access to the certain Archive Devices.
Values entered in the Archive Device configuration are defaults and will auto-populate when creating new
AcuoStore Applications. These parameters include:

e SubtenantID/UID — (i.e., Atmos, Hitachi, Nirvanix, Scality)
e Shared Secret — (i.e., Atmos, Hitachi, Nirvanix, Scality)

e Application Key — (Niranix)

e Application ID — (Nirvanix)

e Bucket Name — (Scality)
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4. Optional. Advanced Archive Device Options gives additional configuration options for AcuoStore as
follows:

Advanced Archive Device Dialog E3

—#dvanced Cptions

Skore Retry Count: I Z  [attempts)
Store Retry Time: I—SU {minutes)
Mermary Stream Buffer: I 1 kb
Max Addresses: I—lﬁ

« |E

e Store Retry Count - The number of times AcuoStore will attempt to write data. The default is two
attempts.

e Store Retry Time - The interval in time between the Store Retry Count when AcuoStore will
attempt to write data. The default is 30 minutes.

e Memory Stream Buffer (default 16 kb) - This shows how big each piece of data is that is being
sent and is grayed out at all times. The default is 16 kb.

e Max Addresses - This sets the maximum number of addresses allowed. The default is 16.
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AcuoStore Services Grid

The Acuo Tier Manger and Acuo Cache Manager services are created at the time of install or upgrade and are disabled by
default. The Tier Manager Service is responsible for orchestrating the writing of assets to offline storage devices. The Acuo
Cache Manager is responsible for removing assets from the local cache once they have been successfully written offline.
The segregation from the AcuoStore service will allow for improved efficiency, flexibility, and compatibility with an
increasing number of Archive Devices. Please view the grid below for detailed information regarding the installed services
and their responsibilities based on the type of CAS Device being used.

This table below illustrates the recommended state of Acuo Services depending on the configuration implemented.

Configuration/Archive Device
AcuoStore AcuoMed AcuoAudit Acuo Tier Manager
No Archive Device Enabled Enabled Enabled Disabled
Acuo with Archive Device
EMC Centera Enabled Enabled Enabled Disabled
Any Other Non-Centera Device | Enabled Enabled Enabled Enabled
Dedicated Writers
EMC Centera * Enabled Disabled Disabled Disabled
Any other Non-Centera Device Disabled Disabled Disabled Enabled

! When writing to EMC Centera devices, if there are multiple AcuoStore systems using the same AcuoStore Database, only one should be
configured. In this setup, only one system should have the registry setting “CASWriter” set to a value of 1.

The table below illustrates the Acuo Service Responsibilities when using an archive device.

Service Responsibilities
Archive Device

File Writer Acuo Cache Manager Orphan Sweeper
EMC Centera AcuoStore Acuo Cache Manager AcuoStore
Any other Non-Centera Device Acuo Tier Manager Acuo Cache Manager AcuoStore

Please note that a restart of both the AcuoStore and Acuo Tier Manager Service is required in order to accommodate any
modifications made to either configuration. This is important to remember especially in implementations where the writer
is hosted separately.
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Configuring Managed Shares

To set up AcuoStore, configure managed shares before configuring applications. As described in Chapter 2,
managed shares are logical mappings to physical storage space that function like conduits through which
digital assets flow to and from specific storage devices.

NOTE: To complete this procedure, ensure that you have completed the bulleted tasks noted in the
previous topic, Configuration Example Overview. For more information, refer to the topic Managed
Shares on page 15.

Follow these steps to configure a managed share.
1. To start the Acuo MMC console, preform one of the following.
e  (Click the shortcut on the desktop.

e  From the Windows Start menu, click All Programs > Administrative Tools > AcuoStore Digital Asset
Manager.

The Acuo MMC console displays.

TConsole - [Console Root' AcuoStore Digil

File  Action View Favorites  ‘Window

&= 5T c=H
| Caonsole Root
O AcuoMed Image Manager {local)
=] O Acuostore Digital Asset Manager (local)
@ Digital Asset Manager Server
Event Yiewer {Local)
% Services (Local)

2. Expand AcuoStore Digital Asset Manager > Digital Asset Manager Server.

3. From the Acuo MMC console tree, right-click Managed Shares and select New > New Share.
The Share Properties dialog box display with the General tab selected.

General | Network Share |

Name IOakdaIe_CIinic:_Dala

Online Storage ——————————— “Cffline Storage
€ LocalYolume & None
¢ Network Share € Tape
£ DFS Domain Share L]

€ fagnetic Optical
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4. On the General tab, set up the following parameters:
e Inthe Name box, type the name of the new share, Oakdale_Clinic_Data in our example.
e For Online Storage type, select the applicable radio button.
e  Optional. Select an offline storage type.

5. Select the Network Share tab to continue.

General Metwork Share I

Network Share Corfiguration

Fere e |GRANDPRI)( Browse .. |

| Add I| Cancel I

6. The default Server Name is your local machine. If your physical NTFS shares reside on a different server,
browse your network for that server.

7. From the Share list, select the storage device on which you set up a share.

8. Click Add to configure the managed share and add it to the archive.

Acuostore

@ The share has been added to the digital asset manager.

This completes the procedure to configure a managed share. The new managed share,
Oakdale_Clinic_Data, now appears in the console tree as shown below.

= ATConsole - [Console Root',AcuoStore Digital Asset Manager {local) tal Asset Manager ServerManaged Shares'Oakdale_... [B[=] E3
E File  Action Yiew Favorites  Window Help | -8 x|
e 7m==H
| Consale Root ame | Share Type | Share Prefix | Offline Storage |
Q) Acuoied Image Manager (local) | @YOskdale_Clric_Data  Network Share VWMRFYIEW 1| Oakdale_Clini...  Mone

= O AcuoStore Digital Asset Manager {local)
= @ Digital Asset Manager Server
Archive Device Configuration
= Managed Shares
dilib
Imagesl
Oakdale_Clinic_Data
ﬁ Applications
§ Trace Settings
Event Yiewer {Local)
% Services (Local)

Repeat this procedure to create additional managed shares, or continue with the next procedure to
configure applications.
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Configuring Applications

Once you have configured at least one managed share, you can configure applications. As described in Chapter
2, applications let you control which subscribers have access to a managed share and how much space each
subscriber can use on the share.

NOTE: To complete this procedure, ensure that you have completed the bulleted tasks list in the topic,

Configuration Example Overview on page 40. For more information, refer to the topic Applications
on page 19.

Follow these steps to configure an application.
1. To start the Acuo MMC console, preform one of the following.
e  (Click the shortcut on the desktop.

e  From the Windows Start menu, click All Programs > Administrative Tools > AcuoStore Digital Asset
Manager.

The Acuo MMC console displays.

B ¥1 - [Console Root AcuoStore Digital Asset Manager (local)]

G= File Action View Favortes  Window  Help &7 x
]
e | #Eldls |HE

[_] Console Roat Digital Assek Manager Server ... | Database Server | Configuration Database Status | Database Type

Fel AcucMed Imags Manager (local) EPvmprR1 YMPFR1\SQLEXPRESS Connected M3 SQL Server
=1 Fg\ Acuostore Digical Asset Manager (local)

= @ Digital Asset Manager Server
Archive Device Configuration
Managed Shares

Applications

s‘ Trace Setkings
Classic Event Yiewer (Local)
Services (Local)

4] | ¥

|
2. Expand AcuoStore Digital Asset Manager > AcuoStore Server.
3.  From the Acuo MMC console main dialog, right-click Applications and select New > New Application.
The Application Properties dialog displays with the Main tab selected.
4. Using the Main tab, set up the following parameters:

e Inthe Name box, type the name of the new application, Oakdale_Clinic in our example.

e Select DICOM or XDS for the Application Type.

e If thereis a connected archive device, select Use Archive Device and change the default file
parameters. If connected to an archive device that requires login credentials, enter those credentials
before continuing. For more information on configuring an Archive Device, see the Configuring
Archive Device section.

5. Select the Managed Shares tab and set up the allocated shares.

e Move the share(s) that you want to allocate from the Available Managed Shares list to the Allocated
Managed Shares list. Data will write to the Active Managed Share.
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7.

AcuoStore

Click Add to configure the application and add it to the archive.

'0' The application has been added to the digital asset manager.

console tree as shown below.

This completes the procedure to configure an application. The new application now appears in the

= ATConsole - [Console Root' AcuoStore Digital Asset Manager (local)Digital Asset Manager Server'Applications]

=]

Managed Shares
Applications
dilibs
Imagesl
Oakdale_Clinic_Data
§ Trace Settings
E Event igwer (Local)

* 1 Services (Local)

% Archive Device Configuration

& File Action View Favorkes  Window  Help |;|i|1|
&= | Hm=HE
* Console Root Name | TatalUsed GigaBytes | Archive Device Support | High Availabiity Type | CAS User Name
) Acuohed Image Manager (local) " dilb 10,0000 (Unknawn) Mone Mone
=] O AcuoStore Digikal Asset Manager (local) “g“ Imagesl 10,0000 {Unknown) MNone None
= @ Digital Assst Manager Server ? Oakdale_Clinic_Data  0,0000 (Urknown)

None Mone

Repeat this procedure to create additional applications, or continue with procedures to configure your
client application. Refer to the AcuoMed Installation and Operations Guide, Chapter 4 for the AcuoMed

configuration example.

Configuration Example Conclusion

The example configuration detailed in the previous topics is simple and only one out of many possible
configurations. However, even if a number of options were changed, the example configuration shown above
would still clearly demonstrate how to configure AcuoStore and how simple and easy it is to use. Refer to the
topics Managed Shares on page 15 and Applications on page 19, as well as the online Help system for detailed
information about the options you can select while creating managed shares and applications.

AcuoStore Digital Asset Manager — Installation and Operations Guide

Proprietary and Confidential — Acuo Technologies®

51



Chapter 5 — Remote Management

In this chapter:
Overview
Management through MMC Console

Management through Terminal Services Client

Overview

Remote management refers to the practice of managing a computer at a different physical location from the
local computer. Practically speaking, remote management lets you manage an Acuo server at one or more
remote locations, such as at several clinics or imaging centers, from another remote location, such as a central
hospital. This AcuoStore discussion of remote management is done in the context of the AcuoMed client
application, but the same concepts would apply for a client application other than AcuoMed.

Hospital - Local (source) System Clinic - Remote (target) System
4 ‘ A 4 N

—

T
[—]
]

Physical Virtual
Susan Susan

Susan uses computer at hospital to
operate computer at clinic

Figure 8: The remote management concept

NOTE: In the topics that follow, the term “source system” refers to the local system being used to manage
a remote system. The remote system being managed is referred to as the “target system”.
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There are two methods of administering remote management that essentially perform the same functions.
However, each method has certain characteristics that make it distinct from the other. These methods, and
their differences, are described under the following two topics:

e Management through MMC Console

e Management through Terminal Services Client (Terminal Server)

Management through MMC Console

Setting up an MMC console on a local server to manage a remote server eliminates the need to physically be
where the remote server is located to perform certain tasks on it. Instead, you can manage other MMC
console services and perform certain tasks through those services on remote servers from virtually any local
server. Typically, these tasks include:

e Changing the configuration on the remote servers
e Stopping and restarting services on the remote servers

e Setting up a group of snap-ins that you want to routinely manage on the remote servers

NOTE: Management through MMC Console requires that the local server has a high-speed, highly
available connection to the remote server. If this is not the case, Management through Terminal
Services Client is the better choice. Refer to the discussion of this topic on page 60.

MMC Operational Considerations

The MMC console method of managing systems remotely is the preferred method if you have MMC supported
Windows operating system running on both the local and remote systems, and if you can access the local
system from a remote system through a secure Intranet. If you can access the Intranet through a Virtual
Private Network (VPN) using the Internet, this is also acceptable. Conversely, the MMC console method is not
a viable method if at least one of your systems is not running a supported Windows operating system or if you
have to go through a firewall without the benefit of a VPN.

To help determine whether using MMC console is an appropriate method for you to remotely manage other
systems, review Figure 9 and the explanations that accompany it.
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- D= -— D:
L L

System A (Remote) System B (Remote)

4 4 Using MMC Console:

* Windows 2000 required

e N\ ¢ Log into Local System using its login ID and

MMC Desktop password

* After initial login, if System A and System B are
MMC Console physically on the same Intranet as the Local

for System A System, log directly into them via the MMC
consoles for System A or System B

-OR-

After initial login, if the Local System is NOT
Intranet-connected to Systems A and B (they are
on the Internet instead), first log into System A or
\_ J B via a VPN connection and then log in via the
MMC Console for System A or B

MMC Console
for System B

Local System

Figure 9: Remote management using MMC console

Figure 9 shows that to manage a system remotely through an MMC console you must first log into the local
system with its login ID and password. Once you are logged into the local server, you can create one or more
MMC consoles to manage one or more corresponding remote servers.

In addition, Figure 9 notes that there are two access scenarios for using the MMC console approach to remote
management — from “inside” and from “outside” your organization’s Intranet. To summarize the difference, if
both the local server and remote server are on the same Intranet, you can log directly into the remote server
inside the Intranet with an MMC console application created for that purpose on the local server. Or, if the
remote server is on the Internet, you must first access the remote server through a VPN across the Internet;
you can then log into the remote server through an MMC console application created for that purpose on the
local server. For an example of this, see the instructions with Figure 9.

MMC Configuration

The following procedure describes how to set up a local server to manage Acuo services running on a remote
server.

Notes:

e The following procedure assumes that you have already set up an MMC console on your local server
and that it is currently managing AcuoMed and AcuoStore services. If this is not the case, complete
the steps in the topic MMC Console Creation on page 32, before starting this procedure.

e This procedure also assumes that the remote server, the target server you want to manage, is either
on the same intranet as the local server or if you are accessing the remote server through an Internet
VPN, you have already connected to the remote server through that method.

To set up a local server that will manage services on a remote server, follow these steps:
1. Onthe local server, open your MMC console.

The Console Root screen displays.
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ATConsole - [Console Root] =] B3

Window

File  Action Wiew Favorites

Hel JRETES

&= == H

| Console Root

O AcuoMed Image Manager (Jocal)

O AcuoStore Digital Asset Manager (Jocal)
Ewent Wiewer {Local)

% Services (Local)

Marne |
CIAcqued Image Manager {local)
OAcuoStore Digital Asset Manager (local)

E Event Yiewer (Local)

E!Services (Local)

2. From the Console menu, select Add or Remove Snap-ins.
The Add or Remove Snap-ins dialog box displays, which shows all the snap-ins you are running locally.

Add or Remove Snap-ins

“ou can select snap-ins for this consale fram those available on vour computer and configure the selected set of snap-ins. For
extensible snap-ins, vou can configure which extensions are enabled.
Available snap-ins: Selected snap-ins:

.j Console Root
Oncqued Image Manager (local

OncuoStore Digital Asset Manage Remove |

E Event Yiewer {Local)
i Mowve g |
[Miaye Dovim |

| Wendor | -
Micrasoft Car,.,
Acuo Technal. ..
Acuo Technal...
&ieuo Technal, .,
#cuo Technal, .,
Acuo Technal. ..
Acuo Technal...
#cuo Technal, .,
Acuo Technal. ..

Snap-in
;j Ackiver Control
O.ﬁ.cuo H& Manager

| acuo Reqgistry Mana. ..

| acun Repositary Ma. ..
Q) Acuo WADO Configu...

| scuo ¥Ds Manager
OncuDMed Batch Proc...
) Acuotled THE Audity. .,
) scuoMed Image Ma...
OncuDMed Patient Ma,., Acuo Technal...
Oncuostore Digital As... #Acuo Technal...
P.uthorization Manager  Microsoft Cor,.,
H Certificates Microsoft Cor...
. Campanent Services Microsoft Cor,.,., LI d I I

Edit Extensions...

_;I Advanced. .. |

The Active Control snap-in enables wou to add an MMC node with a resulks view containing an ActiveX conkral,

Description:

Gk Caneel

3. The Add Standalone Snap-in dialog box displays.
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4. Using the Add Standalone Snap-in dialog, add additional AcuoStore and AcuoMed snap-ins by selecting
each snap-in and then clicking Add.

When you are done adding snap-ins, the Add or Remove Snap-ins dialog box displays each new addition.

Add or Remove Snap-ins E3

Yau can seleck snap-ins for this console from those available on your computer and configure the selected set of snap-ins, For
extensible snap-ins, wou can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:
Snap-in | Vendor [ Cansale Roat Edit Extensions. .. |
- Ackivey Conkrol Microse O.ﬁ.cqued Image Manager {local
O.ﬁ.cuo HA Manager Acuo T O.ﬁ.cuostore Digital Asset Manage Remove |
| Acuo Registry Manager Acuo T @ Ewvent Wiewer (Local)
_lAcuo Repository Manager Ao T E‘!Services ({Local) Mave Up |
O.C\cuo WADO Configuration Acuo T O.C\cuo IHE Audit/Recycle Bin Mar

lacuo XDS Manager Acuo T [l my e Do |
add = |

O.ﬂcqued Batch Processing Ma.., Ao T
o Acuo T
C\F\cqued Irnage Manager Aouo T
C\F\cqued Patient Management Acuo T
O.ﬂcuoStore Digital Asset Manager  Acuo T

.ﬁ.uthorization Manager Microse

e Certificates Microsc T

1 | 3 1 | _>| Advanced. .,
Description:

The configuration manager For the Acuo IHE Audit/Recycle Bin Manager IHE AuditiRecycle Bin Manager Snap-In (Copyright @ Acuo
Techrologies, All Rights Reserved. ).

oK I Cancel

5. Click OK to continue.

The Console Root screen displays, which should now show the added Snap-ins.

B ATConsole - [Console Root] =] B3
File  Action View Favorites ‘Window  Help |;[i|i|
&= == H
~| Console Rook Marme
() Acuatied Image Manager (local) CacuoMed Image Manager (lacal)
O AcunStore Digital Asset Manager (local) OAcuoStore Digital Asset Manager (local)

E Event Viewer (Local) {2] Event viewer (Lacal)
- B

Services (Local) i2¥services (Local)
O Acue HE AuditfRecycle Bin Manager (lacal) O.ﬂ.cuo HE Audit/Recycle Bin Manager {ocal)
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6. To select a different computer for a duplicated snap-in to manage, right-click the AcuoStore Server or the
AcuoMed Server and select Connect to Another Computer.

The Select Computer dialog displays.

Select Computer

Select the computer you want thiz Snap-in to manage.

— Thiz zhap-in will always manage:

" Local computer [the computer this consale is running on)

£ Anather computer ITESTSEH"JEH| Browse. .. |

< Back I Finizh I Cancel

7. Select Another Computer, click Browse to browse for another server, and, when you have selected the

target server you want to manage, click Finish.

Note: When you click Browse, the Browse for Computer dialog box displays, which is a standard Windows
browsing window that lets you attach to any server on your intranet or VPN connection. Alternatively, if

you know the name of the server that you want to connect to, type the name in the box provided, and
then click Finish. The Console Root screen displays (see sample for Step 8).

8. Repeat Steps 6 and 7 for the second duplicated snap-in.

The Console Root dialog box should show that the duplicate AcuoStore and AcuoMed snap-ins are now
managing a different server.

B ATConsole - [Console Root] [_ [0}

PEDEY

E File  Action View Favorites ‘Window Help

e |@= 8 m

~| Consale Root
O Acuoied Image Manager (local)

= O Acuostore Digital Asset Manager (local)
@ Digital Asset Manager Server

Marne

Oncuol‘ﬂed Image Manager {local)
Oncuostore Digital Asset Manager {local)
Q Event Yiewer {Local)

E Event Yiewer {Local) L‘_.!Services {Local)
it Services (LDCE_'D ) O.ﬂ.cuo IHE Audit/Recycle Bin Manager {local)
O Acuo IHE Audit/Recycle Bin Manager (local) O.ﬂ.cuostore Digital Asset Manager (vmpauls)
= O Acuostore Digital Asset Manager (vmpauls) o .

@ Dital Assek Manager Server O.ﬂ.cuostore Digital Asset Manager {vmpfviewl)

= Q AcuoStore Digital Asset Manager (wmpfviewl)
@ Digital Asset Manager Server

1 | =
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9. To add an additional snap-in, such as the Services snap-in, repeat Steps 2 and 3 of this procedure and
select the Services snap-in, as shown below.

Note Using the Add Standalone Snap-ins dialog, you can add the additional snap-ins that you want. Generally
speaking, adding snap-ins expands functionality, which means in this context that you can increase the
number of tasks you can complete on a remote server. Note that all snap-ins are not added in the same
manner and that a description for how to add each of them is not included in this manual. However, a
description for how to add the Services snap-in is included below since it is recommended that you add this
snap-in for most remote management implementations.

The Add Standalone Snap-in dialog displays.

‘fou can select snap-ins For this consale Fram those avalable on ywour computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:

Snap-in | Yendaor |;| [ console Root Edit Extensions. .. |

IZ‘:‘iii'Performance Monitor  Microsoft Cor,.,

| Remote Desktop Ser... Microsoft Cor,.. Remave |

%Remote Desktop Ses.., Microsoft Cor,.,
B Remote Deskkops Microsaft Cor.., Mave Lp |
= Resultant Set of Policy Microsoft Cor...
ERouting and Remote. ., Microsoft Cor... [Mave Down |
%‘_;, Security Configurati...  Microsoft Cor... Add = |
%‘_;, Security Templates Microsoft Cor...
: Microsaft Cor...
1z Shared Folders Microsaft Cor...
@SQL Server Configur,., Microsoft Cor..,
@SQL Server Configur,., Microsoft Cor..,
@SQL Server Configur,., Microsoft Cor,

() Task Scheduler Microsaft Cor..., LI &I

Descripkion:

Starts, stops, and configures Windows services.

oK I Cancel
10. Click Add to continue.
The Services dialog displays.

Select the computer pou want thiz shap-in to manage.

Thiz snap-in will always manage:

" Local computer: [the computer this console iz running on)

& Another computer: IEELIEA Browse... |

[~ Allow the selected computer to be changed when launching from the command line. This
only applies if you zave the console.

cBack | Finsh |

11. Select Another Computer, click Browse to browse for another server, and, when you have selected the
local server you want to manage, click Finish.

Note: When you click Browse, the Select Computer dialog displays, which is a standard Windows
browsing window that lets you attach to any server on your Intranet or VPN connection. Alternatively, if
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you know the name of the server that you want to connect to just type the name in the box provided, and
then click Finish.

The Add/Remove Snap-in dialog displays.

‘ou can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

fyallable snap-ins: Selected snap-ins:!
Snap-in | Yendor |;| | Console Roat Edit Extensions...
@.Remota Desktops Microsoft Car. .. OAcuDMad Image Manager (local

= Resultant Set of Policy  Microsaft Cor. .. () Acuostore Digital Asset Manags Remove

ERnuting and Remote. .. Microsoft Car. .. E Ewertt Viewer {Lacal)

T Security Configurati,..  Micrasaft Car..., Cacus HE AuditfRecycle Bin Mar Mave Up

ﬁ Security Templates Microsoft Car... Oncunstore Digital Asset Manage

Microsoft Cor... Q) Acunstore Digital Asset Manage Moyre Dayin
&dd = |

32 Shared Folders Microsoft Car. .. mServices {Local)
‘QSQL Server Configur, ., Microsaft Cor,.,
{ E—:"Task Scheduler Microsoft Cor...
%Telsphony Microsoft Car. ..
\’i TPM Management Microsoft Car. ..
ﬂWindows Firewall wit... Microsaft Cor...
:E’EﬁWMI Contral Microsoft Car...
- 1 | _;I Advanced...
Description:

Starts, stops, and configures Windows services,

12. Click OK to continue.
The Console Root screen displays.

ATConsole - [Console Root] Mi=] E3

i@y File  Action  View Favorites  Window  Help |-|ﬁ'|i|

e == HE

- Console Rook

O AcuoMed Image Manager {local)

= O AcuaStare Digikal Asset Manager (local)
@ Digital Asset Manager Server

Event Yiewer {Local)

E Services (Local)

O Acuo IHE Audit/Recycle Bin Manager (local)

=] O Acuostore Digital Asset Manager {vmpauls)
@ Digital Asset Manager Server

= O Acuostore Digital Asset Manager (empfview)
@ Digital Asset Manager Serwer

Mame

Oncqued Image Manager {local)
OncuoStore Digital Asset Manager (local)

@ Event Viewer {Local)

:."! Services (Local)

O.ﬁ.cuo IHE Audit/Recycle Bin Manager {local)
OncuoStore Digital Asset Manager (vmpauls)
OncuoStore Digital Asset Manager (vmpFviewl)

| |

13. From the Console menu, select Save As and save the new MMC console.
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MMC Maintenance

With ongoing remote operations, there may be a time when you want to do certain tasks from a local server
that has Windows on it but does not have AcuoMed or AcuoStore. If this is the case, one option is to only
install the MMC console. Once this is done and you have set up the MMC console on the local server, you can
manage MMC console services on remote servers running Acuo products, provided you can gain secure access
to the remote server through an intranet or Internet VPN connection. Also refer to the topic MMC Console
Creation on page 30.

Once you have set up a local system to manage MMC console applications on a remote system, there is little
to do from a maintenance standpoint other than to carry out the tasks that are required to fulfill your business
needs. However, the tasks you may perform are limited to those tasks that the MMC console applications
manage on the remote system. By contrast, you can perform many more tasks through the Terminal Services
Client.

Management through Terminal Services Client

The Terminal Services Client lets you convert the terminal of a local server into a terminal that can be used to
manage a remote server. This is achieved from the local server by entering the remote server’s login ID and
password into a Terminal Services Client interface that creates a link to the remote server. By doing this, you
log into the remote server from a local location. Using Terminal Services Client on a local server to manage a
remote server eliminates the need to physically be where the remote server is located in order to perform
management tasks on it. This is the same as management through MMC console discussed in the previous
topics. However, unlike MMC console, a Terminal Services Client lets you perform “many” more tasks on the
remote server from the local server because you are actually logged into the remote server.

With Terminal Services Client, since you are logged into the remote server, you can perform any task,
including managing MMC console applications, that you could do if you were physically sitting at the remote
server. Typically, these tasks include, but are not limited to:

e Changing the configuration on the remote server
e Stopping and restarting services on the remote server
e Building a set of management entities that you want to routinely manage on the remote server

e Checking or changing remote server settings including communications and storage options

Terminal Services Operational Considerations

The Terminal Services Client also allows you to manage remote server MMC Console applications. Terminal
Services Client is strongly recommended if you need to access the remote server through an Internet firewall.
From an operational standpoint, Terminal Services Client is flexible and effective; it provides a variety of
options so that it can meet the requirements of many different configurations.
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To help determine whether using Terminal Services Client is an appropriate method for you to remotely
manage other systems, review Figure 10 and the explanations that accompany it.

System A [Remaote) System B (Remote)

]
Remote Desktop Connection

. For local systemn, lag into System A directly using
its legin 1D and password or log into System B
Login directhy Login directly directly using its login 1D and password.

to Systermn A to System B

® When it is necessary ta go through a Firewall ta
access System A or B, use Terminal Services Client
instead of MMC console.

Local System

Figure 10: Remote management using Terminal Services Client

Figure 10 shows that from a local system that has a Terminal Services Client interface, you can log directly into
a remote server by using its login ID and password. This is referred to as opening up a Terminal Services Client
session. You may open up as many sessions as is practical.

In addition, Figure 10 notes that the Terminal Services Client method should be used if it is necessary to go
through a firewall. This is because the Terminal Services Client uses a single TCP/IP port to gain access to the
remote server.

Terminal Services Configuration

The following procedure describes how to set up a local server to manage Acuo services on a remote server
using the Terminal Services Client.

Notes

e The following procedure assumes that the Terminal Services Client is running on your local server and
that a Terminal Services Service is running on the remote server.

e  Furthermore, in order to complete this procedure, you must know the username and password of the
remote server that you want to log into and manage.

NOTE: The following procedure assumes that the Terminal Services Client is running on your local server
and that a Terminal Services Service is running on the remote server.

Furthermore, in order to complete this procedure, you must know the username and password of
the remote server that you want to log into and manage.

1. Open the Terminal Services Client on your local server. On the Start menu, click Run, and then type
MSTSC.

The Terminal Services Client dialog box displays.
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2. From the Terminal Services Client dialog box, lists the Available servers, select the name of the server you
want to manage, and click Connect.
The Log On to Windows dialog box displays.

Ea Remote Desktop Connection !E E

Remote Desktop
<) Connection

LComputer: IExamp\e computer.fabrikam. com j
User name:  Mone specified

The computer name field iz blank. Enter a full remote computer
hame:

3. Enter the parameters for the server you want to manage.
1. Type the computer name
2. Type the User name
3. Type the Password

You are now ready to manage the remote server.

4. On the target server you are remotely managing, open and use the applications needed to fulfill your
business needs.

The application interface of your choice displays.

J&i STEALTH - Terminal Services Client

Action  View Favorites |J - = ‘ @ | =2

Marme |
DAcqued Image Manager

[:I AcuoMed Image Manager
- AcucMed Server [STEALTH]

i#fiStart |J ]| |J ‘& Consolel - [Console R... aso) =)
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Terminal Services Maintenance

Once you have set up a Terminal Services Client on a local server to manage a remote server, there is little to
do from a maintenance standpoint other than to carry out the tasks that are required to fulfill your business

needs. Again, since you are actually logged into the remote server, you can perform any task on the remote
server that you could do if you were physically sitting at the remote server.
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Chapter 6 — System Backup and Recovery

In this chapter:
Overview
Backing up System Files and Databases

Disaster Recovery Planning and Practice

Overview

This chapter discusses the system backup and recovery considerations that users of Acuo Technologies’
products should observe when making backup and recovery plans. The chapter is divided into two main topics:

e Backing up System Files and Databases
e Disaster Recovery Planning and Practice

The main goal of these topics is to help you, the Information Services Professional, will give you the
information necessary to handle Acuo Technologies’ products safely and effectively, but it will not describe in
a step-by-step manner how to perform the specific system backup and recovery procedures applicable at your
site.

It is important not only that you have database maintenance processes and disaster recovery plans in place,
but that you perform and practice these procedures on a regular basis.

Note The following topics discuss AcuoStore system backup and recovery in the context of the Acuo
Technologies client application, AcuoMed. If you are using AcuoStore with a different client application, you
will need to make the appropriate changes in the following procedures, according to the requirements of your
client application.

However, while it does not describe how to perform system backups step-by-step, Acuo Technologies does
recommend that when possible, you adopt the system backup principles outlined in at least one of the two
configurations shown in Figure 11 and Figure 12.
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Clinic Hospital or Third-Party
Permanent Offsite Storage

Deep-End Server
) | === [

Deep-Level
Tape Archive

Medical Modality

Clinic S T )

Clinic

Medical Modality

Medical Modality

Figure 11: Temporal Server Model and Backups

Figure 11 shows a topology in which three clinics each have medical modalities and local image caches, but no
deep-level tape archives. Instead, deep-level tape archive services are handled offsite at the centrally located,
deep-end server. At the clinics, medical modalities save images to both the local image caches and the deep-
end server at the same time. Later, in accordance with their temporal status, the local image caches delete
images and studies after they have been stored for a preset amount of time. Finally, at the deep-end server, a
complete set of all patients, studies, series, and images are stored and incremental tape back-ups are
conducted regularly.

Clinic
4 )\

—

Deep-Level
Tape Archive

I
T

Medical Modality

Figure 12: The Local Backup Archive

Figure 12, unlike Figure 11, shows that deep-level tape archive services can be handled onsite, or locally. In
this scenario, care must be taken to ensure that incremental backups are conducted regularly as it is generally
unlikely that this function will be handled automatically. In addition, it is often advisable to transport the tape
backups to a secure, offsite location.

Lastly, note that the scenarios shown in Figure 11 and Figure 12 are only recommendations, and that in no
way do they depict the only ways to handle system backups. On the contrary, your system and how you
conduct backups will most likely vary. However, the common thread between both these scenarios is that for
maximum security, Acuo Technologies recommends that you back up your images with a deep-level tape
archive.
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Backing up System Files and Databases

It is necessary to back up system files, databases, and assets:

e Windows and its system files including the Windows Registry file

e SQL databases and system log files

e  HSM database (if using removable media through a third party HSM)

e Client application databases (for example AcuoMed DICOM database(s) and AcuoMed database)
e AcuoStore Database

e Digital asset files — backup all managed shares within AcuoStore

Notes

e The key consideration to observe when backing up system files, databases, image, and digital asset files is
the order in which you perform the backups. Refer to the procedure below for more information.

e  Backup order is critical to maintaining database integrity. When images come into the AcuoMed DICOM
Database, the AcuoMed DICOM Database puts references to these assets into the AcuoStore Database
automatically. So if the AcuoStore Database was being backed up before the AcuoMed DICOM Database and
items arriving in the AcuoMed DICOM Database while the AcuoStore Database was being backed up, there
could be references in the AcuoMed DICOM Database to assets that were not in the backed up version of
the AcuoStore Database.

e The topic following this one, Disaster Recovery Planning and Practice, describes how to plan for a disaster
such as a fire or other type of catastrophic event. In that topic, you will find references indicating that part
of planning for a disaster is to carry out, on a scheduled basis, the numbered steps that follow in this
procedure, Backing up System Files and Databases.

When backing up Acuo Technologies’ system and database-related files, complete the following steps:
1. Backup Windows and its system files, including the Windows Registry file.
To do this, follow the procedures found in Microsoft documentation.
2. If you are using removable media technology, back up the HSM database.
3. Backup the SQL databases and system log files.
To do this, refer to the separate topic Recommended Acuo Maintenance Plan on page 67.

4. Do anincremental backup of the image files, using standard backup procedures. An incremental backup
of image files lets you only backup new image files rather than backing up all your image files each time
you make a tape backup.

5. Backup the Acuo Technologies installation directory. This is the directory where you installed your Acuo
software. To do the backup, use standard backup procedures.
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Recommended Acuo Maintenance Plan

The following maintenance plan setup is recommended for a Microsoft SQL Server environment.
AcuoMed and AcuoStore Database Backup Plans

1. Open “Enterprise Manager”
e  On the Start menu, click All Programs > Microsoft SQL Server > SQL Server Management Studio.

2. Create Acuo Database Maintenance Plan
e Select Management and Maintenance Plans
e Right-click Maintenance Plans and select New Maintenance Plan
e The Maintenance Plan Wizard window appears

Eﬂ"Maintenance Plan Wizard [_ (O] x|

SQL Server Maintenance
Plan Wizard

Thig wizard helps you create a maintenance plan that 50L
Server Agent can run on a regular basis. \With this wizard
ywou can perform routing database adminiztration tasks such

as

- » Check databaze integrity
o ¥ » Perform index maintenance
» » Update databaze statistics

# Perforrm databaze backups

Thig wizard will create maintenance plang that can be
edited in S0L Server Management Studio. Edit
maintenance plans to add new tazks or define workflow
among the tasks.

[~ Do ot show this starting page again,

Help | < Back | Mext » I Firizh Cancel

0 Select Next
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e The Select Plan Properties window appears

[

Select Plan Properties
How do you want to echedule pour maintenance tasks?

aintenance Plan Wizard _ (O]

Marnne: M aintenancePlan

Description: ﬂ

' Separate schedules for each task
™ Single scheduls for the entire plan or no schedule

Schedule:

INot zcheduled (O Dermand) Change... |
Hep | <Back | Mew> | Fren |[FTEancal

0 Provide Name and Description for Maintenance plan
0 Choose separate schedules for each task in the plan.
O Select Next

e The “Select Maintenance Tasks” window appears

IFF Maintenance Plan Wizard =]

Select Maintenance Tasks

‘which tasks should this plan perform? 9 .

Select one or more maintenance tasks:

™| Check Databaze Integrity

[y Shrink Database

[w] Rearganize Index

[] Rebuild Index

[ Update Statistics

[7] Clean Up Histary

[ Execute SUL Server Agent Job
[w] Back Up Databaze (Full)

[ Back Up Database (Differential)
[w] Back Up Databaze [Tranzaction Log)
[ Maintenance Cleanup Tazk

y The Check Database Integrity task performs internal congsistency checks of the data and
index pages within the databaze.

Help | < Back | Mest » I Firzh | Cancel I

4

0 Select Shrink Database and Reorganize Database
0 Select <Next>
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e The “Select Maintenance Task Order” window appears

ETMaintenance Plan Wizard

Select Maintenance Task Order
In which order should these tasks be performed?

=] B3

Sy

Select the order for the tasks to execute:

[

Shrink. Database
Reorganize Index

Back Up D atabaze [Full]

Back Up Databaze [Tranzaction Log)

Move Up... towve Dowvn...

j.') The Check D atabase Integrity tazk performs intemal consistency checks of the data and

indax pages within the database.

Help | < Back | Mest > I Eirnzh Cancel
4
O Select Next
e The “Define Database Integrity Task” window appears
I Maintenance Plan Wizard [_ Ol =]

Define Database Check Integrity Task

Canfigure the maintenance tazk, N .

Databases:

V' Includs indexes

Schedule:

Mat scheduled [On Cemand) Change... |

Help | ¢ Back | Mext » I Firiigti > | Cancel |

%

0 Select All user databases
0 Select Next
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e The “Define Shrink Database Task” window appears

ﬁi‘Maintenance Plan Wizard [_ (O] x|

Define Shrink Database Task
Configure the maintenance task,

Databaszes:

Shrink databaze when it grovws beyond: IED MB

_.|
=
s

Amount of free space to remain after shrink:

" Retain freed space in databasze files

+ Return freed space to operating system

Schedule:

|Mat scheduled (O Demand] Change... |
Help | < Back | Mext > I Firigh | | Cancel |

4

Select All user databases

In the Shrink database when it grows beyond box, type 50
In the Amount of free space to remain after shrink, type 10
Select Change

O o0oOo0oOo

ﬁ Job Schedule Properties - MaintenancePlan4.Shrink Database

Mame: |MainlenanceP\an4.Shnnk Database Jobs in Schedule |

Schedule type: IHecuning j ¥ Enabled

One-time ocourence

Date | EEEEE| Tirne: [Eziiaam =

Frequency

Occurs: IWeekl_l,l -

Riecurs every: |1 33 wesk(z] on
I~ Monday ™ wWednesdap I~ Friday I~ Saturday
I~ Tuesdap I~ Thursday ¥ Sunday

Draily frequency

& Decurs once at: |1 2:071:00 &AM 3:
€ Occurs even: |1 33 hourz) > Starting at: |1 2:00:00 Ak 32
Ending at I‘I‘I:SS:SS PM 32

Diuration

Start date: I 3/2002m3 o« © End date: I /20/2m3 =

@ Mo end date:

Surarnary

Description IDccurs every week on Sunday at 12:01:00 4M. Schedule will be used starting on 3/20/2013 ﬂ

Ok Cancel

0 Set Job Schedule Properties
0 Select OK
0 Select Next
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e The “Define Reorganize Database Task” window appears.

ﬁi‘Maintenance Plan Wizard [_ O}

Define Reorganize Index Task
Configure the maintenance tagk.

Y

Databases:
Object:

Selection:

¥ Compact large objects

Schedule:

INot scheduled [On Demand)

Change... |

Help |

< Back | MNext > I Eirizh >3 | Cancel |

A

0 Select All user databases

0 Select Change

@ Job Schedule Properties - MaintenancePlan4.Reorganize Index =] E3

Mame:

Schedule tppe:

IMaintanancaPIan4.F|enrganize Index Jobs in Scheduls |

IF\ecuning ﬂ ¥ Enabled

One-time occurence
Date:

/02m3 - Time: I 9:26:00 AM 3:

Frequency

Ocours:

Recurs every:

wheekly 'l
1 3: week[z] on

[~ Monday ™ wednesday I~ Friday [~ Saturday
" Tuesday ™ Thursday IV Sunday

Draily frequency
& Deeurs onee at:

~ Ocours eveny:

12:01:00 44 3:
1 HC Ihour[s] 'l Starting at: |1 2:00:00 Abd 33
Ending at: I11:53:53 Pt 3:

Duration

Start date:

F20/2Mm3 'I  End date: /20/2m3 'I

@ Noend date:

Summary

Drescription:

IEIccurs every week on Sundap at 12:01:00 M. Schedule will be uzed starting on 3/20/2013. ﬂ

Ok Cancel

0 Set Job Schedule Properties

0 Select OK
O Select Next
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e The “Define Back Up Database (Full) Task” window appears.

[ Maintenance Plan Wizard M=l E3
Define Back Up Database (Full) Task

Configure the maintznance task. L
B ackup type: IFu|| j
Database|s) I Al user databases ;I

Backup component
# Database

" Files and filegroups: |
v Backup zet will expire:
At 3 4 daws

 On 4/ 32013

Backupte: = Disk ¢ Tape

" Back up databases across one or mare files:

Aadd.

Bemove |
Lontents |

I backup files exist: Append j

* Create a backup file for every database
V¥ Create a sub-directary for each database
Folder: Jrscft SOL ServerMSSOLTOMSSOLEERVERMSS AL Backup .

Backup file extension: bak

v “Werlfy baclkup integrity

™| Back up the tail of the log, and leave the database in the restoring state

Set backup compression: | |Jse the default server setting j
Scheduls:
Mot scheduled [On Demand) Change... |

Help | < Back | Mext > | Firiizh > |

0 Select All user databases
0 Select Back up to “Disk” or “Tape”
0 Choose location for backup files to be placed for each database.
=  Should be on different disk than OS, Databases, and Transaction Logs
=  Should have 50 GB free space
0 Optional. Check “Verify backup Integrity”
=  Positive — Increase the probability of a good database backup
= Negative — Database backup time is doubled

0 Select Change
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@Job Schedule Properties - MaintenancePlan4.Back Up Database (Full) |_ (O] x|

nd. Jobs in Schedile |

Bl

Mame: M aintenancer!

Scheduls type: IHecuning j ¥ Enabled

One-time ocounmence

Date SE0mE x| Time [Ezragam =

Frequency

Ocours: Weekly - l
Recurs every 1 3: week[z] an

[~ Monday ™ Wednesday ™ Friday I Saturday
[~ Tuesdap [ Thursday ¥ Sunday

Dhaily frequency

% Dceurs once at: 12:00:00 Ak 3:

" Ocrurs eveny 1 3: Ihnur[s] 'l Starting at [12:00:00 AM =
Ending at: |11:58:58 Fhd 3:

Diuration

Start date: 0203 - l " End date: I aansizmz -

@ Noend date:

Summary

Diescription: Occurs every week on Sunday at 12:00:00 &M. Schedule wil be used starting on 3/20/2013 jl

QK I Cancel Help |

0 Set Job Schedule Properties
0 Select OK
O Select Next

AcuoStore Digital Asset Manager — Installation and Operations Guide
Proprietary and Confidential — Acuo Technologies®




e The “Define Back Up Database (Transaction Log) Task” window appears.

[ Maintenance Plan Wizard M=l E3
Define Back Up Database {Transaction Log) Task

Configure the maintznance task. L
B ackup type: ITransaction Log j
Database|s) I Al user databases ;I

Backup component
# Database

" Files and filegroups: |
v Backup zet will expire:
At 2 4 daws

 On 4/ 32013

Backupte: = Disk ¢ Tape

" Back up databases across one or mare files:

Aadd.

Bemove |
Lontents |

I backup files exist: Append j

* Create a backup file for every database
" Create a sub-directary for each database
Folder: C:\Program Files\Microsoft SOL Server\MSSALI0MESALSER ..

Backup file extension: tm

v “Werlfy baclkup integrity

" Back up the tail of the log, and leave the database in the restoring state

Set backup compression: | |Jse the default server setting j

Scheduls:

Mot scheduled [On Demand) Change... |
Help | £ Back | Mext » I Firizh 22| | Cancel |/

&

0 Select All user databases

0 Select Back up to “Disk” or “Tape”

0 Choose location for backup files to be placed for each database.
=  Should be on different disk than OS, Databases, and Transaction Logs
=  Should have 50 GB free space
=  Select a location for the backup files

0 Select Create a subdirectory for each database

0 Optional. Check Verify backup Integrity
=  Positive — Increase the probability of a good database backup
=  Negative — Database backup time is doubled

0 Select Change
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ﬁJob Schedule Properties - MaintenancePland.Back Up Database (Transaction Log) M= E3
Marme: Jobz in Gchedule |
Schedule type: IHecurring ﬂ ¥ Enabled
Orne-time ococurence
Date 3/20/2m3 vI Time: I 5:28:45 AM 32
Frequency
Occurs: ‘wWeekly -
Recurs eveny: 1 Hﬁ week(z] on
[~ Monday I~ ‘wednesdap [~ Friday I~ Saturday
[~ Tuesday ™ Thursday I Sunday
Daily frequency
' Occurs once at 12:00:00 A 33
€~ Decurs every: 1 31 Ihoul[s] 4 Starting at: I12 (00:00 &bl 3:
Ending at: |11:59:59 P 3:
Diuration
Start date: 3204203 'I ' End date: 3/20/2m3 'I
& Mo end date
Summary
Description: IDcculs every week on Sunday at 12:00:00 4M. Schedule will be used starting on 3/20/2013. ﬂ
QK I Cancel Help |
4

0 Set Job Schedule Properties
0 Select OK
0 Select Next

e The “Select Report Options” window appears.

ﬁ]‘Maintenance Plan Wizard _|O]

Select Report Options
Select options for zaving or distibuting a report of the maintenance plan N
achions. ] N

¥ ‘wihite a repart to a text file

Falder location: IC:\F‘rogram Files'Microzoft SOL ServersMSSELT0. |

I E-mail report

T I d

Help | < Back | MNest = I Firigh | Cancel |

4

0 Choose Folder Location
= Should be on different disk than OS, Databases, and Transaction Logs
=  Should have 50 GB free space

0 Select Next

e The “Complete the Wizard” window appears
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IF Maintenance Plan Wizard H=] &3
Complete the Wizard
‘erifi the choices made in the wizard, and then click Finizh.

Sy

Click Finizh to perfarm the following actions:

[=1- Maintenance Plan \Wizard

] Create Maintenance Plan MaintenancePland'
Define Database Check Integrity Task,

Define Shrink Database Task

Define Reorganize Index Task

Define Back Up Database [Full) Task

Define Back Up D atabase [Transaction Log) Task
Selected reporting options

Help | < Back ezt > | Finizh I Cancel

0 Select Finish

The “Maintenance Plan Wizard Progress” window appears

I Maintenance Plan Wizard =[=] E3
Maintenance Plan Wizard Progress v
Click Stop to intermupt the operation. \‘
»
@ 5 Total 0 Emor
Success 5 Success 0 “Warring
Dietails:
| Action | Status | Message
@ Creating maintenance plan "Maintenan. .. Success
@ Adding tasks ta the maintenance plan Success
@ Adding scheduling options Success
@ Adding reporting options Success
@ Saving maintenance plan "Maintenanc... | Success
Stop | Feport  w |
4

0 Select Close
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HSM Operations for Jukeboxes

It is recommended that you use the copying facilities of the HSM to create on-site and off-site backups of your
digital assets. You can set up a job that automatically makes up to three copies of a tape:

e One copy remains in the tape jukebox
e One copy is ejected for onsite backup

e One copy is ejected for offsite backup

Refer to the appropriate HSM information for backup and recovery procedures.
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Disaster Recovery Planning and Practice

If some type of catastrophic event should happen in which you lose data, you should have a Disaster Recovery
Plan in place that lets you recover your mission-critical business data and resume operations as quickly as
possible. Therefore, drafting such a plan should be a priority if you do not already have a plan in place.
Otherwise, if you have already implemented a plan, you should now consider updating it to reflect the
addition of your Acuo Technologies implementation.

Note It is critical that you not only have a disaster recovery plan, but that you practice it to ensure that all
people involved know their roles and that the plan is thoroughly tested and provides the required results.

First, other than the order in which you should conduct backups as described in the previous topic, there are
no particular things that you should consider with regard to disaster recovery planning that do not already
apply to all Windows Server and most database applications. Therefore, Microsoft documentation on this
subject, particularly topics in online help under disaster recovery, are applicable to your needs in this area.

However, so that you may have immediate access to disaster planning-related information, some key points
for consideration are discussed below. These points should let you consider some of the more critical areas
relative to Acuo Technologies’ products. Remember that these are just sample points. You must consider them
on the basis of your own environment or in the context of your own recovery plans, and decide how to
integrate them into your plans by modifying them accordingly.

Caution

The procedures that follow in this chapter are guidelines for implementing disaster recovery. Use these
general guidelines as a starting point for drafting a detailed and comprehensive disaster recovery plan that
applies to your site and overall business requirements.

General Planning Considerations
Generally, a Disaster Recovery Plan should include the following:

e How long will it take to recover data and, once this is done, what state can users expect data to be in? For
example, the plan might state that recovery will take 24 hours and that users can expect no more than five
days worth of data to be recovered and guaranteed.

e Who should be contacted in the event of a failure, and how should they be contacted (by phone, e-mail,
pager, etc.)?

Optional. Where should the new hardware be obtained?

e  Who is responsible for the plan?

When was the plan last tested and how well did it perform? If there were failures during regular testing or
stress testing, were those failures addressed and, if so, were they re-tested? What were the results of those
tests?

e Is management informed about the Disaster Recovery Plan and its specifications? Can stress and other
kinds of testing substantiate the specifications?
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Systems That Can Be Shut Down

To be prepared for a disaster, the following plan can apply to systems that do not need to operate
continuously.

1. Shut down your server, and complete all the steps noted in the previous topic, Backing up System Files
and Databases.

2. Determine if there are functionality scripts that can be run to quickly find out if the system is functioning
at minimal levels.

3. Consider performing database and transaction log backups during the day to minimize the amount of data
you could lose during a day.

To recover data after some kind of disaster has happened, follow these steps:
1. Obtain suitable replacement hardware, if required.

2. Install your Windows operating system with the appropriate service packs.
3. Install your SQL server software and its appropriate service packs.

4. Confirm that Windows and your server are operating properly.

5. Stop your server’s operation.

6. Install AcuoStore and AcuoMed systems in the same place they were originally running them.
7. Restore all Acuo databases to their original locations.

8. Start server operation.

9. Load any available transaction or database logs.

10. Run Consistency and Integrity checks on the databases.

11. Execute DBCC CHECKDB from query analyzer on all databases. This checks the allocation and structural
integrity of all the objects in the specified database.

12. If you have a functionality script, run it to ensure that the system is running properly.

13. If all systems check out okay, allow users back onto the system.
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Systems That Cannot Be Shut Down
To be prepared for a disaster, the following plan can apply to systems that operate continuously.

1. When you can, back up all transaction and system logs and databases to another computer and to a deep-
level tape archive.

2. Keep arecord of where all your server and system files are located, the service packs installed, as well as
any special database options.

3. If possible, create functionality scripts that let you quickly determine whether your databases are
functioning properly without having to seek end-user verification.

To recover data after some kind of disaster has happened, follow these steps:

1. Obtain suitable replacement hardware, if required.

2. Install your Windows operating system with the appropriate service packs.

3. Install your server software and its appropriate service packs.

4. Confirm that Windows and your server are operating properly.

5. Stop your server’s operation.

6. Install AcuoStore and AcuoMed systems in the same place they were originally running them.
7. Restore all Acuo databases and transaction logs from dumped files as appropriate.
8. Start server operation.

9. Load any other available transaction or database logs.

10. Run Consistency and Integrity checks on the databases.

11. Execute DBCC CHECKDB from query analyzer on all databases. This checks the allocation and structural
integrity of all the objects in the specified database.

12. If you have a functionality script, run it to ensure that the system is running properly.

13. If all systems check out okay, allow users back onto the system.
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Appendix A — Frequently Asked Questions

In this appendix:

General Questions

Configuration Questions

General Questions

Here are a few frequently asked general questions about AcuoStore.

Am | limited in how much | can expand the physical storage that AcuoStore manages?

No. AcuoStore is expandable both within an individual AcuoStore Digital Asset Manager node and across your
entire enterprise. You can expand the physical archiving space of individual AcuoStore Digital Asset Managers,
adding new AcuoStore Digital Asset Managers, sharing resources, and managing assets across a large,
geographically-distributed AcuoStore network.

Do | need to do anything special when setting up RAIDs to work with AcuoStore?

It is critical that you initialize RAID storage that AcuoStore manages as dynamic disks to allow for volume
spanning. The volume spanning facility enables AcuoStore managed shares to span more than one physical
disk volume. This allows you to expand storage space by logically attaching a new physical storage device to an
existing share.

Note Windows 2000 cluster configurations require the use of Basic Disks.

For more information, refer to topics in Microsoft Windows Help regarding Dynamic Disks and Spanned
Volumes.

Where can | get information on recommended configurations for AcuoStore?

Prior to installing AcuoStore, ensure that your hardware, software, and network components meet or exceed
the recommended configuration levels detailed in the AcuoMed Image Manager Installation and Operations
Guide. Even if you are building an AcuoStore implementation with a client application other than AcuoMed,
the recommended components that are described in the AcuoMed manual will prove very useful in terms of
ensuring your implementation’s overall success.
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Installation Questions

Here are some common installation questions.

How do | know what hardware, software, and networking components | need for
AcuoStore?

This information is provided in Chapter 3 of the AcuoMed Installation and Operations Guide.

How do | estimate how much storage capacity | will need?

Refer to Appendix C of the AcuoMed Installation and Operations Guide which discusses how to use the
automated tools that Acuo Technologies provides to assist you with planning your storage requirements.

Configuration Questions

Here are a few common questions relating to AcuoMed configuration. For each question, a general
explanation is given of what you need to do. Also, a reference is given to one or more procedures that
demonstrate how to perform the specific task. These procedures are part of the configuration example in
Chapter 4. So, you can use them as a guide, but you will need to make changes (for example, IP addresses,
route names, AE names, etc.) that are appropriate to your system configuration.

I made a configuration change, why am | not seeing it?

After you make changes to the AcuoStore configuration, you must restart the AcuoStore service in order for
the changes to take effect.

For the specific procedure to do this, reference the topic Restarting the AcuoStore Services after Configuration
on page 33.

How does AcuoStore connect to the physical storage space that it manages?

AcuoStore makes its connection to physical storage space by means of managed shares, which are its logical
mappings to physical storage.

For general information on AcuoStore's use of managed shares, refer to AcuoStore Architecture on page 14.

How does AcuoStore control which subscribers have access to a managed share?

By means of applications, AcuoStore controls subscriber access to the managed share or shares, that house
the subscriber's digital assets. AcuoStore can allow multiple applications serving different subscribers to
securely use the same managed share. In this way, applications are AcuoStore's way of allowing
administrators to allocate specified amounts of storage to particular subscribers.

For general information on AcuoStore's use of applications, refer to AcuoStore Architecture on page 14. For
the specific procedure to set up applications, reference the topic Configuring Applications on page 50.

What about other configuration options?

AcuoStore is flexible and can be set up in a number of configurations. If the items above do not address your
configuration question, please review the information given in Chapter 4 — AcuoStore Configuration Example.
If you still cannot locate the information you need, please contact Acuo Technologies for assistance.
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Remote Management Questions

Here are some common remote management questions.

What are my options for remotely managing AcuoStore?

You can remotely manage AcuoStore Digital Asset Managers through either an MMC console interface or a
terminal services client interface. Deciding which of these methods best fits your needs will depend on your
system and network configurations and the extent of your remote management requirements.

For more information, refer to the topics Management through MMC Console on page 53 and Management
through Terminal Services Client on page 60.

Can | manage multiple AcuoStore Servers and applications from a single MMC console?

Yes. You can add remote systems to a single local MMC console and manage an entire set of distributed
AcuoStore resources from this single console. Or, if you find it more convenient, you can set up a separate
MMC console on your local machine for each AcuoStore system you want to remotely manage.

For more information, refer to the topic MMC Console Creation on page 30.

Are my remote management sessions secure?

Yes. AcuoStore security is integrated with Windows logon security for MMC applications. The terminal services
client interface requires the same user authentication, user name and password logon, that is required to log
on if you were actually at the remote system. It is recommended that if you are accessing remote systems
across the Internet, that you do so across a virtual private network (VPN) connection that is secured by a
reliable authentication means, such as SecurelD token authentication.

System Backup and Recovery Questions

Here are some common backup/recovery questions.

What is the best way to create onsite and offsite tape backups?

It is recommended that you use a backup product you are comfortable with to create on-site and off-site
backups. The backups and the restore process should be readily available and practiced in the event that a
recovery would need to be performed.
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Appendix B — Troubleshooting

In this appendix:

Overview
Event Viewer (Event Log)
Trace Settings

Third-Party Software

Overview

This appendix describes the various steps that you can take when you encounter problems using Acuo
products. All Acuo products use log files in an attempt to output information about every possible type of
problem that might occur. In the event that you encounter a problem, you should consult these logs first for
possible causes.

This appendix describes the following troubleshooting aids:
e Event Viewer (Event Log) — Lets you view four event logs to obtain problem information.

e Trace Settings — These monitors are part of the MMC console, and traces can be turned on at virtually
every level of Acuo software to help determine a problem.

e Third-Party Software — These are non-Acuo programs that add other capabilities.
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Event Viewer (Event Log)

The Event Viewer within Windows lets you view four event logs. Each of these logs runs constantly and, when
you encounter a problem, you can open the Event Viewer and select from one of the four event logs to obtain
more information.

To open the Event Viewer, from the Windows Start menu, select Programs > Administrative Tools > Event
Viewer.

= Consolel - [Console Root'Event ¥iewer (Local)Applications and Services Logs'Acuo]
& File  Action  Wiew Favorites  Window  Help |;|i|5|
=% 70 H
| Console Rodt Level = | Date and Time | souree | Event ID | Task Categar -
=l {2] Event Viswer (Local) Information 3/17/2013 L:00;00 PM AcuoMed 12326 Dicom Database Pruner
3 Custom Views (i) InfFormation 3/15/2013 1:00:00 PM AcuaMed 8205 Dicom Datshass Pruner
3 L Windows Logs 3/18/2013 2:38:07 PM Arunstore 537 AcuoStore Storage Server
2:::::;'0’1 3/18/2013 2:38:05 PM AcuoMed 8193 Acuo Medical Service
Setp JInformation 3/15/2013 1:00:00 PM AcuoMed §2Z7  Dicom Database Pruner
System ¢ :.'InFnrmatinn 3/15/2013 1:00:00 PM AcuoMed 12328 Dicom Database Pruner
= Forwarded Events 3/15/2013 1:00:00 PM AcuoMed 8230 Dicom Database Pruner
= :Qpplicatinns and Services Logs 3/15/2013 1:00:00 PM AcuoMed 12326  Dicom Datsbase Pruner
o BI1B/2013 213810 PM THEAudit 1001 Audit Control Service
ardware Events 3182013 2:43:39 PM AcuoMed 8258  Acuo Medical Service
Inkernet Explorer 318[2013 214339 PM AcuoMed 16410 Acuo Medical Library
Key Management Service 3182013 2:43:40 PM THEAudit 1000 Audit Cantrol Service
| Microsoft BI1B/2013 2:43:39 PM AcuoMed §192  Acuo Medical Service
Microsoft Office Alerts 3/1B/2015 2:40:55 FM ¥DS 1001 Service
Windows PowerShel 3/18[2003 2140158 PM IS 1003 Service
24 Subseriptions 316/2013 2:43:38 PM AcuoMed 16410 Acuo Medical Library
BI1B/2013 2:43:35 PM AcuoStore 536 AcuoStore Storage Server
3{15/2013 1:00:00 PM AcuoMed 8231  Dicom Database Pruner
31712013 12159156 AM AcuoMed 305 Acuo Mediia\ Service R =

| |
The Event Viewer contains the following three event logs:

e Application Log — This log contains messages that describe events that are generated by Windows
applications and services (including Acuo products). For information on how to view Acuo events only, see
the next topic.

e Security Log — This log contains messages about any number of security-related events that you, as an
administrator, can configure. For example, you may want to have an event message generated every time a
particular file is accessed.

e System Log — This log contains messages generated by operating system events. For example, if
something were to go wrong with your network card, or if a connectivity problem occurred, you would find
messages related to these problems in this log. Also, informational messages note that system services were
either started or stopped.

e Acuo Log - This log contains messages generated by the Acuo application.
Each event log, when it is configured and in use, generates the following three message types:

@Infnrmatinn — Information messages provide information about non-critical events.

&Wamiﬂg —Warning messages usually indicate some kind of configuration error, network problem, or
something that can be fixed by the administrator. Example warning messages include those indicating that the
network or a database server is down or some type of configuration error is occurring.

QE”D"— Error messages may require that you call Acuo Technologies to get assistance resolving the problem.
First, you can try stopping and restarting your services. If the problem persists after stopping and restarting
your services, you should call Acuo Technologies for assistance.

Note When using the Information, Warning, and Error messages to diagnose a problem, you should review
several messages around a particular timeframe to gain a more comprehensive picture of what is happening.
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Event Viewer

All Acuo event can be viewed from the within the Acuo application's MMC console tree. The source column
indicates the source application.

F= Consolel - [Console Root'Event Yiewer {Local)'Applications and Services Logs' Acuo]
E File Action View Favorites ‘Window Help |;|i|1|
2ol
| Console Roat Level - | Date and Time | Source | Event ID | Task Categor -
=1 $] Event viewer (Local) Irfarmation 3(17/2013 1:00:00 PV AcuoMed 12326 Dicom Database Pruner
¥ CL_IStom Vigws (i) Information S/15/2013 1:00,00 PM AcuoMed 8205  Dicom Database Pruner
Him }Mndnw% Ln.gs Information 3/18/2013 2:38:07 PM AcuoStore 537 AcuoStore Storage Server
q :'::LI:;‘:;'W 3/18]2013 2:35:05 PM Acuotied 8193 Acuo Medical Servics
».—‘ Setup 3/15/2013 1:00:00 PM AcuoMed 8227 Dicom Datsbase Pruner
'.—‘ System 3/15/2013 1:00:00 PM AcuoMed 12328 Dicom Database Pruner
‘—‘ Forwarded Events 3/15/2013 1:00:00 PM AcuoMed 8230 Dicom Datsbase Pruner
=] aApplications and Services Logs 3/15/2013 1:00:00 PM AcuoMed 12326  Dicom Database Pruner
£ 3182013 2:38: 10 PM THEAudit 1001 Audit Cantrol Service
BI1B/2013 2:43:39 PM AcuoMed 8258  Acuo Medical Service
3182013 2:43:39 PM AcuoMed 16410 Acuo Medical Library
.—‘ Key Management Service BI1B[2013 2:43:40 PM THEAudit 1000 Audit Control Service
| Microsaoft 3182013 2:43:39 PM AcuoMed 8192 Acuo Medical Service
] Microsoft Office Alerts 3/18/2013 2:40:55 PM DS 1001 Service
= Windows PowerShel F/16/2013 2:40:56 PM %05 1003 Service
. Subscriptions 3/18[2003 214335 PM Acualed 16410 Aouo Medical Library
3182013 2:43:35 PM AcuoStore 536 AcuoShore Storage Server
i 3/15/2013 1:00:00 PM AcuoMed 8231 Dicom Database Pruner
" I'InFDrmatiDn 31712013 12:59:55 AM Acuoiled 8305 Acug Medifa\ Service _bld

Trace Settings

The trace setting monitors are part of the MMC console. Traces can be turned on at virtually every level of
Acuo software to help determine a problem.

Caution

Trace Settings should be used with the assistance of Acuo Support staff. Please call Acuo Technologies before
using any of the trace setting monitors shown below.

To access the trace setting monitors, follow these steps:
1. Start the Acuo MMC console by clicking the shortcut on the desktop.

The Acuo MMC console displays.

2. Open AcuoStore Digital Asset Manager until you can locate and open the Trace Settings folder as shown
below.

All the available AcuoStore trace monitors display.

= ATStoreConsole - [Console Root', AcuoStore Digital Asset Manager (local)iDigital Asset Manager ServerTrace Settings]

File

Action  View Favorites  Window  Help

L ] Gl NN 7 Nos

~| Console Root

Trace Instance | Trace Status | Trace File Director | Trace File Size (Bybes) ... |

Applications

=¥ M
§ AcuoStore_API_Trace

fi AcuoStore_DB_Trace
‘7? AcuoStore_Service_Tracs
ff AcunStore_SrvObject_Trace
E Event Yiewer (Local)
-

1 Services (Local)

&l () Acunstore Digital Asset Manager (lacal) T§ Acuostore_APT_Trace off eewindireltracing 104857600
£l P Digital Asset Manager Server ¥y Acuostore_DE_Trace OFf C:hwindows) Tracingl 1048576
Archive Device Configuration Ty ticunstore_Service_Trace  OFf Criwindows| Tracing) 1048576
Managed Shares ¥§ Acucstore_Srvobiect_.. OFF Sowindirdbibracing 104857500
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3. To activate a particular trace, right-click the trace you want to turn on and select Set This Trace On from
the menu. This sets the trace to On with default settings.

To activate a particular trace with specific settings, right-click the trace you want to turn on and select
Modify Trace Settings.

The Trace Properties dialog displays.

Trace Properties ﬂ E

Trace Properties |

— Trace Configuration

— Server Trace Settings

¥ Enable Tracing Globally an Server

Location: I Change Location ... |
Size: |1D B 'I Clear All Trace Files |

—Application Trace Setting:

¥ Set This Acun Trace On Set &l Traces On | Set &l Traces OFff |

M arne: IACUDStUre_SeWice_Trace j “iew Trace File .. |
Location: |Zwindir2\tracing Change Location ... |

Sizer |1D HMB 'I Clear Trace File |

— Trace Mask Settings

Set Default Mazks | Set Masks On | Set Masks Off
¥ Trace EveryThing ¥ Hot Defined
¥ Trace Store ¥ Hot Defined
[¥ Trace DB Emar ¥ Hot Defined
[¥ Trace Entry ¥ Hot Defined
v EMLC “wiriter ¥ Not Defined
[¥ EML File Cleaner ¥ Hot Defined
v EMLC Performance ¥ Not Defined
[v EML Filewriter 10 ¥tk Defined
Set &l Default Masks Set &l Masks On | Set Al Masks OFf

Cloze I Cancel |

4. Inthe Trace Properties dialog, set up the trace as needed. To activate the trace, be sure that the Trace On
checkbox is checked.

This dialog gives you control over how the trace will behave. Most importantly, be sure to contact the
Acuo Support staff about how to set up your traces.
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Click Close to save your trace settings and exit.

The trace you just activated will now show a Trace Status of On in the right pane.

':m ATConsole - [Console Root\AcuoStore Digital Asset Manager (local) \Digital Asset Manager Server\Trace Setﬁngs\MlnStore_Senﬁce_Tr_!El I

rﬁ] File Action View Favorites  Window

Help

JETE

e~ | am|E 2

(23 Console Root

+- Y acuoied Image Manager {ocal)
Services (Local)

AcuoStore Digital Asset Manager {Jocal)
EI@ Digital Asset Manager Server

: Managed Shares

Applications

E-§ Trace Settings

fi AcuoStore_API_Trace
ff AcuoStore_DB_Trace

?i AcuoStore_Service_Trace

------ T ¥ AcuoStore_SrvObject_Trace
[+1-{g] Event Viewsr

AcuoStore_Service_Trace

I Trace Status | Trace File Directory | Trace File Size (Bytes) I Trace EveryThing

4

ii AcuoStore_Service_Trace On Sowindir Yo \tracing 10435780 Oon

Note By clicking the Trace Settings node, you can see a summary of which traces are On.

Thi

rd-Party Software

It is recommended that you use some type of third-party, system-monitoring software to monitor the event
log and other parts of your system. For example, certain third-party products can be set up to monitor the
event log and page you or send an e-mail to you whenever a certain kind of event occurs.

The goal of using this type of software is to stay on top of your system and to minimize the possibility that
data will be lost. Your system is made up of many very important components such as RAID storage devices,
system drives, and databases. If any of these were to fail, you would want to know about it as soon as
possible. It is practical to use third-party products to perform these monitoring tasks so that you can select the
products that best fit your environment and system components. It is not possible for Acuo Technologies to
anticipate every system configuration and all customer monitoring requirements. Therefore, using third-party
software lets you supplement your Acuo systems environment with the tools that best suit your needs.
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Appendix C — AcuoStore Network Profile

The following Network Profile for AcuoStore and related services should be used as a reference when planning
or troubleshooting anti-virus, firewall, VPN, load balancing or other network related technologies in
conjunction with an AcuoMed or AcuoStore deployment.

Role Protocol Listening Ports

Server TCP-DCOM (AcuoMed) Dynamically assigned (135,1024-65535) *
Client TCP/UDP-ADO (SQL Server)
Client TCP-CIFS

Client TCP-HTTP (Bycast)

Client TCP/UDP-Centera API

Connection Usage Profile

Some client connections are managed in a pool, but most are dynamically requested and released as needed.
The result on heavily loaded systems can be hundreds of connections per second being established or
released, and thousands of open connections at a time. Some of this is mitigated or hidden by caching or
pooling inherent to ADO & CIFS.

(*) DCOM assigns one listening port per server process, and relies on the Service Control Manager listening on
TCP/UDP port 135 for DCOM port discovery. A more narrow range can be specified, though this is a server
level specification, and Microsoft recommends a range of 100 or greater. Refer to the following
documentation for more detail.

Using Distributed COM with Firewalls -- http://technet.microsoft.com/en-us/library/ff399341.aspx

How to configure RPC dynamic port allocation to work with firewalls --
http://support.microsoft.com/kb/154596
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Glossary

This glossary defines terms specific to Acuo Technologies’ AcuoStore product and its operational environment.
For the reader’s convenience, some related general industry and computer terminology is also defined. Also,

some basic AcuoMed terminology is included, since AcuoMed is used as the example AcuoStore client
application in this document. For complete AcuoMed terminology definitions, refer to the glossary in the
AcuoMed Image Manager Installation and Operations Guide.

AcuoMed Image Manager

AcuoStore Application

AcuoStore Database

AcuoStore Digital Asset
Manager

AcuoMed Image Manager, AcuoMed for short, is Acuo Technologies’
medical imaging product that provides an open-systems solution for
transporting, storing, tracking, and retrieving digital medical images
across an entire storage system network. When used generically, the
term AcuoMed refers to the hardware and software system
components that comprise Acuo Technologies’ medical image and
archive management product.

AcuoMed uses the AcuoStore Digital Asset Manager to manage
physical storage and to store and retrieve digital medical images.

See also AcuoStore Digital Asset Manager.

An AcuoStore application is used to configure which users(s) have
access to which managed shares, according to username and
password, and how much physical disk space will be allocated to
each user. In this way AcuoStore applications make the linkage from
client applications and users to logical and physical storage
resources.

See also Managed Share.

Contains information related to the bulk storage of digital images
and related data including information about the shares and about
the applications that use those shares.

The AcuoStore Digital Asset Manager is a general-purpose, digital
asset retrieval service that lets you store, track, and retrieve virtually
any type of digital asset routed to an AcuoStore archive from a client
application such as AcuoMed.

See also AcuoStore Service and AcuoMed Image Manager.
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AcuoStore Service

Acuo Tier Manager Service

BLOB

CAS Device

Client application

Console

Data Archive

Data Storage Archive

Deep-Level Archive

AcuoStore runs as a service within Windows and can be managed the
same as other Windows Services through the Administrative Tools
menu.

See also Service.

This service is responsible for orchestrating the writing of assets to
offline storage devices. EMC Centera is excluded.

Binary Large Object — an arbitrary set of bytes that may be an image,
file, document or other object to be stored.

See also Digital Asset.

Content-Addressable Store, also referred to as associative storage or
abbreviated CAS, is a mechanism for storing information that can be
retrieved based on its content, not its storage location.

An application, such as AcuoMed, that manages and routes digital
assets to a storage archive such as AcuoStore. For users who want to
access an archive managed by AcuoStore with their own client
application, an API can be provided that allows them to access
AcuoStore.

A console is an administrative structure that can contain tools,
folders, Web pages, and other administrative items. You can set up
different consoles to manage different parts of your
AcuoMed/AcuoStore network, such as a local console and a remote
console. Consoles are hosted within MMC.

See also MMC.

For AcuoStore, this refers to a bulk storage facility for storing images
and other data. This facility has no knowledge of DICOM,; it keeps
track of data BLOBs using globally unique IDs, GUIDs. The data
archive has the ability to group data BLOBs into folders.

The data storage archive stores and retrieves digital assets based on
a GUID, Globally Unique ID.

A storage device, such as a tape jukebox, that is connected to a
deep-end server to provide long-term archival storage of digital
assets for one or more other network-connected devices. A deep-
level archive is typically connected to a deep-end AcuoMed Server
and is used to maintain a permanent DICOM archive.
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DFS

DICOM

Digital Asset

Find

Folder

GUID

HIPAA

HIS/RIS

Distributed File System refers to a file system that simplifies the
steps needed to use files located at various places across a network.
Files can be drawn seamlessly from different parts of a network
making it possible to have storage resources on different servers
appear to users as one storage resource.

See also Logical Share (Managed Share).

Digital Imaging and Communications in Medicine — The DICOM
standard is a detailed specification for transferring medical images
and related information between computers. DICOM is an open-
systems standard that allows connectivity and interoperation of
equipment from multiple vendors.

AcuoMed supports the DICOM 3.0 2000 standard.

A digital asset is an image, file, document, or any other combination
of bytes that needs to be stored. Some documents refer to this as a
Binary Large OBject, or BLOB.

See also BLOB.

The ability to locate an image, digital asset, that is stored on the
AcuoMed network. Find represents the query portion of a retrieve
request.

See also Move and Store.

A grouping of data assets that can be treated as a unit.

Globally Unique ID — The GUID identifies each specific digital asset
for tracking and future retrieval. AcuoStore uses GUIDs to locate
digital assets and make them locally available to requesters.

Health Insurance Portability and Accountability Act of 1996 - Security
regulations published on August 12, 1998.

Hospital Information System/Radiology Information System —
Medical administration systems that are used to manage patient
information, track patient records, and schedule studies to be
performed on modalities.
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HSM

Local Image Cache

Local Server

Logical Share (Managed
Share)

Managed Share

Hierarchical Storage Management — An application used for
controlling and managing data storage across hierarchical layers of
interoperating storage devices having different speeds and
capacities. HSM enables data to be managed and stored on an
appropriate medium according to its aging and anticipated retrieval
requirements; this includes migrating data between storage devices
when appropriate. HSM is a generic concept that includes many
different vendors' storage system implementations (for example
Microsoft's RSS and RSM products).

This is a DICOM temporal archive that is implemented on a temporal
department server. The local image cache is typically a locally
attached RAID that is used to store images that are associated with a
DICOM database that is also located on the temporal server.

In a remote management context, the local server is the system that
you are using to manage another target system at a remote location.
For remote management discussions, the local server is also referred
to as the "local system" or "source system."

See also Remote Server.

A logical share, as opposed to a physical share on a local volume,
makes it possible to extend a physical volume extensively by logically
adding more physical volumes to the logically shared volume. For
example, if you created a logical share to a 10 GB physical volume
and called that share Anderson_Images, the managed share,
Anderson_Images, would have 10 GB. However, since it is a logical
share, you could attach another 10 GB or more, to the initial volume
and the managed share Anderson_Images would grow to 20 GB from
10 GB.

See also DFS and Physical Share.

A managed share is a logical mapping to a physical storage space.
Managed shares are configured in AcuoStore. Once configured,
managed shares function as a route through which digital images
travel. There can be single or multiple managed shares going to one
storage device.

See also AcuoStore Application.

MMC Microsoft Management Console — MMC is a framework for hosting
administrative tools called consoles within the Windows 2000
environment. MMC provides the tools and commands that you need
to build new consoles.

See also Console.
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Modality

Move

Namespace

Nearline Storage

NTFS

Offline Storage

Online Storage

Physical Share (Local
Volume)

Refers to a wide range of medical imaging devices that AcuoMed is
capable of communicating with and receiving digital images from.
Modalities include such devices as MRlIs, CT Scanners, X-Ray devices,
Ultrasound devices. Basically, AcuoMed can interface with any
modality that is DICOM 3.0 compliant.

The ability to move an image, a digital asset, from one place to
another on the AcuoMed network. This includes the ability to route a
retrieve request to more than one destination.

See also Find and Store.

A namespace is a reference to a logical storage location in which
multiple physical storage devices may be defined and accessed. For
example, imagine that you have two computers shared on a network
as Computer X and Computer Y. The name Computer X and the name
Computer Y each become namespaces that are logical storage
locations within which you have a physical C:\ drive. When selecting
the C:\ drive, you must ensure that you are in the correct
namespace, Computer X or Computer Y, to be assured of finding the
data for which you are looking. Lastly, remember that within a
namespace, you may add virtually any number of physical devices,
thus expanding almost indefinitely the amount of space a namespace
may represent.

When using a CAS Device, Nearline data is on the local cache and a
copy also exists on the CAS Device.

NT File System — a file system that you can select when you set up a
computer running Microsoft Windows 2000. In contrast to the FAT
or FAT32 file systems, an NT File System supports much larger
volumes, and unlike the other file systems, and NTFS volume
supports domains.

When using a CAS Device, Offline is data that has been deleted or
purged from the local cache and only remains on the CAS Device.

When using a CAS Device, Online means the data only resides on the
local cache, and no copy exists on the CASE Device, if configured.

A physical share is analogous to the physical C:\ drive on your
computer. A physical share can only be as large as the local drive
actually is. Since a physical share by definition is not logical, it cannot
be expanded seamlessly the way a logical share can.

See also Logical Share.
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Redundant Array of Independent Disks — A data storage method in
which data is distributed between two or more hard disk drives in
order to improve performance, reliability, and fault tolerance.
Different levels of RAID, such as RAID3 and RAID5, offer tradeoffs
regarding their access speed, reliability, and cost. For this reason,
Acuo Technologies recommends different RAID levels for different
system uses.

RAID

Remote Server In a remote management context, the remote server is the system
that you are remotely managing from another source system at a
local location. For remote management discussions, the remote
server is also referred to as the remote system or target system.

See also Local Server.

RSM Removable Storage Manager — A service included with Microsoft
Windows 2000, RSM facilitates management of and communication
among groups of libraries, disk drives, applications, and removable
media. RSM enables multiple applications to share local robotic
media libraries and tape or disk drives, and manages removable
media within a single-server system. A group of libraries, drives, and
media that are managed by RSM is called an RSM system. RSM also
operates in conjunction with RSS to manage storage resources.

See also RSS.

RSS Remote Storage Service — This Microsoft service monitors drives, and
based on aging algorithms, moves files out to a tape. In addition, RSS
also provides facilities for duplicating tapes for disaster recovery
purposes. For RSS to manage a drive, the drive must be NTFS
capable. RSS also operates in conjunction with RSM to manage
storage resources.

See also RSM.

Service A service is a program, routine, or process that supports other
programs running in a Windows environment by performing a
specific system function. AcuoMed and AcuoStore run as services
within Windows and can be managed the same as other Windows
Services through the Administrative Tools menu.

Snap-in A snap-in is a type of tool that can be added to a console. Both the
AcuoStore and AcuoMed applications are snap-ins that can be added
to an MMC-supported console.

See also Console and MMLC.
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Store The ability to save an image, a digital asset, received from a modality
to another DICOM device on the AcuoMed network. This includes
the ability to save an image to more than one destination in a single
operation.

See also Find and Move.

Subscriber An individual medical professional, user, or remote clinic or hospital
that has access to an AcuoStore-managed storage archive or device.
Subscribers have a Subscriber ID that lets them access only their
assets. Subscribers may have access to multiple archives or just one.

Terminal Server See Terminal Services Client.

Terminal Services Client A software application that lets you log into another computer
through a TCP/IP port. In contrast to an MMC console remote
management configuration, which lets you “talk” only to MMC
consoles on other computers, a terminal services client lets you
manage any part of another computer because you are actually
logged into the remote computer.
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AcuoStore Digital Asset Manager. See AcuoStore

Add Standalone Snap-in dialog, 55
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FAQ. See frequently asked questions
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disaster recovery
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